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Notes, Notices, and Cautions
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Installation

This document provides basic information to install, configure, and operate

Dell™ PowerConnect™ 8024 and 8024F systems. For more information, see the User’s Guide,
which is available on your User Documentation CD, or check the Dell Support web site at
support.dell.com for the latest updates on documentation and firmware.

Site Preparation

PowerConnect 8024 and 8024F switches can be mounted in a standard 48.26-cm (19-inch) rack
or left freestanding (placed on a flat surface) and function as stand-alone switches.

Before installing the switch or switches, make sure that the chosen installation location meets
the following site requirements:

*  Power — The switch is installed near an easily accessible 100-250 VAC, 50-60 Hz outlet.

*  Clearance — There is adequate front and rear clearance for operator access. Allow clearance
for cabling, power connections, and ventilation.

*  Cabling — The cabling is routed to avoid sources of electrical noise such as radio
transmitters, broadcast amplifiers, power lines, and fluorescent lighting fixtures.

*  Ambient — The ambient switch operating temperature range is 0 to 45°C (32 to 113°F) at a
relative humidity of up to 95 percent, non-condensing.

Unpacking the Switch

Package Contents
When unpacking each switch, make sure that the following items are included:
*  One PowerConnect switch
*  Two AC power cables
¢ One RJ-45 to DB9 female cable
*  One rack-mount kit for rack installation (two mounting brackets, bolts, and cage nuts)
*  One set of self-adhesive rubber pads for the free-standing switch (four pads are included)
e User Documentation CD
*  Getting Started Guide
*  Product Information Guide
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Unpacking Steps

Q NOTE: Before unpacking the switch, inspect the container and immediately report any evidence
of damage.

Place the container on a clean, flat surface and cut all straps securing the container.
Open the container or remove the container top.
Carefully remove the switch from the container and place it on a secure and clean surface.

Remove all packing material.

Ui A W N K

Inspect the product and accessories for damage.

Mounting the Switch

A CAUTION: Read the safety information in the Product Information Guide as well as the safety
information for other switches that connect to or support the switch.

The two AC power connectors are on the back panel of the switch.

Installing in a Rack

& CAUTION: Do not use rack mounting kits to suspend the switch from under a table or desk, or attach it
to a wall.

A CAUTION: Disconnect all cables from the switch before continuing. Remove all self-adhesive pads
from the underside of the switch, if they have been attached.

A CAUTION: When mounting multiple switches into a rack, mount the switches from the bottom up.

1 Place the supplied rack-mounting bracket on one side of the switch, ensuring that the
mounting holes on the switch line up to the mounting holes in the rack-mounting bracket.
Figure 1 illustrates where to mount the brackets.

Figure 1. Attaching the Brackets
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Insert the supplied bolts into the rack-mounting holes and tighten with a screwdriver.
Repeat the process for the rack-mounting bracket on the other side of the switch.

Insert the switch into the 48.26 cm (19 inch) rack, ensuring that the rack-mounting holes on
the switch line up to the mounting holes in the rack.

Secure the switch to the rack with either the rack bolts or cage nuts and cage nut bolts with
washers (depending on the kind of rack you have). Fasten the bolts on bottom before
fastening the bolts on top.

o NOTICE: Make sure that the ventilation holes are not obstructed.

A CAUTION: Make sure that the supplied rack bolts fit the pre-threaded holes in the rack.

Installing as a Free-standing Switch

o NOTICE: We strongly recommend mounting the switch in a rack.

Install the switch on a flat surface if you are not installing it in a rack. The surface must be able
to support the weight of the switch and the switch cables. The switch is supplied with four
self-adhesive rubber pads.

1
2

Attach the self-adhesive rubber pads on each location marked on the bottom of the switch.

Set the switch on a flat surface, and make sure that it has proper ventilation by leaving 5 cm
(2 inches) on each side and 13 cm (5 inches) at the back.

Connecting a Switch to a Terminal

1

Connect the DB9 connector of the RJ-45-to-DB9 serial cable to a VI'100 terminal or to a
computer running VI'100 terminal emulation software.

Connect the RJ-45 connector at the other end to the top RJ-45 port on the rear panel of the
switch. For more information about the location of the console port, see Figure 3.

Getting Started Guide
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Connecting a Switch to a Power Supply
A CAUTION: Read the safety information in the Product Information Guide as well as the safety
information for other switches that connect to or support the switch.

The PowerConnect 8024 and 8024F switches have two power supplies for redundant or load-
sharing operation. Each power supply can support 300W. Figure 2 illustrates the location of the
two power receptacles on the rear panel.

1 Connect one of the supplied AC power cables to one of the AC power connectors located on
the rear panel.

2 To provide a redundant source of power, connect the second supplied AC power cable to the
other AC power connector located on the rear panel.

[E4 NOTE: Do not connect the power cable to a grounded AC outlet at this time. Connect the switch to a
power source as described in the step detailed in "Starting and Configuring the Switch".

Figure 2. Connecting Power Cables
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Starting and Configuring the Switch

After completing all external connections, connect a terminal to a switch to configure the switch.
Additional advanced functions are described in the User's Guide located on your
User Documentation CD.

Q NOTE: Read the release notes for this product before proceeding. You can download the release notes
from the Dell Support website at support.dell.com.

Q NOTE: We recommend that you obtain the most recent version of the user documentation from the Dell
Support website at support.dell.com.

Connecting the Terminal to the Switch

To monitor and configure the switch via serial console, use the console port on the rear of the
switch to connect it to a VI'100 terminal or to a computer running VI'100 terminal emulation
software. The console port is implemented as a data terminal equipment (DTE) connector.

The following is required to use the console port:

*  VT100-compatible terminal or a desktop or a portable system with a serial port, running
VT100 terminal emulation software.

* Aserial cable (provided) with a RJ-45 connector for the console port and DB9 connector for
the terminal.

Perform the following tasks to connect a terminal to the switch console port:

1 Connect the DB9 connector on the serial cable to the terminal running VI'100 terminal emulation
software.

2 Contfigure the terminal emulation software as follows:
a  Sclect the appropriate serial port (serial port 1 or serial port 2) to connect to the console.
b  Set the data rate to 9600 baud.

Set the data format to 8§ data bits, 1 stop bit, and no parity.

Set the flow control to none.

a O

e Set the terminal emulation mode to VI'100.

f  Select Terminal keys for Function, Arrow, and Ctil keys. Make sure that the setting is for
Terminal keys (not Microsoft® Windows® keys).

Q NOTE: When using HyperTerminal with Microsoft Windows 2000, make sure that you have Windows
2000 Service Pack 2 or later installed. With Windows 2000 Service Pack 2, the arrow keys function
properly in HyperTerminal's VT100 emulation. Go to www.microsoft.com for more information on
Windows 2000 service packs.

3 Connect the RJ-45 connector on the cable directly to the switch console port. The
PowerConnect 8024 and 8024F console port is located on the rear panel, above the RJ-45
out-of-band port, as shown in Figure 3.

Getting Started Guide
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Figure 3. Connecting to the Console Port

Console Port
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The RJ-45 port below the Console port is for out-of-band management.

Booting the Switch
1 Make sure that the switch console port is connected to a VI'100 terminal or VI'100 terminal
emulator via the R]-45 to DB9 female cable.
Locate two AC power receptacles.
Deactivate the AC power receptacle.

Connect both of the switch power supplies to the AC receptacles.

U B WD

Activate the AC power receptacles.

When the power is turned on with the local terminal already connected, the switch goes through a
power-on self-test (POST). POST runs every time the switch is initialized and checks hardware
components to determine if the switch is fully operational before completely booting. If POST
detects a critical problem, the program flow stops. If POST passes successtully, valid firmware is
loaded into RAM. POST messages are displayed on the terminal and indicate test success or failure.
The boot process runs for approximately 60 seconds.

Initial Configuration

Q NOTE: The initial simple configuration procedure is based on the following assumptions:

* The PowerConnect switch was never configured before and is in the same state as when you
received it.

e  The PowerConnect switch booted successfully.

e The console connection was established and the Dell Easy Setup Wizard prompt appears on
the screen of a VT100 terminal or terminal equivalent.
The initial switch configuration is performed through the console port. After the initial
configuration, you can manage the switch either from the already-connected console port or
remotely through an interface defined during the initial configuration.

Q NOTE: The switch is not configured with a default user name and password.

g NOTE: All of the settings below are necessary to allow the remote management of the switch through
Telnet (Telnet client) or HTTP (Web browser).

Getting Started Guide



Before setting up the initial configuration of the switch, obtain the following information from
your network administrator:

*  The IP address to be assigned to the management VLAN.
¢ The IP subnet mask for the network.

e The IP address of the management VLAN default gateway.

Management Interface and Out-of-Band Interface

The front panel of the PowerConnect 8024 and 8024F switches contains multiple 10-Gigabit
Ethernet ports for data traffic. Additionally, you can use any port on the front panel as the
in-band management interface. The rear panel contains a Gigabit Ethernet port for out-of-band
(OOB) management. The OOB port is located below the console port.

The Dell Easy Setup Wizard configures network information for the in-band management
interface. To use the OOB interface for management, use the Command Line Interface (CLI)
to configure network information. You can assign a static IP address and subnet mask or enable
DHCP and allow a DHCP server to assign the information automatically.

[E4 NOTE: DHCP can be enabled on either the management interface or the 00B interface, but not both.
DHCP is enabled by default on the management interface. To use DHCP on the 00B interface, you must
first disable it on the management interface and then enable it on the 00B interface.

See the PowerConnect 8024 and 8024F CLI Reference Guide for information about the
commands to use to configure the OOB interface.

Initial Configuration Procedure

You can perform the initial configuration using the Dell Easy Setup Wizard, or by using the
Command Line Interface (CLI). The Setup Wizard automatically starts when the switch
configuration file is empty. You can exit the wizard at any point by entering [ctrl+z], but all
configuration settings specified will be discarded (the switch will use the default values).

Q NOTE: If you do not run the Easy Setup Wizard or do not respond to the initial Easy Setup Wizard prompt
within 60 seconds, the switch enters CLI mode. If the switch is connected to your network through the
management interface when you power it on for the first time, it attempts to acquire an IP address from a
DHCP server. If no DHCP server responds to the request within 50 seconds, the switch uses 192.168.2.1 as
the default IP address on the management VLAN. To view the management interface IP address, enter
the enable command to enter Privileged EXEC mode, and then enter show ip interface
management. There is no default IP address for the 00B interface.

Getting Started Guide
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For more information on CLI initial configuration see the User Guide. This Getting Started Guide
shows how to use the Setup Wizard for initial switch configuration. The wizard sets up the following
configuration on the switch:

Establishes the initial privileged user account with a valid password. The wizard configures
one privileged user account during the setup.

Enables CLI login and II'TTP access to use the local authentication setting only.
Sets up the IP address for the management VLAN.

Sets up the SNMP community string to be used by the SNMP manager at a given [P address.
You may choose to skip this step if SNMP management is not used for this switch.

Allows you to specify the management server IP or permit management access from all IP
addresses.

Configures the default gateway [P address.

Example Session

This section describes an Easy Setup Wizard session. The following values are used by the example
session:

The SNMP community string to be used is public

The network management system IP address 1s 192.168.2.1.

The user name is admin, and password is admin123.

The IP address for the management VLAN is 192.168.2.1:255.255.255.0.
The default gatewayis0.0.0.0.

The setup wizard configures the initial values as defined above. After you complete the wizard, the
switch is configured as follows:

SNMPv1/2¢ is enabled and the community string is set up as defined above. SNMPv3 is
disabled by default.

The admin user account is set up as defined.

A network management system is configured. From this management station, you can access
the SNMP, HT'TP, and CLI interfaces. You may also choose to allow all IP addresses to access
these management interfaces by choosing the (0.0.0.0) IP address.

An IP address is configured for the default management VLAN (1).
A default gateway address is configured.

NOTE: In the example below, the possible user options are enclosed in [ ]. Also, where possible, the
default value is provided in{}. If you press <Enter> with no options defined, the default value is accepted.
Help textis in parentheses.

Getting Started Guide



The following example contains the sequence of prompts and responses associated with running an
example Dell Easy Setup Wizard session, using the input values listed above.

After the switch completes the POST and is booted, the following dialog appears:

Unit 1 - Waiting to select management unit)>
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y

Step 1:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation).

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User’s Guide.

Getting Started Guide

13



www.dell.com | support.dell.com

14

To add a management station:
Please enter the SNMP community string to be used [public]:public

Q NOTE: If itis configured, the default access level is set to the highest available access for the SNMP
management interface. Initially only SNMPv1/2c will be activated. SNMPv3 is disabled until you return to
configure security access for SNMPv3 (e.g. engine 1D, view, etc.).

Please enter the IP address of the Management System (A.B.C.D) or
wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

Step 2:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin]:admin
Please enter the user password: ****ktkk*
Please reenter the user password: ******k*

Step 3:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

Getting Started Guide



Step 4:

Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100

User Account setup = admin

Password = *k)kkkkk*k*k

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0

Operation Mode = Normal

Step 5:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.

Advanced Configuration

This section provides summary information about such common tasks as:
*  Retrieving an IP Address From a DHCP Server
*  Security Management and Password Configuration

4 NOTE: For detailed information on all the CLI commands available for the 8024 and 8024F M6348
switches, see the CL/ Reference Guide.

Retrieving an IP Address From a DHCP Server
When using the DHCP protocol to retrieve an IP address, the switch acts as a DHCP client.
To retrieve an IP address from a DHCP server, perform the following steps:

1 Select and connect any port to a DHCP server or to a subnet that has a DHCP server on it, in
order to retrieve the IP address.

Q NOTE: You do not need to delete the switch configuration to retrieve an IP address for the D HCP server.
2 [Enter the following commands to use the selected port for receiving the IP address.

consolef#config
console (config) #ip address dhcp

The interface receives the [P address automatically.

Getting Started Guide
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3 To verify the IP address, enter the show ip interface command at the system prompt as shown
in the following example.

console#show ip interface

Management Interface:

@ L ol =Y I 10.240.4.125
Subnet Mask. ...ttt i i i e 255.255.255.0
Defaull GateWay ... e oottt eeeeeeeneeeeeeeeeeeennns 10.240.4.1
Burned In MAC AddresSS.....uuetiieiennneeennns 00:10:18:82:04:35
Network Configuration Protocol Current................... DHCP
Management VLAN TD. .t ittt ittt ot toneeeeeeeeeeeeeesnssassanss 1

Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

Security Management and Password Configuration

System security is handled through the AAA (Authentication, Authorization, and Accounting)
mechanism that manages user access rights, privileges, and management methods. AAA uses both
local and remote user databases. Data encryption is handled through the SSH mechanism.

The system is delivered with no default password configured; all passwords are user-defined. If a
user-defined password is lost, a password recovery procedure can be invoked from the Boot menu.
The procedure is applicable for the local terminal only and allows a one-time access to the switch
from the local terminal with no password entered.

16 | Getting Started Guide



Configuring Security Passwords

The security passwords can be configured for the following services:

Console
Telnet
SSH
HTTP
HTTPS

NOTE: When creating a user name, the default priority is "1", which allows access but not configuration
rights. A priority of "15" must be set to enable access and configuration rights to the switch.

Configuring an Initial Console Password

To configure an initial console password, enter the following commands:

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password secretl23

When initially logging on to a switch through a console session, enter secret123 at the
password prompt.

When changing a switch’s mode to enable, enter secret123 at the password prompt.

Configuring an Initial Telnet Password

To configure an initial Telnet password, enter the following commands:

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passl234

When initially logging onto a switch through a Telnet session, enter pass1234 at the
password prompt.

When changing a switch mode to enable, enter pass1234.

Getting Started Guide
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Configuring an Initial HTTP Password
To configure an initial H'TTP password, enter the following commands:

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15

Configuring an Initial HTTPS Password
To configure an initial HI'TPS password, enter the following commands:
console (config) #ip https authentication local

Q NOTE: You should generate a new crypto certificate each time you upgrade (install a new version of)
the control software application on the switch.

Enter the following commands once when configuring to use an HT'T'PS session over a console,
a Telnet, or an SSH session.

Q NOTE: In the Web browser enable SSL 2.0 or greater for the page content to appear.
console (config) #crypto certificate 1 generate
console (config) #ip https server

Q NOTE: Http and Https services require level 15 access and connect directly to the configuration level
access.

Getting Started Guide



Managing the Switch

You can manage the switch by using the Web-based interface, command-line interface (CLI),
or SNMP. To manage the switch by using a Web browser or SNMP, the switch must have an IP
address, and it must be accessible from the management station. To manage the switch by using
the CLIL, you can use a direct console connection or a remote Telnet/SSH connection.

To establish a direct console connection to the CLI, see "Connecting the Terminal to the Switch"
on page 9. You can use the Easy Setup Wizard To perform the initial configuration that allows
remote management access (see "Initial Configuration Procedure” on page 11). For instructions on
configuring remote management using the CLI, refer to the User’s Guide.

Using a Web Browser to Manage the Switch

Starting the Application
1 Open a web browser.
2 Enter the switch’s IP address (as defined in the CLI) in the address bar and press <Enter>.
For information about assigning an IP address to a switch, see "Initial Configuration” on
page 10.

When the Login window displays, enter a user name and password.

3
Q NOTE: The switch is not configured with a default password, and you can configure the switch without
entering a password when you connect to the CLI by using the console port. Passwords are both case
sensitive and alpha-numeric. For information about recovering a lost password, see the User’s Guide.

4 Click OK.
5 The Dell OpenManage Switch Administrator home page displays.

Understanding the Interface

The home page contains the following views:

Tree view — Located on the left side of the home page, the tree view provides an expandable
view of features and their components.

*  Device view — Located on the right side of the home page, the device view is used to display
such things as a view of the device, an information or table area, and/or configuration
instructions.

Getting Started Guide
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A 5D

IR BER

axREYm
IR S A BHL @R, E RS U
e —& PowerConnect 32 #AH1

o PIIRAT I LR

e —IR RJ-45 % DB9 WILHLZE

o B TP B E B (DI E S SRR A R
o BT AASTHHL BRI CELAE YA

*  User Documentation CD

o IHIATIIER

o UnlT BIER
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1 CRERETRAE RS PR L, AR5 BT E ke ST A B
2 MU R A

3 MEREEH/NVOIU AL, SRR B AR e LA (AR 1 L

4 UL PR

5 AT AR A LU .

BRI

AN\ BE. EEE (=REREE FHRLER. UREENILENSTHETRNR TR
BUHREER.

PN AZ L IO RS A T A ML T AR L

T2 h s
/A BE. BoEENEETEAETRNBEEATERSET. SETEERE.

A\ BE. SFATHRHEOFEES. ARKREE. BHTRIUEBOME DS
(IREHE) -

A\ BE. mEsoTRNREINESN, EEERERETR.

1 Ry B (KL R SCABAEACHALI — M, A DR ACHAL B 1) ] 5 FL S LA 5 SR 1
RNy < B A I S 7S T A

E1. BEExi
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2 BRI IR R B AHLALE e L, ARG IR 22 TR T

3 TEACHHLIN G — S HLSE ] e SR Rk R

4 CKEAHHLIEN 48.26 JEK (19 F5)) HUAE, HATRAS ML AIHLAL R & FLAHAERLAE i)
fil 5 £L o

5l HIHLAR IR Bl SR U LA Ry 8 (1 B KRR A (T BTl PR )
REASHAMUE E AR o SEAENR T SR, SRS 72 T [ S 1R o

Q© B mERTEHEERIL.
/N BE. WRMSETIIIERE N BV i TR AL .

RHEAEHIR T
Q© B BIENGENERRET .

UERAKGAZ WM LR AN, USRI eI SR o %R I A I RE RS 7K 52 A H L
AR ASHAL R BE I B R . SCHRBLBA A1 DO BRI

1 (EAZHNUR BRI RO B I B ARG
2 RAHNUBAE AR b, AEPTIAS B S K (2 5D A%, TS TR i 13 oK
(5 e~ [zsla), DU R KRGS

ﬁ*?ﬁﬂh.?%?:

1% RJ-45 2 DB9 $ﬁEEWE1’J DBO EHA RS VT100 Ky, siH ST VT100 4
s ) LA TSR L

2 RSl RJ-4S EERGEE R AL IR LTS R]-45 3 o A AR 5 o A7
BT, ESHE 3.
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1 BB R b AR A R R R B A T AR b ) e — AN A R YR A
2 ERALTUARIIHIE, TR IS AT I IR LR B A T AR LI S — AN S
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Q i BEOEIGERESEESEMNTEERERE. 2B “BHiBR BTN PiEmii
BT BERRIEEZERREE.

B2 EEEFES
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SEPT A INBIER G, BREALu SR HAHIZE, IRCE A AL, User Documentation CD
LW (HF7ER) BT e E g Ee.

Ed i EasitEz g, EEEA REIMACERE. WL Dell 35Mik support.dell.com T AR
iR,
E4 ix: #7523 M Dell 3245/ 3k support.dell.com $REN S 3 A B9 B P15t B ST -

ﬁ,mLEE*ﬁm

T AT S IR B A He N, A A L T s S 1, R A LI
Vﬂ%%m&ﬁf ST VT100 e ff SR AF TSN L. #5006 i 1 n] 7 20 2 % &
(DTE) %85

PRI G, TR &0

. vgm%ﬁ%%,ﬁ% H LA AT I BT VT100 2 AR AR & AP Lak 45X
A4,

o IRAMTHS (A , A ATERASE G v 1) RJ-45 EHEAR FEH A1) DB9
T

PO LB B R AT A a1, IEHAT LTSS

1 CKERAT R B DBO A S R I8AT VT100 28 b i SLA 1 4 o

2 IR LU D IR B A AR
a  EFRECUM AT O CRATIR O 1 BUBRATIR O 2) DOEBEE S

b OB R B E ) 9600 PFF
c R EEACBCE R S N EEAL . 1 AME IR DL T AR
d CBHRERBE S none (6D -

P A {1 FA K B E A V100

f Ot A ThRE . ST SKEE Corl £ . AfRIb R EEH T Lume QA2
Microsoft® Windows® %) .

Q ¥ : 7£ Microsoft Windows 2000 H {§ FA B4R 22 im B, 15H54R 2 22 Windows 2000 Service Pack 2
HESMA. £ Windows 2000 Service Pack 2 A LARAR ST KB EBRLHI VTI00 (A EPESE
T1E. B3 Windows 2000 Service Pack B9i¥1%, 1&i/15 www.microsoft.com.

3 K WS BB RJ-45 &S HAER R A BN 58] G . PowerConnect 8024
8024F & & i L TR MR, RJ-45 wdhum iz b, i 3 iR,

m
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3. EEREEHSRO

= aim 0

L

P65 i 1R TR RJ-45 S Ty A B

5| &3R4l

1 #fifRiit RJ-45 22 DBO N L0 A L4z ) 5 o & HE 2 VT100 Z5mEL VT100 ¢
15 E2% .

B ASAZ U YR P

15 FH A2 VA0 PR Y 946 A

AT AL AR A BB 1A A4 T2 0 42 AT UL FEL U 97 A o

J FHAZ it LG 37 A

TE DO AR M A W Ol FT I IRET, AU 3R T IFAL H I (POST)» POST FERFIK
WA AZ ML BEAT, H TR AR, D e s e e 5 S22 i & B e 4 e
B, W POST KB ) i, FEIPitfsr . Witk POST ez, W& —Af
B E RN E RAM o POST 17 BB nfE 2 b, HFRE aibe & mksh. 515k
KAEAT 60 Frat.

PEEcE

B iE: omeaREsBETUTRE S
» PowerConnect &AL BIMARFITHEMEE, HRE5WKEIRER.
« PowerConnect 3345 SR IH.

. BHAEEEEYT, A Dell HEREASHETEERTE V0 LHLFAELHRENF
=y

MBI 6 b D PTG B . e VIRHCE S, BEn) LR SRR 6 6
PR HeAL, Wn] DL ARG B SRR e X O AT e L T P P
K ix: s kRB AR A BT,

W & Zi&:d Telnet (Telnet /%) 3 HTTP (Web #Ii5%8) sRmigg@%intl, BEUTHE
RE.

1T A WD
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TRV EACHNLIIAIURBC B 2 /T, PSS B BRI DL R A5 s
o TOMECEIEEL VLAN (¥ 1P bk

o LI TP T IHERS

o B VLAN BRIAR S TP Hohik

EEEOfFEIMED

PowerConnect 8024 #/8024F A& #AILIKTHT AR 5 24 T-HAR 8 A5 19 10 T IR A7 LUK

Ui o A, AT DO ET IR b AT g R A R L R TR A B T b

(OOB) & HLHIT- I LK M5 1. OOB 3 I -4 81 5 36 11 R 1T

Dell 1] S 2225 1) 5 e Bl o 5 BRA2 TR M 4845 B . B ] OOB #5 D HEATAF B, 148

AAAT A (CLI) FlE M85 . AT LA ICHRS TP bl Al M HERS EE H DHCP 9 fo

VF DHCP /%545 H 8 /3 Blixfs B

E4 i+ DHCP R3O 00B O AR, ERERERMNER. BNERLT, @E0L
JEF DHCP. ZE7£ 00B ## [0 L{#F DHCP, B e S B0 FEMILIN4E, JA/57E 00B
EO BRI,

ARHATHECE OOB #H a2 ME R, EZ M PowerConnect 8024 and 8024F CLI Reference

Guide (PowerConnect 8024 f18024F CLI Z#751) -

MGECE T =

AT LA Dell 1] 55 223 n] T8y 24T FHI0 (CLI) SRS THIMAECE . A AL B S0 R

I, K AR L EE ] T v LAREIRGE N [etrl+2] B AT, (HERE NI ARCE

WER . (AU AE BRI

E i nREREETHSREMSSIRGE 60 M AMEAE SRECSHIZTES, Mk
HMSHEANCLER . WRTHENBESSEEZOEZZENME, WZHRNVDBEREN, S22
M DHCP BR%SS8FKEN— IP it . 4nER;%& 75 DHCP BRSS S8 7€ 50 # MM RziziE sk, W 3e#{E B
192.168.2.1 {E A IR VLAN ERYBAIA IP Hht. EEFEIREDOIP Ak, FHIA enable s kL
HEANENITHER, RBMA show ip interface management. 00BIEMRAEKIA
IP Htodik .

HK CLIVIWEC BV, WESW (HF150) « AN (EHAT1HER) W T Wi H 1%

LR ) FRBATHIGEAZ AU E . %0 S RCE A ML LL R

o FENTHAARUEAIHILEH K S AR R . AR g R, i SR E AN R
BRI ke o

o B CLIBFAHATTP Uik, LUENEHARRIGUE K E .

o BWHEEH VLAN K 1P Mk,

o KH SNMP EHH TR E [P bk EAFH ) SNMP B 578 Wiz as LA d A
SNMP &#, WA PUEFBLIx—2.

o HLUEEE IR 2 1P, BAVEMNITA 1P Mkl rp 3R T FR S ) .
o Pl EERIAMSE IP Hbik.
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RBl&iE
KA HT —Mii oy e Faih . a1l A H LU E:

o ZHEHIK SNMP HA 7755 24 public.

o MZEH AL IP Ml 192.168.2.1.

o HFP4% admin, %134 adminl23.

o EH VLAN I IP Hhhlkhy 192.168.2.1:255.255.255.0.

o BAMIH0.0.0.0.

R ) GRS ik 7 RS E YIRS 5e U, FE LR 7 R E A L :

. gﬁiNMPvl/zc, % Bk S N B BR TR . BRIAESL T, SNMPy3 4 T4
o MR¥EE N EE admin FPIK .

o MUEMZERARS. Mz, LU SNMP. HTTP & CLI #:H. ik

(0.0.0.0) IP Mk, & R]LAGEFE SRVFRIAT 1P Hudik v in) IX L8457 B 11

o ONERINEEL VLAN (1) Bi'& 1P ik

o FCEERAM OCH L .

Q . ALUUTRAIG, AR AIETIEIEAE (1. B, argerd, {} RIgEMmEAE. MRk

EMIEI, 1% <Enter> EIFIEZTINME. BIIXAERFESH.

;‘J_';J‘ﬂﬁﬂ@é‘%ﬁﬂi A R ANEIZAT Dell 1] 2 2225 1) 37 5] 4 15 AH G RT3 7= F i [
5

THHLIERK POST F51 55, K BoR LR E B

Unit 1 - Waiting to select management unit (FJG 1 - IEfESEfrEFER
HIT) )>

Applying configuration, please wait ... CEENHECE, WEHE ...
Welcome to Dell Easy Setup Wizard CWUMEH Dpell fij%%ed&mT)

The Setup Wizard guides you through the initial switch configuration,
and gets you up and running as quickly as possible.You can skip the
setup wizard, and enter CLI mode to manually configure the switch. You
must respond to the next question to run the setup wizard within 60
seconds, otherwise the system will continue with normal operation
using the default system configuration. Note:You can exit the setup
wizard at any point by entering [ctrl+z]. GXLEEM 4R TR 5C AU AT Hr
PURCE, JERPAEETTHLIEAT . AT LAk 22k ) 5, EAN cot B A3l B A2 #edl .
IHE 60 WX NEE NN REA GEIZAT 2400 T, N RGO AL BRI RGERC &
AREIEHISAT . v AL (ctri+z) BB 2T )

Would you like to run the setup wizard (you must answer this
question within 60 seconds) ?[Y/N] CEREIB T ZRMT [ WAFE 60 W
B 1? [Y/N]D v
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BB 1:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can
GBRINEDL T, RGCRBENMEH snve B, B snvp EHAHNL [Dell
Network Manager %K 1, f&WLL)

Set up the initial SNMP version 2 account now. OZLRIEZEIL SnMp

FRA 2 K. )

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account,
see the user documentation). (FHERMIHFEEHE snvp k).

[ HRWCE sNMp WA 1 =0 3 WKHITER, IS RIS 1. D

Would you like to setup the SNMP management interface now? [Y/N]
GERALRIRE snvp BHEEN? [Y/ND v

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User?s Guide. (ZWE SNMP =
HR S, WAUREE ARG 1P Mk, DLK “BUMATRTE sk e BRG] T U5 R AT
BUR RS 210 5K E 3 A bk 23 B0 B i 0n) O U ) AR [ ALBR ) 157« AT RUEA]
Dell Network Manager EUHEHEPIRLMOHNIX—BCE, JHFHMEHRNLEEHRS.
ARBINEBRGTEN, W2 (7 EH) . )

To add a management station: CNIIEHERN: )

Please enter the SNMP community string to be used [public]: QLN

BTN snvp BMAFAFH [public]) public

Q I MREBERE, HIAFERIEEEASA TR SNMP FBZEOMNRSIRER . =R4IE
{U8E SNMPv1/2c. 1522 SNMPv3, EZREIM A SNMPv3 BLEZR i1 (Flans|2 1D,
EE%) .

Please enter the IP address of the Management System (A.B.C.D) or

wildcard (0.0.0.0) to manage from any Management Station

{0.0.0.0}: GEMAETHALN 1p bk [(a.B.c.D] BUBEMFF [0.0.0.0] MEM

FEATE RS (0.0.0.0) BATEH: ) 192.168.2.100
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W 2:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation. (HlfE, Wediw
BB [ Zon) 151 AR kST RS cur #H A web . S,
AT EABEE ek I SRR G0 A SR E R AT S BRI K P, TS
SISO D

To setup a user account: CEREM K D

Please enter the user name. COHMIAMF#.) [admin]:admin
Please enter the user password: CGHMIAFEI: ) #xkdkdssks
Please reenter the user password: COHFFHIAHEM: ) #trskrts

2 EF

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) . Rk, W 1p Milit. EEUAN vian [vian #11 LEX 1p Hubik,
Forh AT S R B e X AL, XTI cnT B web $EHEL sNMP
OW e #ilike 546, BB LIER RS EIE pHCcp MM HEIEER 1P Huhk [ X
KA pHCP JRSFARAEMLE Fiztr 1.)

To setup an IP address: (& 1p Hilk: )

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1: GHEIAXSR 1p Huibk
[A.B.C.D] BN "pHCP" [ A5l 1, HINMMES pace MF4iER 1P bk,
[192.168.2.1]: ) 192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn). [255.255.255.0]:

GEiN 1P FM#®IS [(A.B.Cc.D B /nn]. [255.255.255.0]: )
255.255.255.0
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S 4.

Finally, setup the default gateway. Please enter the IP address
of the gateway from which this network is reachable. [0.0.0.0]:

(B, WEBIAMIC, WA MM 1p bk [0.0.0.07: )

This is the configuration information that has been collected: (LA

PRCEERNEEFE: D

SNMP Interface (SNMP %) = "public"@192.168.2.100
User Account setup = (HAmP&E =) admin
Password = **xk*xk* (BEAL = xkkxkkxk)

Management IP address = 192.168.2.1 255.255.255.0 CE#l 1p Hull =
192.168.2.1 255.255.255.0)

Default Gateway = 0.0.0.0 (BRIAX = 0.0.0.0)

Operation Mode = Normal CEfTil = %)

2 BF

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard:[Y/N] CUR(EEIEM, HIEFE (v SRAARE, HFHHLE
BB R E SO ARG BN IER, G (N ERRE, REEBEZ)N T
[Y/N]) y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode. UMMM pe11 s 2. BEEKIEN cor B D

BREE

AATHRAEAT X LT W AT S5 (03 205

* M DHCP IR # K& 1P Hikik:

o AR BRI A B

B4 i 37T 8024 %0 8024F M6348 SR KIFT A CLI S koiEtE, ES18 (CL/B%45/) .

M DHCP R 5528423 IP Htbiit
1 F DHCP W ilf 2R 1P Mk, A #ALH 1 DHCP %5) %
M DHCP 45 #stak 1P bk, iHHATUA N S5

1 EFATA— Nl D IR &S DHCP R4 2380 E A DHCP RE&#MT M, LUIR R
1P k.

E4 i*: M DHCP BREBSEHE IP it REEMR RS
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2 HALUT A4, DU AR E 1 RS 1P Mk
console#config
console (config) #ip address dhcp
PR FL AR TP Mk
3 IGUE IP Mk, THIERGHARRAT IR show ip interface T, W MBI s,

console#show ip interface

Management Interface: CEPIHI: )

IP Address (IP MMt ... ... ... .. ... .. ... ..., 10.240.4.125
Subnet Mask (M) ... . . 255.255.255.0
Default Gateway (BRIAMIIG) ... .. .. ... ... .. ... ........ 10.240.4.1
Burned In MAC Address ([Htb mac b ......... 00:10:18:82:04:35
Network Configuration Protocol Current CHEIMZACENMYL) ...DHCP
Management VLAN ID CEE VIAN ID) ...t 1

Routing Interfaces: (EH#EN: )
Netdir Multi

Interface IP Address IP Mask Bcast CastFwd

(€:3mb) (1p #uhb) (1p H&15)

vlanl 192.168.10.10  255.255.255.0 Disable (ZAH]) Disable (ZEH])
vlan2 0.0.0.0 0.0.0.0 Enable UAM)  Disable (ZEHD
loopback?2 0.0.0.0 0.0.0.0 Disable (Z2H) Disable (ZEAD
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Z2FRPEBNRDAEE

R R L E T AAA CIRAE. FZBONTE27) HURIHEAT A PR, & LU B 7 Vi n)
BB BN BRI V250 AAA i A O A R A P B0 e« B hn s il i SSH HLIEE1 T
REFRY

RYGAEN) I ARBCEBNE I Proas iy b i @€ o Wi e s 22k, jmy
LA Boot (5155 Scfrpiff B APk IR Re o R FPAUE ] T A 2805, JF RVFEAHIA
TR TR DL A I 28 3 — IR ] AT b L
REZLRIPED
TR LR BN IG5 e B2 A R s 1
s G
¢ Telnet
e SSH
e HTTP
e HTTPS
E4 £ tIERAEE, BAMKERA T, BAFHESRERAFRENR. LIBH®ERE
B9 "15" 7 s fa AT SR ATL B i B A BRFNEC B AR -
BEMigiEH & EE
BB YR G %0, ERALL N a4
console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console
console (config-line) #login authentication default

console (config-line) #fenable authentication default

console (config-line) #password secretl23

o RIS S G SRATHALNS, THER NIRRT G A secretl123.
o RSB SO RTINS E BRI R AT secret123.
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BB #14 Telnet 8L
TS E VA Telnet 05, TEEALLF i

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet
console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passl234

o B Telnet 218 B KOG SKATHANLIN, TAER IR GA pass1234.

o A HMLIIALE SO IE I, TN pass1234.

ECE 034 HTTP 5
ERCEYIG HTTP %59, ERALL T
console (config) #ip http authentication local

console (config) #username admin password userl234 level 15

BCE#5& HTTPS 15
FRCEWIM HTTPS %65, 1EH AL N4

console (config) #ip https authentication local
Ed i GRESRARZRY RS R RIER (REFRA) BRI crypto IEF .
Fo B il 5 . Telnet B0 SSH 215481 HTTPS 21, HAHA—KEL T i
Ed i+ Ewebilass, BASSLLOKESHAURTAANE.

console (config) #crypto certificate 1 generate

console (config) #ip https server

E4 i Hip #0 Hitps AR EEMHIEMRERIA 15, FEEERERERIMAE.
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fanr DU T Web 82 10 . fiy 247 S41H (CLI) 8¢ SNMP & B bl ZLl T Web 1'%
0l SNMP & BEA ML, ASHALLHEA P Huhl, IF B0 Wb 3k 47V ) . 25
o CLI B HAZ ML, nT LA E R p 9 & 880 FE Telnet/SSH 7 #z .

TR CLI M EARERI G, HSME 29 WK R RumiEi 20 mpl” . &L
il 8] 2 2226 10 SPAT AL RCE, DAAVREREE BN GEZMH 31 0N “HIRRE
MR D o ARMH CLI BCERRE BN W, WS (/757D -

{5 F Web i3I 53 25 B34

BN RAER

1 47TTF Web W52,

2 FEMBHERS RSB TP Mkl (i CLI e 3O 4% <Enter> .
A IHRAASIHLAEC 1P HUBERIE R, WS 30 TUH “WIMGRiE” .

3 MEUR Login CE3%) @I, 184N P 4 R0,

Ed i o cREEBASE, BRI G O CLI AR S RiL# 1T B BT K B
AEWE, BFBRESKXNE, FRAARAFEEF. BXREZLREBNER. 5E5R (AR
EE) .

4 i OK (HiE) -
5 ZRGH TR Dell OpenManage Switch Administrator T,

THEEO
T EE A

o WAL - BERLEEAL T T nO A, SR T DR S AL AT AL
o B - BT B UCA, AT R A AL A5 AR X AT/ R
ZRINE R
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AR FREZEHE ~ 3RE Fe#0E Dell™ PowerConnect™ 8024 Bil 8024F Z#EAVIEAZE I -
AR EAEGER o G528 User Documentation CD LY (M/Z75R) > SA7HL Dell 304%
ek support.dell.com DUERE BH LI S BRI BT BT -

RiRER
PowerConnect 8024 B 8024F 2 n ZZ4EAMEHERY 48.26 /243 (19 If ) #8628 > JRATE AL
AR ( BREEER L) - FERTASHE -
BRI ARG Z BT > SEHECRPTR LI B S TYIBREGERK -

o B - ASHWSIESET 100-250 VAC ~ 50-60 Hz BEE R

o 2B - i kT T SRR E VRS A2 o FER H FTRRAR I E PRI hom
JRERIZEH] o

o BURME - BRI EREEREE S R  BIARRR RS R B RRIORES © TR S
SIS -

o FREERSE - MBS BEURAIR LIRS 0 2 45°C (32 £ 113°F) » MBRRERATR 95%
( FEERERS ) -

FRAXRRER

BikEYR
bR R RLEER: - SR TP RS DU Y,
¢ —%& PowerConnect 33 #
*  FIR AC R
*  —1R RJ-45 = DBY (Y RHZUEBR
o BRI LSRN (A LEEFEAE - ik R BHEER )
o —EMNEERBCHHEN H R EARE R (RS T {EE )
e User Documentation CD
. AP
* EanEaian

AP3ER

45



www.dell.com | support.dell.com

46

HFFABERNTE

B4 i ERpEEMINEETE - SRETRS - WETARENG - AIAHE o
1 REERMAE R PR b - AR IS E BRI R -

TIPSR BN M A

feBea VLI AR - AR EERR e R R L -

HUHS AT L deps gt -

AL e it SR PR 5 B AR -

[

BRI M

[\ BT B (ERENEE) FHRZENUREELSEITREN MR RS
=i

(2, B~ B FU I M

I T _EAARIE AC TGRS -

RRBE
BR U27EAERTREMIRBBHERAT AEEEERE -

AN\ BT smi R TRSES ARl - BRERIULAE SRR
(NEFHE )

/\ BR: E— SR RES AREE - BETHLERESRE -
1 EBEM S ZE L LR A E A ey — ) R AR 2 B B SR 2P BT 28 |
FIZEEFLITE - [ 1-1 Bors R4 Zess i -

11, EERFER

APSER



2 RERER MR AR L AL R R R -

3 EMERITIRET - DIEACHERY o) — (I 2SR A 2 et -

4 AR A 48.26 285 (19 ) BE2E - R st EAOBSER A S FLERFEZR B L EESL
;«J‘nm °

5 JHPSSEAR BB ER R, DU AT R R S ERR RIS (LB IR BSERAE AL E ) - AR
P EHEOE o STIRRERAERRR - AR e SR THARRIRAR -

Q iiE: RRFEEEERI -
BT RN MRS IE A M TR LT -

EREB/IITNIIRHE

Q HE : BEHEETS SRR et o

W2 Bk - FI 2B AT - SRS B Ae Mt e Mty

B o ARG P R A -

1 {EA B A R0 B ARG - B M -

2 AT SETE L FEREEIREAL 5 A% (20 ) BZef - ISEE 13 A% 5 i)
FIZ2FE] LS8 JE LT -

H%*?ﬁ?%ﬁ?ﬁ:’ﬁg
F1 -4 £ DB [EAIGAES DBY S0 V100 65 SRS VTI0
SR T

25—y RI-45 ET%%ET%@?@%%EWJ:E’JTE%B RJ-45 0 o N5 E 2R 1%
G RIR A ENER > A2 RE 13 -

AP3ER

47



www.dell.com | support.dell.com

48

i IRER E TR RS

VAN §T PR (ELEMAERE) PHRZENURERIZESZRBHEBTRBZER
PowerConnect 8024 Bil 80241 A kAT Wl ¥ 5t (i 23 Y TCAR BRI PR - (AR
IR PSR R SR 300W © [#] 1-2 BUR 1T BRI LA &
1 R PREEHEY AC T ERERE BT LAY —(8 AC TR HRES -
2 ReiRfUTEREIR - SR Ry AC BIRHGER BT IR L5 AC FERERS -
B4 i WEBASSEREETEnm AC BREE - SRIRLEETER - FESHE
BRI ER IR, -

1-2. EERTIFEE

APSER



IL—F

BYENFNER TE A HR

SERCATE YNGR 14 , 0 BT 1 28 A A DR B 2 A s © User Documentation CD
bW (HEER) TR T HAERSTEE -

B4 % mRmuRee o  SEREAER MR SEA o SILE Dell 3E24EYS support.dell.com TNEAR
ZNGREA ©

E4 &f : 2t Dell KB4k support.dell.com EENSETARARIE RS o

A5 2 Ui ST A
A BB P R R AR A S ACHABE TRy E RS R KA
2 V100 #&5maeeetdT VT100 R hntd e geiy g - FPasEiae o] &t E
(DTE) #Regs -
A B ] R TR DL T R ¢
. ygg%gja@fzﬁﬁ  BE— R P Y IERAEIT V100 #&% Gtk ant 2 - AU I el i
T\ °
o —IRFPIIEMR (M7 ) » HEEEEHG IR R]-45 HEEESSFLEEH bRy DBO #Hzas
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Terminal keys ( #XUHeHzaRE ) o FERRIEL 2058 BT AR et (A2 Microsoft®
Windows® $55# ) e
Q £ : 7F Microsoft Windows 2000 ch{E FR#BAR 42 i A5 - SETE{F 2228 Windows 2000 Service Pack 2
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1-3. EEEFEHEIEE

FERAERE

r - I‘:} l l‘:’ ' '{-:: '_

LG EIR IR RJ-45 SRR fRSAIMEE -

E&Eﬂxiﬁ*ﬁ

FREPRAS HARE Y e B e ELB I RJ-45 %8 DBY REZ USSR % VT100 #&i58% VT100
MU ©
2 HRERE AC B -
3 PP AC BIRHHLL -
4 GRfEs R IR R 2 AC 1L -
5 R AC FEIRHTL
FEEHE AR Im A ST FPARFE IR - AU ET TR 5 BlIEL (POST) - X404
{EsHRBEIRFAR & 8t T POST > eS¢ RABkRTR AR BT T DU E SR &5 Al S 28 M -
AR POST i EI AR » BB &R o 2R POST sl - Ar s &
HAE RAM o FRoRHlERERShE iy POST RESKBERAER S | o BItRE e s THERDR
Ry 60 F -

Y 8 —
*}J yl:l axX AE
E4 i Dtanmsne s BEN TSR GRY :
*  PowerConnect IR LRI ARETTREMERTE - HARGEBIUREIRAEE] -
e  PowerConnect 32812 B INELE] o

. EpEAESEEY - 1E Dol MHREMBRTEMIETRE VTI00 LRI HEEHEEN
HEL o

T PR EHBHR B THIA ST - SeBliaaE t > BER] DU Ry 15
SRR A - ] USSR AE A AR E WA T E SR/ T A A T I B

BT ¢ RIBHERRETERNEAE BEME -

5 EEEREREA (EREARBE ) 5 HTTP (Web BIEE3S ) EIFEER B - EEYUT
Fﬁﬁ RE °
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TERBEGE AP WIAERRE AT > TN S B BRI LU &GR
*  ZURERET VLAN 19 IP A7k -
o R IP TR -
* EH VLAN FHiRFRERY 1P 7k -

EETEHRAMNTH

PowerConnect 8024 £ 8024 F 72 kg i b B 2 28 F i E i &R &Y 10-Gigabit 2K
MR o LhAl o BRI _E TR R R E A - - TS —
flél Gigabit ZAGEEEEEE - ARSI (OOB) BH - OOB EEHRA R LR T 7 -
Dell {5 Zyase e R i F B T B B RS 2 o ZEREA] OOB JriEf P » GRfE
FE1T/H (CLI) 3UEREBEER - ST DURERFRE [P 0k 8 7R - s RoH
DHCP ;3% DHCP falfilk#s H B85 E & -
Q 5% : DHCP T#E &2/ EE; 00B /YE LB - (B oIERSAEMIE N E LA - DHCP asREE
BNHE LR o E17£ 00B /T E_LfER DHCP » @ /EREEBENHE LERE » K% 00B NHE
LR -

H2E (PowerConnect 8024 £ 8024F CLI 2E7557) > LA TRERIRESE OOB /TS
SE -

e ERRF

FILABEA Dell i e Af 8 sifE 21770 (CLD) SR THIARRE o HARESCE R Ry

2Ry - B EHBIEENEE E RS - ] LIFERSE R A [ctrl4z) SN EE - HIEEHRT AT

RERE R R (Ao TR ) -

ﬁ i I RE O N ERATHNITES R CREN A OEYBNE SR EREEIET - TIREISEA
CLI B30 o MNRRIBWEZRE—RFEANERIHEEEETENEMEFTHE - 1ISEZEH ¢ DHCP &
BRESFERN IP il o GNSRTE 50 ##EAEH DHCP RARZZEIFEESK - RIBHGIS(ERT 192.168.2.1 {E&
E I8 VLAN f9FERR IP furtlt - EREEAEAY IP Al - FEEWA enable 5 LUEA Privileged
EXEC Rz » AEHIA show ip interface management o 00B \YE;ZHETER IP il o

s CLIVMGESCERIREMEGH - 5i2H (K/H4750) - &R (AF75H) SR A

BEOERE BB TR A B E SRS RS E A A DU T AHRE -

o BN HAARERRMPIREE B IR F ARG o fERERiE Tt - RS e —E B
FREYBEFHE IR -

o B CLIZARI HTTP 170 - DU EEGE A MBS EUE -

o HEEE VLAN 1y IP fizhf:

o RE SNMP & S EEE AR SNMP it 7a (FE 7 1P A7k )  AISRAS A
SNMP &3 > HIrT LU ghsE —4 -

o RFHEEERFENRS P > SRFHEATE P Akl R T EAEE -

o RUETHREE IP 7L -
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S0 HI{E SRPEES
AE AR B AR E R B Bt - #PITEERE BRI LU ME ¢

o AT SNMP jit 7 Ry public -

o MEEREBIRME IP f7hkfy 192.168.2.1 -

o (FHAFEAE R admin > ZHE )y adminl23 -

o &I VLAN 9 IP fi7H-}5 192.168.2.1:255.255.255.0 °

o THEHER 0.0.0.0¢
RCENSEAE Lol 20T EEVIIGIE - FEEESERR - BRI T E s it

o FUH SNMPv1/2c » 3% baltiE 2R i =0E et 75 - SNMPv3 FHERIEH] -

o RBEFHKTE admin EHHFIRS -

o BUERSEREELRAL  ALRCEEIBETLIZEI SNMP « HTTP R CLI A « SEiles

(0.0.0.0) IP fizhk: » ERTELEER AT A [P Ak PGS BB A  -

o R TEEET VLAN (1) 3% 1P 74k -

o RETHRFLEME -

K4 it EUT e - SleEmERERIEEET [ b o S5 > aIAEEs - () hISIZMTENE - MR

REFREIR » 17 <Enter> SEAFEERIRRME o SRAXFERIMS o

BURRG & BB )iy adm A BT Dell £ 5 ek BHEf1F 4R BAHBRRY IR 7
HIFIEIHE -
sk POST AR@E) - KRN HEEE ¢
Unit 1 - Waiting to select management unit (L 1 - [FESfHEEEEH
BHIt)>
Applying configuration, please wait ... ( EFEERMHRE  HRE .. .)
Welcome to Dell Easy Setup Wizard (EGH{ER Dell fZL0EREEE )
The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will

continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z]. (FREMBEIREETRAIGHIAHBEIARE » BEFHRBEAIAS
1% - ATDIPOEEOENE S - A CLT BULITE) )7 AGie stk - WAEE ~—1fE
[l > f£ 60 MPNBITRENAEE - SRR B A TR Rt R R (S -

3 ATDIBEREE A [ctrl+z) BEREHERERTE )

Would you like to run the setup wizard (you must answer this

question within 60 seconds)? [Y/N] vy (BEEfTZEEEE [ UEE 60 BAME
EZE T WS ? [Y/N]) vy
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PEEL:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can
(RITHRIREE Y sNMp B - 52 ] sNMp EHACHAEE (Dell Network
Manager Frihds) » &A1)

Set up the initial SNMP version 2 account now. ( YRIZEWIIEN

SNMP AR 2 <)

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account,
see the user documentation). (FfHRENIFEHAM SNMP BEF o (4032
BOE SNMP A 1 = 3 MRFAYEEHIEGEN - F2REENESUE) ) -
Would you like to setup the SNMP management interface now? [Y/N] n
( VZRUERE sNvp EBIAEME ? [Y/N]) v

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User's Guide. (ZEERFE SNMP &
HIRS - SOUEIEEEERM 1P Atk - DU TibREEER ) BUREE BRI i
PREETS o AT H B R IR PR E s PO [ ReRMERRARA 151 » BRI LA
Dell Network Manager B{HAMWEH MM HELE @ WA ERATHY AR BRI -
WFSATE BRI FEREGER - FE2E (BERETER) ) -

To add a management station: ( ZEEFrHeEE R, @)
Please enter the SNMP community string to be used [public]: ( E5#aA
TR SNMP jitEEFEE [public])public

E4 i mese  EREIARNSSEERRRER SNMP SENEZEERE o BYERE

SNMPv1/2¢c o SNMPV3 i ERZEMIRE % SNMPv3 35 EREF (WIS5IZE D ~ B#H1%E ) /lk -
Please enter the IP address of the Management System (A.B.C.D) or
wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: (FSMIAEHZAMAW 1P ik (A.B.C.D) BBEMH=FIC (0.0.0.0) DL
TEEEENL (0.0.0.0) JEfTEHEE 1) 192.168.2.100
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PEE2:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation. (IR{FEERTE
FIERERR (15 #% ) BERIFEIRS © BIRFHREA CLT Kk Web ﬁ\ﬁ ° ,‘éﬁ‘ﬁ?‘ﬁ_fua&%
HAthibR S AT B RERR - 2NFEEE LR P R AR AR ERIERN - 2R )

To setup a user account: (FHEFEHHZIES :

Please enter the user name. (Eﬁﬁﬁkﬁﬁﬁﬁ%ééﬁic) [admin] :admin
Please enter the user password: (gl AfliIZEEBHE @) *xdkkdsk*
Please reenter the user password: (Gl AFFIFFENE @ ) #ddkktstk

PEE3:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) . (¥ETFREE IP fiihk o 1P fGHEAEFHERMY VLAN (VLAN #1) EEE
P Ryt VIAN BURKE - b IP AR AIRFHCHMERY CLT ~ web JMHIEL
SNMP J1Hj° ,UTLA iRRIER DHCP HEEREERHEE 1P Akl [ MZHA DHCP fAllik
PACHEES ERAT 1) -

To setup an IP address: (&HEIE IP fdl :

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. (EEimAZEEM IP uijt [A.B.C.D] g A "DHCP"

[ A5 19 1 > HEhAges DRCP fAfilkssin>k 1P ik )
[192.168.2.1]1:192.168.2.1

A IP T-HEE%

Please enter the IP subnet mask (A.B.C.D or /nn). (35
JEE (A.B.C.D B¢ /nn)) ° [255.255.255.0]:255.255.255.0
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Finally, setup the default gateway. Please enter the IP address of

the gateway from which this network is reachable. [0.0.0.07]:
( Bt e THERE - Gt ANIES vZERE IP filk - [0.0.0.0]:)
This 1is the configuration information that has been collected: ([}
TrREBEEAHRE A -
SNMP Interface (SNMP 41 ) = "public"@192.168.2.100
User Account setup 1%%%@)5&% = admin
Password = *xk*xkx*xx zﬁ% = KKk A Kokk )

Management IP address = 192.168.2.1 255.255.255.0 (&E# 1P fiflt =
192.168.2.1 255.255.255.0)

Default Gateway = 0.0.0.0 ( FHZHE
Operation Mode = Normal VF%ﬁ%‘t =

PR S:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and

restart the wizard: [Y/N] (IER&ENIEHE - 3588 (v) FFEHEE - I H 5]
BlEnfHRERS - AR EFNAIERE ;EHEJE:# (N) FEZERAREIG EPTRENNGEE - (Y/N]) v

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode. (HFHEM Dell fiZaENE - HHIRFEA cLT )

EFEERTE
AREHRIA RN R LR &
* 1 DHCP frlfRZsHAEY [P 7kl

o LRETRIENEHRE

B4 5% : ansmmrmmne 8024 7 8024F M6348 SRHAMIFRT CLI B 2 s¥ 4R, - S
(CLI 2Z55/E) -

fi¢ DHCP {G1ARB3{EEEN IP {ihit
fiE ] DHCP 1755 fHHY 1P f7hERF - 3B fE DHCP i i
2 DHCP {rllig s8I [P f78k - S5 T Y8R -

1 BRI s 2 DHCP fifk#3 8 A DHCP flfk#ry 7/ -
L)L@T‘éEHS( IP {4k -

E4 &% : it DHCP (EARSSHEER IP Ot FEEMIBR IR TE o

= 0.0.0.0)
je’%@
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2 fALDUNES o DU FEE AR AR [P A7k -

console#config

console (config) #ip address dhcp

FrTAIRS E ENERY 1P 74k -
T 1P A7k - FEE RS RTF R A show ip interface $§% > AT FHIFFIR -

console#show ip interface

Management Interface: (BHNME

IP Address (IP ik ) oo i e e 10.240.4.125
Subnet Mask ( FHIEGEEEE ) ... e 255.255.255.0
Default Gateway (FEERRE ) .. oo i 10.240.4.1
Burned In MAC Address (&% MAC fiffk) ........ 00:10:18:82:04:35
Network Configuration Protocol Current (HRMEIERERE) ... DHCP
Management VLAN ID (/B VIAN ID) .t v v iiiinn s iieeeeennnnn. 1

Routing Interfaces: (B H -
Netdir Multi

interface IP Address IP Mask Bcast CastFwd

A ) (1P itk ) (IP ;M)
vlanl 192.168.10.10 255.255.255.0 Disable ({&f]) Disable ({Zf)
vlan2 0.0.0.0 0.0.0.0 Enable (f{fl) Disable ({#H)
loopback?2 0.0.0.0 0.0.0.0 Disable ({#H]) Disable ({2H)
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REETEMEBRE

AL AT AAA (B85S ~ POHERTRCIR ) BEHIETREEENY - T DUEBERE A5 17 Y
RERR ~ FEORRERRAVE G o AAA BEFIACHIRTE 5 6l I F20ptE - Erbinae iz SSH
PRI TR Y -

SAMAE R R BOE TR - Fr A E SR BT 2 - ARG B |V EGEA -
QU] LIFE Boot ( FiEh ) DhRERTFHHAMLIFIE - el AR G > SR
Ay ARSI BT M E AR I — KA HAS b, -

BRERZEE
TERTDURy R A BRAS 35 8 2 S
. EES
e Telnet
* SSH
e HTTP
e HTTPS

B4 it EusmEams  ERNBKIERS T RS FIERIER A RERR o UES
BRIEFRES 15 7 ER AR R AN TZENEIRFIER EHER -

REMAEEEES

EROEVIIE RS - AL TS ¢
console (config) #aaa authentication login default line

console (config) #aaa authentication enable default line
console (config) #line console
console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password secretl23
o ERFPELIERREBE KB AR - FE BRI R A secret123 -
o RFEHBERIR I B R BT - SRR IR R A secretl23 -
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ERTE #1134 Telnet FFHE
TEEVIIAN Telnet 205 - S5 A LI N84 ¢

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet
console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passl234
o EE Telnet TERERSEY B KRB AZHMEIF » FEE RSN TR A pass1234 -
o REAHERIR U B R BT - GEIA pass1234

ERTEMA HTTP 58
EEEREWIG HTTP %548 - G5 AL ES ¢

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15

EXE #1194 HTTPS 18
HEE IR HTTPS %515 - G5 AL TS
console (config) #ip https authentication local
Ed it : SRESRABISEINIEESIEMR AR ( REFIRA ) BEEHN oy BE
?bfi—?ﬁ?—_ﬁﬁi %15 ~ Telnet 5 SSH {ESEREBLAH] HHTTPS {EEREBLRY - AT A—XKELT
B
Ed i : 7 Web BEESchRgA SSL 20 ESMALUBTEEAS o

console (config) #crypto certificate 1 generate

console (config) #ip https server

B4 &% : Hitp F Hitps IRISBEMZEUEIRARRIS 15 - WEBEETRERAINT -
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REATLUER ALY Web B97T1H ~ 517701 (CLI) 5t SNMP A - ZLE5E Web 58
wrak SNMP EHIA b - s U/ EAT 1P (7l - 36 HAVE AT IS BRI TP - 258

i CLI BRIt - w] DUBE A B Ry P B B i Telnet/SSH HIRZ -

ST E| CLI A E B EPEa s - GE2RIE 19 HIY TGRSR S5t | - SrT LU
o ZERE BRI TRIACE - DI FEmE B (FE2R5E 51 HIY T 9a3GERT, ) -
anEEBE A CLIBoEsain B Aal - 5528 (I/E715r) -

{S£F Web 21823 S TH 3 A HE

REEREN
1 BGARL Web BIEEs -
2 FERTHERE i A SRR 1P A7k (40 CLIArE® ) Wik <Enter> §# -
WG Ry A AR E 1P (ZHERYEER - FE2HE S50 HiY T WIHREGE | -
3 HUR Login (& ) WLESRE » Gl A M FE SRR 2R -
Q B RIBMSRERETERR R - TLEBEBIEAEEEEED CL B R g TR EmES
BARN - BREIANNE > MERESRYFTTT - NHEFMERERNER » B2HE
(EAEIEEY °
4 #%—TF OK(HEE ) °
5 Z#HEIR Dell OpenManage Switch Administrator HH -

BREZITE
HHEZLU M
o RhiRAE - KB A EE A - B2 T IhRE I AT AR -
. %%g%@ﬂ SEERALN E AR - FRBUREEERIR - EaHEEREEA] / BEERS
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Remarques, avis et précautions

Q REMARQUE : Une REMARQUE indique des informations importantes qui peuvent vous aider & mieux utiliser votre
ordinateur.

o AVIS : Un AVIS vous avertit d'un risque de dommage matériel ou de perte de données et vous indique comment éviter le
probleme.

A PRECAUTION : Une PRECAUTION indique un risque potentiel d'endommagement du matériel, de blessure corporelle
ou de mort.

Les informations contenues dans ce document peuvent étre modifiées sans préavis.
© 2009 Dell Inc. Tous droits réservés.

La reproduction de ce document de quelque maniére que ce soit sans l'autorisation écrite de Dell Inc. est strictement interdite.

Marques utilisées dans ce document : Dell, le logo DELL et PowerConnect sont des marques de Dell Inc. ; Microsoft et Windows sont des
marques déposées de Microsoft Corporation.

D'autres marques et noms de marques peuvent étre utilisés dans ce document pour faire référence aux entités se réclamant de ces marques et
de ces noms ou a leurs produits. Dell Inc. dénie tout intérét propriétaire vis-a-vis des marques et des noms de marque autres que les siens.

Modele PC8024 et PC8024F

Novembre 2009 N/P X472K Rév. A02
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Installation

Ce document contient des informations de base sur l'installation, la configuration et le
fonctionnement des systemes Dell™ PowerConnect™ 8024 et 8024F. Pour obtenir des
informations plus détaillées, voir le document (Manuel du propriétaire), que vous trouverez sur le
CD User Documentation (Documentation utilisateur). Vous pouvez également vous rendre sur le
site support.dell.com pour prendre connaissance des dernieres mises a jour apportées a la
documentation et au micrologiciel.

Préparation du site

Les commutateurs de la série PowerConnect 8024 et 8024F peuvent étre montés dans un rack
standard de 19 pouces (48,26 cm) ou posés sur une surface plane.

Avant d'installer le ou les commutateurs, assurez-vous que l'endroit choisi pour l'installation
répond aux conditions suivantes :

¢ Alimentation : le commutateur doit étre installé a proximité d'une prise électrique facilement
p P q

accessible de 100-250 VCA a 50-60 Hz.

*  Dégagement : I'avant et 'arriere de I'unité doivent étre suffisamment dégagés pour rester
accessibles a un opérateur. Prévoyez un dégagement pour le ciblage, les connexions
électriques et la ventilation.

* Cablage : les cibles doivent étre acheminés de facon a éviter les sources de bruit électrique,
telles que les émetteurs radioélectriques, les amplificateurs de diffusion, les lignes électriques
et les luminaires pour lampes fluorescentes.

* Conditions ambiantes : la température ambiante du commutateur doit étre comprise entre 0
et 45° C (32 et 113° F), avec une humidité relative maximale de 95 % sans condensation.

Déballage du commutateur

Contenu du carton
Lors du déballage de chaque commutateur, vérifiez que le carton contient les éléments suivants :

*  Un commutateur PowerConnect

*  Deux cibles d'alimentation en CA

¢ Un cable croisé R]-45 vers DB9

*  Un kit de montage pour l'installation en rack (pattes pour montage [2], boulons et écrous a
cage)

*  Quatre patins adhésifs en caoutchouc pour I'installation du commutateur en autonome

e User Documentation (Documentation utilisateur)

*  Guide de mise en route

*  Le guide d'information sur le produit

Guide de mise en route
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Déballage

Q REMARQUE : Avant de déballer le commutateur, examinez le carton d'emballage et signalez
immédiatement tout dommage apparent.

Posez le carton sur une surface plane et propre et coupez toutes les sangles d'attache.
Ouvrez le carton ou retirez le couvercle.

Retirez avec précaution le commutateur de son carton et posez-le sur une surface propre et
stable.

4 Retirez tout le matériel d'emballage.

5 Vérifiez que le produit et ses accessoires ne sont pas endommagés.

Montage du commutateur

A PRECAUTION : Prenez connaissance des consignes de sécurité figurant dans le document Product
Information Guide (Guide d'informations sur le produit), ainsi que des informations similaires
concernant les autres appareils connectés au commutateur.

Les deux connecteurs d'alimentation en CA se situent a I'arriere du panneau du commutateur.

Montage en rack

A PRECAUTION : N'utilisez pas les kits de montage en rack pour fixer le commutateur sous une table ou
un bureau, ni pour une installation murale.

A PRECAUTION : Débranchez tous les cables du commutateur avant de continuer la procédure. Retirez
tous les patins adhésifs situés sous le commutateur, le cas échéant.

A PRECAUTION : Si vous installez plusieurs commutateurs dans un rack, commencez par les
emplacements du bas et procédez en remontant vers le haut du rack.
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1 Placez le support de fixation du rack sur un c6té du commutateur, en alignant les orifices de
montage des deux éléments. La figure 1 indique l'emplacement approprié pour le montage
des supports.

Figure 1. Fixation des supports

2 Insérez les boulons qui vous ont été fournis dans les orifices de montage, puis serrez-les a
l'aide d'un tournevis.

3 Répétez l'opération de l'autre coté du commutateur.

4 Insérez le commutateur dans le rack de 19 pouces (48,26 cm), en veillant a ce que ses orifices
de montage soient bien alignés sur ceux du rack.

5 Montez le commutateur dans le rack en utilisant le systéme de fixation approprié pour votre
rack (boulons, écrous a cage ou avec rondelles). Fixez les boulons du bas avant ceux du haut.

o AVIS : Vérifiez que les entrées d'air ne sont pas obstruées.

A PRECAUTION : Assurez-vous que les boulons fournis correspondent aux orifices pré-filetés du rack.

Installation d'un commutateur autonome

o AVIS : Nous vous recommandons fortement de monter le commutateur dans un rack.

Sivous n'installez pas le commutateur dans un rack, posez-le sur une surface plane. Cette
surface doit pouvoir supporter le poids de l'appareil et de ses cibles. Le commutateur est livré
avec quatre patins adhésifs en caoutchouc.

1 Fixez les patins adhésifs en caoutchouc sur les emplacements marqués, sous le commutateur.

2 Installez le commutateur sur une surface plane. Pour une ventilation correcte, laissez un
espace de 5 cm (2 pouces) de chaque coté et de 13 cm (5 pouces) a l'arriere.
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Connexion du commutateur a un terminal

1 Branchez le connecteur DB9 du cable série USB au terminal VT'100 ou un ordinateur
exécutant un logiciel d'émulation de terminal VI'100.

2 Branchez le connecteur RJ-45 situé a l'autre extrémité du cble au port supéricur RJ-45 du
panneau arriere du commutateur. Pour plus d'informations sur I'emplacement du port de
console, voir figure 3.

Connexion du commutateur a un bloc d'alimentation

A PRECAUTION : Prenez connaissance des consignes de sécurité figurant dans le document Product
Information Guide (Guide d'informations sur le produit), ainsi que des informations similaires
concernant les autres appareils connectés au commutateur.

Les commutateurs du PowerConnect 8024 et 8024F possedent deux blocs d'alimentation pour
des opérations de redondance ou de partage des charges. Chaque bloc d'alimentation peut
supporter 300 W. figure 2 indique l'emplacement des deux prises de courant du panneau arriére.

1 Connectez I'un des cibles d'alimentation en CA a I'un des connecteurs d'alimentation CA
situé sur le panneau arricre.

2 Pour fournir une source d'alimentation redondante, connectez le deuxiéme cable
d'alimentation en CA a l'autre connecteur d'alimentation du panneau arriére.

E4 REMARQUE : A ce stade, ne branchez pas encore le cable d'alimentation sur une prise avec mise a la
terre. Vous effectuerez cette opération a la section "Démarrage et configuration du commutateur".

Figure 2. Branchement des cables d'alimentation
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Démarrage et configuration du commutateur

Une fois toutes les connexions externes établies, connectez un terminal 2 un commutateur en vue
de configurer le commutateur. Les fonctions supplémentaires disponibles sont décrites dans le
document User's Guide (Guide d'utilisation), qui se trouve sur le CD User Documentation
(Documentation utilisateur).

4 REMARQUE : Avant de continuer, lisez les notes d'édition concernant ce produit. Vous pouvez les
télécharger a partir du site d'assistance technique de Dell, support.dell.com.

E4 REMARQUE : Nous vous recommandons de vous procurer la version la plus récente de la
documentation utilisateur disponible sur le site support.dell.com.

Connexion du terminal au commutateur

Pour gérer et configurer le commutateur a partir d'une console série, utilisez le port de console situé
al'arriere de l'appareil pour le relier & un terminal VI'100 ou a un systéme exécutant un logiciel
d'émulation de terminal VT'100. Le port de console est un connecteur DTE (Data Terminal
Equipment, Equipement de terminal de données).

Pour utiliser le port de console, vous devez disposer des équipements suivants :

e Terminal compatible VT'100 ou ordinateur (de bureau ou portable) équipé d'un port série et
exécutant un logiciel d'émulation de terminal VI'100.

*  Cible série (fourni) doté d'un connecteur USB de type A pour le port de console et d'un
connecteur DB9Y pour le terminal.

Pour connecter un terminal au port de console du commutateur, procédez comme suit :

1 Enfichez le connecteur DB9 du céble série sur le terminal exécutant le logiciel d'émulation de
terminal VI'100.

2 Contfigurez le logiciel d'émulation de terminal comme suit :
a  Sélectionnez le port série approprié (1 ou 2) pour la connexion a la console.
b Réglez le débit de données sur 9600 bauds.

Paramétrez le format de données sur 8 bits de données, 1 bit d'arrét et aucune parité.

a O

Définissez le controle de flux sur "none" (aucun).
e Réglez le mode d'émulation de terminal sur VI'100.

f  Choisissez l'option "Touches de terminal" dans le champ "Les touches de fonction, de
direction et Ctrl agissent en tant que". Vérifiez que le paramétrage correspond bien a
"Touches de terminal" et non a "Touches Microsoft® Windows®".

Q REMARQUE : Si vous utilisez HyperTerminal sous Microsoft Windows 2000, assurez-vous que le
Service Pack 2 (ou suivant) du systéme d'exploitation est installé. Ce service pack permet aux touches
flechées de fonctionner correctement dans I'émulation VT100 d'HyperTerminal. Pour plus d'informations
concernant les services pack Windows 2000, rendez-vous sur le site www.microsoft.com.
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3

Enfichez le connecteurR]-45 port de console . Le port de la console PowerConnect USB 8024
et 8024F est situé a panncau arricre, au-dessus du port hors bande RJ-45, comme indiqué
dans figure 3.

Figure 3. Connexion au port de console

Port de console

Le port RJ-45 situé en dessous du port de console est dédié a la gestion hors bande.

Démarrage du commutateur

1
2
3
4

5

Assurez-vous que le port de console du commutateur est connecté a un terminal VI'100 ou a
un émulateur de terminal VT'100 via le cable croisé RJ-45 vers DB9.

Repérez deux prises de courant.
Mettez-la hors tension.
Connectez les deux commutateurs aux prises de courant.

Mettez la prise sous tension.

Ala mise sous tension, lorsque le terminal local est déja connecté, le commutateur effectue un
POST (auto-test de démarrage). Ce test s'exécute a chaque initialisation du commutateur ; il passe
les composants en revue pour vérifier que l'unité est opérationnelle avant que le démarrage ne soit
totalement effectif. Si le test détecte un probleme critique, le processus s'arréte. Si l'auto-test de
démarrage se déroule sans incident, le micrologiciel est chargé dans la RAM. Les messages de
l'autotest a la mise sous tension sont affichés sur le terminal et indiquent le succes ou I'échec du
test. Le processus de démarrage dure environ 60 secondes.
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Configuration initiale

Q REMARQUE : La procédure de configuration initiale est fondée sur les hypothéses suivantes :
* Le commutateur PowerConnect n'a jamais été configuré auparavant et n'a pas été modifié depuis
que vous |'avez regu.
*  Le commutateur PowerConnect a démarré correctement.
* Laconnexion ala console est établie et I'invite de I'assistant Dell Easy Setup est affichée surl'écran
d'un terminal VT100 ou équivalent.
La configuration initiale du commutateur est effectuée via le port de console. Une fois cette
premicre étape effectuée, le commutateur peut étre géré soit a partir de la console connectée, soit a
distance, via une interface définie lors de la configuration initiale.

Q REMARQUE : Le commutateur ne posséde pas de nom d'utilisateur ni de mot de passe par défaut.

Q REMARQUE : Tous les paramétres suivants sont nécessaires pour permettre la gestion a distance du
commutateur via Telnet (client Telnet) ou HTTP (navigateur Web).

Avant de procéder a la configuration initiale du commutateur, demandez les informations
suivantes a votre administrateur réseau :

*  Adresse IP a affecter au VLAN de gestion.
*  Masque de sous-réseau IP

e Adresse IP correspondant a la passerelle par défaut du VLAN de gestion

Interface de gestion et interface hors bande

Le panneau avant des commutateurs PowerConnect 8024 et 8024F possedent des ports
Ethernet de 10-G pour le trafic des données. Vous pouvez utiliser en plus tout port situé sur le
panneau avant ou sur l'interface de gestion en bande. Le panneau arriere est doté d'un port
Ethernet de 1 Go pour la gestion hors bande (OOB). Le port OOB est situé au-dessous du port
de console.

L'assistant Dell Easy Setup configure les informations propres au réseau pour l'interface de
gestion en bande. Pour utiliser I'interface de gestion OOB, utilisez l'interface de ligne de
commande (CLI) pour configurer les informations relatives au réseau. Vous pouvez définir
l'adresse IP statique et le masque de sous-réseau, ou activer le serveur DHCP pour définir les
informations automatiquement.

Q REMARQUE : Le serveur DHCP peut &tre activé sur l'interface de gestion ou l'interface 00B, mais pas
sur les deux. Par défaut, il est activé sur I'interface de gestion. Pour utiliser le serveur DHCP sur
I'interface 00B, vous devez au préalable le désactiver sur l'interface de gestion et ensuite I'activer
sur l'interface 00B.

Pour plus d'informations sur les commandes a configurer sur l'interface OOB, voir le document

CLI Reference Guide (Guide de référence CLI) PowerConnect 8024 et §024F
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Procédure de configuration initiale

Vous pouvez effectuer la configuration initiale a l'aide de l'interface CLI ou de 'Assistant Dell Easy
Setup. Cet assistant démarre automatiquement si le fichier de configuration du commutateur est
vide. Vous pouvez quitter l'assistant a tout moment en tapant [ctrl+z]. Dans ce cas, tous les
parametres de configuration modifiés sont supprimés et le commutateur utilise les valeurs par
défaut.

Q REMARQUE : Si vous n'exécutez pas |'assistant Easy Setup ou ne répondez pas a I'invite initiale de

|'assistant Easy Setup dans un délai de 60 secondes, le commutateur entre en mode CLI. Sile
commutateur est connecté au réseau via l'interface de gestion, dés la premiére mise sous tension, il
tente d'obtenir une adresse IP a partir du serveur DHCP. Si aucun serveur DHCP ne répond dans un délai
de 50 secondes, le commutateur utilise I'adresse IP par défaut du VLAN de gestion : 192.168.2.1. Pour
afficher I'adresse IP de l'interface de gestion, tapez la commande enable pour entrer en mode
Privileged EXEC, puis tapez show ip interface management.lln'yapasd'adresse IP par
défaut pour l'interface 00B.

Pour plus d'informations sur la configuration initiale CLI, voir le document User Guide (Guide
d'utilisation). Seule l'utilisation de l'assistant est décrite dans le présent document. L'assistant
effectue les opérations suivantes :

Il met en place le compte utilisateur privilégié initial et le mot de passe correspondant. Cette
opération est effectuée pendant la configuration.

Il permet l'ouverture de session via l'interface CLI et 'acces HT'TP (authentification locale
uniquement).

Il permet de définir l'adresse IP pour le VLAN de gestion.

Il définit la chaine de communauté SNMP qui doit étre utilisée par le gestionnaire SNMP sur
une adresse [P donnée. Vous pouvez ignorer cette étape si le commutateur n'est pas géré via

SNMP

Il permet d'indiquer l'adresse IP du serveur de gestion ou d'autoriser l'acces aux fonctions de
gestion a partir de toutes les adresses [P

Il configure l'adresse IP de la passerelle par défaut.

Exemple de session

Cette section illustre une session de l'assistant Easy Setup. Les valeurs suivantes sont utilisées :

Chaine de communauté SNMP 2 utiliser : public

Adresse IP du systeme de gestion du réseau:192.168.2.1.

Nom d'utilisateur : admin ; mot de passe : admin123.

Adresse IP du VLAN de gestion : 192.168.2.1:255.255.255.0.
Passerelle par défaut: 0.0.0.0.
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L'assistant définit les valeurs initiales comme indiqué ci-dessus. Une fois son exécution terminée,
le commutateur est configuré de la fagon suivante :

*  SNMPv1/2c est activé et la chaine de communauté est définie comme indiqué ci-dessus.
SNMPv3 est désactivé par défaut.

*  Le compte utilisateur admin est configuré comme indiqué ci-dessus.

*  Un systeme de gestion du réseau est configuré. A partir de cette station de gestion, vous
pouvez accéder aux interfaces SNMP, HT'TP et CLI. Vous pouvez également décider
d'autoriser toutes les adresses IP a accéder a ces interfaces de gestion. Pour ce faire, indiquez
l'adresse IP 0.0.0.0.

*  Unec adresse IP est configurée pour le VLAN de gestion par défaut (1).
*  Unc adresse de passerelle par défaut est configurée.

g REMARQUE : Dans I'exemple ci-aprés, les options que |'utilisateur peut sélectionner sont présentées
entre crochets. Les valeurs par défaut sont présentées entre accolades{ }. Si vous appuyez sur
<Entrée> sans avoir défini d'options, la valeur par défaut est prise en compte. Le texte de |'aide est entre
parentheses.

L'exemple suivant montre une suite d'invites et de réponses affichées dans l'assistant Dell Easy
Setup. Les valeurs utilisées sont indiquées ci-dessus.

Au démarrage du commutateur (apres l'auto-test de démarrage), la boite de dialogue suivante
s'affiche :

(Unit 1 - Waiting to select management unit)>
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y
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Ftape 1 :
The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can:

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation) .

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User’s Guide.

To add a management station:

~

Entrez la chaine de communauté SNMP & utiliser [public] :public

Q REMARQUE : S'il est configuré, le niveau d'accés par défaut est défini sur I'accés maximum disponible
pour l'interface de gestion SNMP. Initialement, seul SNMPv1/2c est activé. SNMPv3 est désactivé
jusqu'a ce que vous l'activiez de maniere explicite en paramétrant I'lD du moteur, la vue, etc.

Please enter the IP address of the Management System (A.B.C.D) or
wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

Etape 2 :

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege

levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin] :admin
Please enter the user password: *#******x*
Please reenter the user password: *******x*
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Ftape 3

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

Ftape 4 :

Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100

User Account setup = admin

Password = K Kk kkkkKkkkKk*K

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0

Operation Mode = Normal

Etape 5 :

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.
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Configuration avancée

Cette section présente des informations récapitulatives sur des tiches courantes telles que les
sulvantes :

*  Obtention d'unc adresse IP a partir d'un serveur DHCP
*  Gestion de la sécurité et configuration du mot de passe

4 REMARQUE : Pour obtenir des informations détaillées sur les commandes CLI disponibles pour les
commutateurs de la série M6348 8024 et 8024F, voir le document CL/ Reference Guide (Guide de
référence CLI).

Obtention d'une adresse IP a partir d'un serveur DHCP

Lorsque le protocole DICP est utilisé pour obtenir une adresse IP, le commutateur agit en tant
que client DHCP.

Pour obtenir une adresse IP a partir d'un serveur DHCP, procédez comme suit :

1 Sélectionnez et connectez n'importe quel port 4 un serveur DHCP ou 4 un sous-réseau
possédant un serveur DHCP, de maniére a obtenir l'adresse IP

Q REMARQUE : Il n'est pas nécessaire de supprimer la configuration du commutateur pour obtenir une
adresse IP du serveur DHCP.

2 Entrez les commandes ci-dessous pour utiliser le port sélectionné pour la réception de
l'adresse IP.

consoletf#config
console (config) #ip address dhcp
L'interface regoit automatiquement l'adresse 1P

3 Pour vérifier l'adresse IP, entrez la commande show ip interface a I'invite du systéme, comme
indiqué dans l'exemple suivant.

console#show ip interface

Management Interface:

I N L ol ¥ I 10.240.4.125
Subnet MasK. ...ttt ittt i e e e, 255.255.255.0
Defaultl GateWay ... e e oot eeeeeeeeeneeeeeeneeenennns 10.240.4.1
Burned In MAC AddresS.....uueeeiiueeennneeennns 00:10:18:82:04:35
Network Configuration Protocol Current..........eeeeee.e.. DHCP
Management VLAN TD. it ittt ittt e teeeeeeeeeeeeeeesneesaesanss 1
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Routing Interfaces:

Netdir Multi

Interface Adresse IP Masque IP Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

Gestion de la sécurité et configuration du mot de passe

La sécurité du systeme est controlée via le mécanisme AAA (Authentication, Authorization,
Accounting) qui gere les droits d'acces des utilisateurs, les privileges et les méthodes de gestion.
AAA fait appel a des bases de données utilisateur a la fois locales et distantes. Le cryptage des
données est traité via le mécanisme SSH.

Le systeme est livré sans mot de passe par défaut. Les mots de passe sont tous définis par
l'utilisateur. Si un mot de passe défini par l'utilisateur est perdu, une procédure de récupération du
mot de passe peut étre lancée a partir du menu Boot (Amorgage). Cette procédure est applicable
uniquement sur le terminal local et permet d'accéder une seule fois au commutateur sans saisir de
mot de passe.

Configuration de mots de passe de sécurité
Vous pouvez configurer des mots de passe de sécurité pour les services suivants :

¢ Console

e Telnet

« SSH

e HTTP
e HTTPS

Q REMARQUE : Lors de la création d'un nom d'utilisateur, la priorité par défaut est"1", ce qui signifie que
I'utilisateur peut accéder au systeme mais pas aux fonctions de configuration. L'accés a la configuration
n'est possible que si le niveau de priorité "15" est défini.
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Configuration d'un mot de passe de console initial
Pour configurer un mot de passe de console initial, entrez les commandes suivantes :

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password secretl23

* Lorsque vous vous connectez pour la premiére fois a un commutateur a partir d'une session
de console, entrez secret123 i l'invite du mot de passe.

* Lorsque vous activez le mode "enable" sur le commutateur, tapez secret123 al'invite du
mot de passe.

Configuration d'un mot de passe Telnet initial
Pour configurer un mot de passe Telnet initial, entrez les commandes suivantes :

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passl234

* Lorsque vous vous connectez a un commutateur pour la premicre fois via une session Telnet,
tapez pass1234 al'invite du mot de passe.

* Lorsque vous activez le mode "enable" sur le commutateur, tapez pass1234 a l'invite du
mot de passe.

Configuration d'un mot de passe HTTP initial
Pour configurer un mot de passe HT'TP initial, entrez les commandes suivantes :

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15
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Configuration d'un mot de passe HTTPS initial
Pour configurer un mot de passe HT'TPS, entrez les commandes suivantes :
console (config) #ip https authentication local

Q REMARQUE : Vous devez générer un nouveau certificat de cryptographie a chaque fois que vous
mettez a niveau le logiciel de contrdle du commutateur.

Entrez les commandes ci-dessous une fois lorsque vous configurez l'utilisation d'une
session HT'TPS via une console, Telnet ou SSH.

[E4 REMARQUE : Dans le navigateur Web, activez SSL version 2.0 ou supérieure afficher le contenu de la
page.

console (confiqg) #crypto certificate 1 generate
console (confiqg) #ip https server

% REMARQUE : Les services http et https nécessitent un privilege de niveau 15 et permettent un acceés
direct aux fonctions de configuration.
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Gestion du commutateur

Vous pouvez gérer le commutateur a l'aide de 'interface web, l'interface de ligne de commande
(CLI), ou SNMP Pour gérer le commutateur a l'aide du navigateur Web ou SNMP, le commutateur
doit avoir une adresse IP et doit étre accessible a partir de la station de gestion. Pour gérer le
commutateur a l'aide de l'interface CLI, vous pouvez utiliser une connexion directe avec le port de
la console ou par I'intermédiaire d'une connexion a distance Telnet/SSH.

Pour établir une connexion directe a l'interface CLI avec le port de la console, consulter
"Connexion du terminal au commutateur”, page 69. Vous pouvez effectuer la configuration initiale
al'aide de l'Assistant Easy Setup qui permet d'accéder a la gestion a distance (consulter "Procédure
de configuration initiale", page 72). Pour obtenir des instructions sur la configuration de la gestion
a distance via l'interface CLI, consulter le document User’s Guide(Guide d'utilisation).

Utilisation d'un navigateur Web pour gérer le commutateur

Démarrage de I'application
1 Ouvrez un navigateur Web.

2 Tapez l'adresse IP du commutateur (définie via l'interface CLI) dans la barre d'adresse, puis
appuyez sur <Entrée>.

Pour savoir comment définir 'adresse [P d'un commutateur, voir "Configuration initiale",
page 71.

3 Lorsque la fenétre Login (Ouverture de session) s'affiche, entrez un nom d'utilisateur et un
mot de passe.

Q REMARQUE : Le commutateur n'est associé a aucun mot de passe par défaut. Vous pouvez configurer
le commutateur sans entrer de mot de passe lorsque vous vous connectez a l'interface CLI par
I'intermédiaire du port de console. Les mots de passe sont sensibles a la casse et doivent contenir des
caracteres alphanumériques. Pour plus d'informations sur la récupération des mots de passe oubliés,
consulter le document Users Guide (Guide d'utilisation).

4 Cliquez sur OK.
5 La page d'accucil de Dell OpenManage Switch Administrator s'affiche.

Présentation de l'interface
La page d'accuell offre différents modes d'affichage :

*  Vue Arborescence : affichée dans le volet gauche de la page d'accueil, cette vue fournit une
représentation hiérarchisée des différentes fonctionnalités et de leurs composants.

*  Vue du périphérique : située dans le volet droit de la page d'accuell, cette vue contient une
représentation graphique du périphérique, une zone d'informations et/ou un tableau et/ou
des instructions de configuration.
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Anmerkungen, Hinweise und Vorsichtshinweise

4 ANMERKUNG: Eine ANMERKUNG macht auf wichtige Informationen aufmerksam, mit denen Sie das System besser
einsetzen kdnnen.

o HINWEIS: Ein HINWEIS warnt vor méglichen Beschédigungen der Hardware oder vor Datenverlust und zeigt auf, wie
derartige Probleme vermieden werden konnen.

A VORSICHT: Hiermit werden Sie auf eine potenziell gefahrliche Situation hingewiesen, die zu Sachschaden,
Verletzungen oder zum Tod fiihren kdnnte.

Irrtiimer und technische Anderungen vorbehalten.
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Installation

Dieses Dokument enthilt grundlegende Informationen zu Installation, Konfiguration und Betrieb
von Dell™ PowerConnect™ 8024- und 8024F -Systemen. Weitere Informationen finden Sie im
Hardware-Benutzerhandbuch auf der CD User Documentation (Benutzerdokumentation). Aktuelle
Updates von Dokumentation und Firmware erhalten Sie auf der Dell Support-Website unter
support.dell.com.

Standortvorbereitung

Die Switches PowerConnect 8024 und 8024F kénnen in einem 48,3-cm (19 Zoll)-Standardrack
installiert oder freistchend auf einer flachen Oberfliche positioniert und eigenstindig betricben
werden.

Bevor Sie den Switch oder die Switches installieren, stellen Sie sicher, dass am Ort der
Installation die folgenden Voraussetzungen erfiillt sind:

*  Stromversorgung — Der Switch sollte in der Nihe einer leicht zuginglichen Steckdose mit
100-250 V Wechselspannung bei 50-60 Iz installiert werden.

*  Zugang - Der Bediener sollte an der Vorder- und Ruckseite des Gerits ausreichend
Bewegungstretheit haben. Auch Verkabelung, Stromanschliisse und Beliftungséffnungen
sollten problemlos zuginglich sein.

*  Verkabelung — Die Kabel sollten so verlegt sein, dass elektrisches Rauschen durch
Funksender, Funkverstirker, Stromleitungen sowie fluoreszierende Beleuchtungskorper
vermieden wird.

*  Umgebung — Die Umgebungstemperatur des Switches liegt zwischen 0 und 45 °C bei einer
relativen Luftfeuchtigkeit von bis zu 95 %, nicht kondensierend.

Auspacken des Switches

Inhalt der Verpackung

Kontrollieren Sie beim Auspacken der einzelnen Switches, ob jeweils die folgenden Teile
vorhanden sind:

¢ Ein PowerConnect-Switch
e Zwei Wechselstromkabel
¢ FEin Kabel von RJ-45 auf DB9 (Buchse auf Buchse)

* Ein Montagekit fiir die Installation im Rack (zwei Montagehalter, Schrauben und
Kifigmuttern)

Handbuch zum Einstieg
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* Ein Satz von selbstklebenden Gummiunterlagen fiir die frei stehenden Installation (vier

Stiick)
*  User Documentation-CD (Benutzerdokumentation)
*  Handbuch zum Linstieg
¢ Produktinformationshandbuch

Auspacken

% ANMERKUNG: Uberpriifen Sie vor dem Auspacken des Switches die Verpackung, und melden Sie
etwaige Beschéddigungen unverziiglich.

1 Stellen Sie das Paket auf eine saubere, ebene Fliche, und zerschneiden Sie alle
Befestigungsbinder.

2 Offnen Sie die Verpackung, oder entfernen Sie die obere Abdeckung.

3 Nechmen Sie den Switch vorsichtig aus der Verpackung, und stellen Sie ihn auf eine stabile,
saubere Fliche.

Entfernen Sie das gesamte Verpackungsmaterial.

Untersuchen Sie das Produkt und das Zubehor auf Beschddigungen.

Montage des Switches

A VORSICHT: Lesen Sie die Sicherheitshinweise im Produktinformationshandbuch sowie die
Sicherheitshinweise fiir andere Switches, die mit dem Switch verbunden werden oder diesen
unterstiitzen.

Die beiden Wechselstromanschliisse befinden sich auf der Riickseite des Switches.

Montage in einem Rack

A VORSICHT: Rack-Montagekits diirfen nicht dazu verwendet werden, den Switch unter einem Tisch,
unter einer Platte oder an der Wand zu befestigen.

A VORSICHT: Trennen Sie vor dem Fortfahren alle Kabel vom Switch. Entfernen Sie gegebenenfalls alle
selbstklebenden Unterlagen vom Boden des Switches.

86 | Handbuch zum Einstieg



A\

1

VORSICHT: Wenn Sie mehrere Switches in einem Rack installieren, sollten Sie die Geriite von unten
nach oben einsetzen.

Halten Sie einen der mitgelieferten Montagehalter auf eine Seite des Switches, wobei sich die
Montagebohrungen am Switch mit den entsprechenden Bohrungen am Halter decken
miussen. In Abbildung [ ist die Position der Montagehalter dargestellt.

Abbildung 1. Montagehalter befestigen

>0

Fihren Sie die mitgelieferten Schrauben in die Rack-Montagebohrungen ein, und zichen Sie
sie mit einem Schraubendreher fest.

Wiederholen Sie den Vorgang fiir den Rack-Montagehalter auf der anderen Seite des
Switches.

Setzen Sie den Switch im 19-Zoll-Rack ein (48,3 cm), wobei die Montagebohrungen am
Geriit mit den entsprechenden Bohrungen am Rack zur Deckung kommen missen.

Befestigen Sie den Switch am Rack mit den Rack-Schrauben oder mit Kifigmuttern und den
entsprechenden Schrauben mit Unterlegscheiben (je nach Rack). Zichen Sie zuerst die
unteren Schrauben fest und danach die oberen.

HINWEIS: Achten Sie darauf, dass die Liiftungsdffnungen nicht versperrt sind.

VORSICHT: Vergewissern Sie sicher, dass die mitgelieferten Rack-Schrauben in die Gewindelécher
im Rack passen.

Handbuch zum Einstieg
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Installation als frei stehende Einheit
o HINWEIS: Es wird nachdriicklich empfohlen, den Switch in einem Rack zu installieren.

Falls kein Rack verwendet wird, installieren Sie den Switch auf einer ebenen Fliche. Die
Tragtihigkeit der Fliche muss fir den Switch und die zugehorigen Kabel ausreichen. Der
Switch wird mit vier selbstklebenden Gummiunterlagen geliefert.

1 Befestigen Sie die Gummiunterlagen an den jeweils markierten Stellen am Gehduseboden.

2 Stellen Sie den Switch auf eine ebene Fliche und achten Sie dabei auf ausreichende
Beliiftungsabstiinde, d. h. 5 cm auf jeder Seite und 13 cm auf der Riickseite.

Verbinden eines Switches mit einem Terminal

1 Verbinden Sie den DB9-Anschluss des R]-45-auf-DB9-seriell-Kabels mit einem VT100-
Terminal oder einem Computer, auf dem VT'100-Terminalemulationssoftware liuft.

2 Verbinden Sie den RJ-45-Anschluss am anderen Kabelende mit dem oberen RJ-45-Anschluss
auf der Riickseite des Switches. Weitere Informationen zur Position des Konsolenanschlusses

finden Sie in Abbildung 3.

Verbinden eines Switches mit einem Netzteil

A VORSICHT: Lesen Sie die Sicherheitshinweise im Produktinformationshandbuch sowie die
Sicherheitshinweise fiir andere Switches, die mit dem Switch verbunden werden oder diesen
unterstiitzen.

Die Switches PowerConnect 8024 und 8024F verfiigen tiber zwei Netzteile. Dies ermoglicht den
redundanten Betrieb oder Lastteilung. Jedes Netzteil ist fiir bis zu 300 W ausgelegt. Abbildung 2
zeigt die Position der beiden Netzteilanschliisse auf der Riickseite.

1 Verbinden Sie eines der mitgelieferten Netzkabel mit einem Wechselstromanschluss auf der
Riickseite.

2 Um den Switch redundant mit Strom zu versorgen, verbinden Sie das zweite mitgelieferte
Wechselstrom-Netzkabel mit dem zweiten Netzstromanschluss auf der Riickseite.
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E4 ANMERKUNG: SchlieBen Sie noch nicht das Stromkabel an eine geerdete Netzsteckdose an.
Verbinden Sie den Switch mit einer Stromquelle, wie im Abschnitt , Starten und Konfigurieren des
Switches” beschrieben.

Abbildung 2. AnschlieBen der Netzstromkabel
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Starten und Konfigurieren des Switches

Nachdem Sie alle externen Verbindungen vorgenommen haben, schlieBen Sie das Gerit an ein
Terminal an, um den Switch zu konfigurieren. Weitere Funktionen sind im Benutzerhandbuch auf
der User Documentation-CD (Benutzerdokumentation) beschrieben.

4 ANMERKUNG: Lesen Sie die Versionshinweise fiir dieses Produkt, bevor Sie fortfahren. Sie konnen die
Versionshinweise von der Dell Support-Website unter support.dell.com herunterladen.

E4 ANMERKUNG: Es wird empfohlen, die aktuelle Version der Benutzerdokumentation von der Dell
Support-Website support.dell.com herunterzuladen.

Verbinden des Terminals mit dem Switch

Um den Switch tber die serielle Konsole zu tiberwachen und zu konfigurieren, verbinden Sie den
Konsolenanschluss auf der Riickseite des Gerits mit einem VI'100-Terminal oder einem Computer,
auf dem eine VT'100-Terminal-Emulationssoftware ausgefihrt wird. Der Konsolenport ist als DTE-
Anschluss (Data Terminal Equipment) implementiert.

Zur Verwendung des Konsolenanschlusses wird Folgendes benotigt:

*  VT100-kompatibles Terminal oder ein Desktop- bzw. tragbares System mit einem seriellen
Anschluss, auf dem eine VI'100-Terminal-Emulationssoftware ausgefiihrt wird

* FEin serielles Kabel mit RJ-45-Stecker fiir den Konsolenport und DB45-Stecker fiir das
Terminal (im Lieferumfang).

Gehen Sie wie folgt vor, um ein Terminal mit dem Switch-Konsolenanschluss zu verbinden:

1 Verbinden Sie das mitgelieferte DB9-Kabel mit dem Terminal, auf dem die VI'100-Terminal-
Emulationssoftware ausgefiihrt wird.

2 Kontfigurieren Sie die Terminal-Emulationssoftware wie folgt:

a  Wibhlen Sie cine geeignete serielle Schnittstelle (serielle Schnittstelle 1 oder 2) zur
Verbindung mit der Konsole aus.

Setzen Sie die Datenrate auf 9600 Baud.
Setzen Sie das Datenformat auf 8 Datenbits, 1 Stoppbit, keine Paritit.

-

Deaktivieren Sie die Flusskontrolle.

O

Setzen Sie den Terminal-Emulationsmodus auf VI'100.

f  Wihlen Sie fiir die Belegung der Funktions-, Pfeil und Strg-Tasten die Option
»lerminal“. Stellen Sie sicher, dass ,, Terminal Keys* (nicht Microsoft® Windows®
Keys“) ausgewihlt wurde.

;-]

Q ANMERKUNG: Wenn Sie HyperTerminal mit Microsoft Windows 2000 verwenden, stellen Sie sicher,
dass Windows 2000 Service-Pack 2 oder hoher installiert ist. Mit Windows 2000 Service-Pack 2
funktionieren die Pfeiltasten in der VT100-Emulierung von HyperTerminal ordnungsgemaR. Weitere
Informationen zu den Service-Packs fiir Windows 2000 finden Sie unter www.microsoft.com.
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3 Verbinden Sie den RJ-45-Stecker des Kabels direkt mit dem Konsolenanschluss des Switches.
Der USB-Konsolenanschluss der PowerConnect 8024 und 8024F Switches befindet sich
Riickseite iiber dem RJ-45-Anschluss fiir bandexterne Verwaltung (siche Abbildung 3).

Abbildung 3. Mit Konsolenanschluss verbinden

Konsolen-Port

-————*—'—1___:_ l‘:“ | '(:1' ,(:' l— -

Der RJ-45-Anschluss unter dem Konsolenanschluss dient zur bandexternen Verwaltung.

Starten des Switches

1 Stellen Sie sicher, dass der Switch-Konsolenanschluss tiber das RJ-45-auf-DB9-Kabel (Buchse
auf Buchse) mit einem VT'100-Terminal oder einem System mit VI'100-Emulation
verbunden ist.

Machen Sie die Position der beiden Wechselstrom-Netzanschliisse ausfindig.

Deaktivieren Sie die Netzanschliisse.

H W N

Verbinden Sie beide Netzteile des Switches mit den Wechselstrom-Netzanschliissen.
5 Aktivieren Sie die Netzanschliisse.

Wenn das Gerit mit dem lokalen Terminal bereits verbunden ist und der Strom eingeschaltet wird,
durchliuft der Switch den Einschaltselbsttest (Power-On Self-Test, POST). Der Einschalt-
Selbsttest wird bei jeder Initialisierung des Switches durchlaufen; dabei werden Hardware-
komponenten iiberpriift, um vor dem eigentlichen Startvorgang festzustellen, ob das Gerit
vollstindig betriebsbereit ist. Wenn beim Einschaltselbsttest ein kritisches Problem festgestellt
wird, bricht der Programmablauf ab. Bei erfolgreicher Ausfihrung des Einschaltselbsttests wird
giiltige Firmware in den RAM geladen. Die Fehler- bzw. Erfolgsmeldungen des Einschalt-
Selbsttests werden auf dem Terminal angezeigt. Der Startvorgang dauert ungefihr 60 Sekunden.
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Erstkonfiguration
Q ANMERKUNG: Die einfache Erstkonfiguration basiert auf den folgenden Annahmen:

e  Der PowerConnect-Switch wurde noch nie zuvor konfiguriert und befindet sich im gleichen Zustand,
in dem Sie ihn erhalten haben.

e Der PowerConnect-Switch wurde erfolgreich gestartet.

* Esbesteht eine Konsolenverbindung, und die Befehlszeile des Dell Easy-Setup-Assistenten wird auf
dem Bildschirm des VT100-Terminals bzw. des entsprechenden Systems angezeigt.

Die Erstkonfiguration des Switches wird iiber den Konsolenanschluss vorgenommen. Nach der
Erstkonfiguration kénnen Sie den Switch entweder tiber die bereits bestchende
Konsolenverbindung verwalten oder aus der Ferne tber eine Schnittstelle, die bei der
Erstkonfiguration definiert wird.

g ANMERKUNG: Der Switch ist nicht mit einem Standardbenutzernamen und -kennwort konfiguriert.

Q ANMERKUNG: Alle folgenden Einstellungen sind fiir die Fernverwaltung des Switches iiber Telnet
(Telnet-Client) oder HTTP (Web-Browser) erforderlich.

Bevor Sie die Erstkonfiguration des Switches durchfihren, erfragen Sie beim
Netzwerkadministrator die folgenden Informationen:

* IP-Adresse, die dem Management-VLAN zugewiesen wird
¢ [P-Subnetzmaske fiir das Netzwerk

* IP-Adresse des Standard-Gateways fiir das Management-VLAN

Verwaltungsschnittstelle und bandexterne Schnittstelle

Auf der Vorderseite der PowerConnect Switches 8024 und 8024F befinden sich mehrere
10-Gigabit-Ethernet-Anschliisse zur Datentibertragung. Zudem kann jeder Vorderseiten-
Anschluss als Schnittstelle fiir die bandinterne Verwaltung verwendet werden. Auf der Riickseite
befindet sich ein Gigabit-Ethernet-Anschluss fir die bandexterne Verwaltung (Out-of-
band/OOB-Anschluss). Der OOB-Anschluss befindet sich unterhalb des Konsolenanschlusses.

Der Dell Easy-Setup-Assistent konfiguriert die Netzwerkinformationen fir die bandinterne
Verwaltung. Um die bandexterne Verwaltung tiber den OOB-Anschluss zu nutzen, miissen die
Netzwerkinformationen tiber die Befehlszeilenschnittstelle (CLI) entsprechend konfiguriert
werden. Sie konnen entweder eine feste IP-Adresse und Subnetzmaske zuweisen oder DHCP
aktivieren und die Zuweisung automatisch iiber einen a DHCP-Server vornechmen lassen.

Q ANMERKUNG: DHCP kann entweder fiir die Verwaltungsschnittstelle oder fiir den 00B-Anschluss
aktiviert werden, jedoch nicht fiir beide zugleich. In der Vorgabeeinstellung ist DHCP fiir die
Verwaltungsschnittstelle aktiviert. Um DHCP fiir den 00B-Anschluss zu aktivieren, miissen Sie es erstan
der Verwaltungsschnittstelle und anschlieBend die Aktivierung am 00B-Anschluss durchfiihren.

Informationen zu den Befehlen, die zur Konfiguration des OOB-Anschlusses benétigt werden,
finden Sie im CLI-Referenzhandbuch fiir PowerConnect 8024 und 8024F.
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Durchfiihren der Erstkonfiguration

Sie konnen die Erstkonfiguration mit dem Dell Easy-Setup-Assistenten vornehmen oder tber die
Befehlszeilenschnittstelle (CLI) durchfiihren. Der Setup-Assistent wird automatisch gestartet,
wenn die Switch-Konfigurationsdatei leer ist. Sie kénnen den Assistenten jederzeit beenden,
indem Sie [Strg+z] eingeben, doch gehen dabei alle festgelegten Konfigurationseinstellungen
verloren (der Switch verwendet die Standardwerte).

E4 ANMERKUNG: Wenn Sie den Easy-Setup-Assistenten nicht ausfiihren oder nicht innerhalb von

60 Sekunden auf die erste Eingabeaufforderung des Easy-Setup-Assistenten reagieren, wechselt der
Switch in den CLI-Modus. Wenn der Switch beim ersten Einschalten {iber die Verwaltungsschnittstelle
mit dem Netzwerk verbunden ist, versucht er eine IP-Adresse von einem DHCP-Server zu beziehen.
Wenn innerhalb von 50 Sekunden kein DHCP-Server auf die Anforderung reagiert, verwendet der Switch
192.168.2.1 als Standard-IP-Adresse im Verwaltungs-VLAN. Um die IP-Adresse der Verwaltungs-
schnittstelle anzuzeigen, wechseln Sie durch Eingabe des Befehls enable Befehl in den Privileged
EXEC-Modus. Geben Sie anschlieBend folgenden Befehl ein: show ip interface
management. Fiir den 00B-Anschluss gibt es keine Standard-IP-Adresse.

Weitere Informationen tber die Erstkonfiguration per CLI-Befehlszeile finden Sie im
Benutzerhandbuch. Das vorliegende Handbuch zum Linstieg beschreibt die Switch-
Erstkonfiguration mit dem Setup-Assistenten. Der Assistent konfiguriert den Switch wie folgt:

Einrichtung des anfinglichen uneingeschriinkten Benutzerkontos mit giiltigem Kennwort.
Der Assistent konfiguriert beim Setup ein uneingeschrinktes Benutzerkonto.

Moglichkeit fiir CLI-Login und HT'TP-Zugriff zur Verwendung der lokalen
Authentisierungseinstellungen.
Einrichtung der IP-Adresse fiir das Management-VLAN.

Einrichten des SNMP-Community-Strings fiir den SNMP-Manager an einer bestimmten IP-
Adresse. Sie kénnen diesen Schritt auslassen, wenn fiir den Switch kein SNMP-Management
verwendet wird.

Moglichkeit zum Festlegen der Management-Server-IP oder Zulassen von Management-
Zugriff von allen IP-Adressen.

Konfiguration der IP-Adresse des Standard-Gateways.

Beispielhafter Ablauf

In diesem Abschnitt ist eine Sitzung mit dem Easy-Setup-Assistenten beschrieben. Folgende
Werte werden in diesem Beispiel verwendet:

Der zu verwendende SNMP-Community-String lautet public

Die IP-Adresse des Netzwerk-Management-Systems lautet 192.168.2.1.

Der Benutzername lautet admin, und das Kennwort ist admin123.

Die IP-Adresse fiir das Management-VLAN lautet 192.168.2.1:255.255.255.0.
Das Standardgateway ist 0.0.0.0.

Handbuch zum Einstieg

93



www.dell.com | support.dell.com

99

Der Setup-Assistent konfiguriert die Anfangswerte wie oben definiert. Nach dem Abschliefen des
Assistenten ist der Switch wie folgt konfiguriert:

*  SNMPyl/2c ist aktiviert, und der Community-String ist eingerichtet wie oben definiert.
SNMPy3 ist standardmiBig deaktiviert.

*  Das admin-Benutzerkonto ist eingerichtet wie definiert.

*  Ein Netzwerk-Management-System ist konfiguriert. Von dieser Management-Station kénnen
Sie auf die SNMP-, HT'TP- und CLI-Schnittstelle zugreifen. Sie konnen auch festlegen, dass
diese Management-Schnittstellen von allen IP-Adressen zugiinglich sein sollen, indem Sie die
[P-Adresse (0.0.0.0) wihlen.

* LEine IP-Adresse ist fiir das Standard-Management-VLAN (1) konfiguriert.
* Line Standard-Gateway-Adresse ist konfiguriert.

g ANMERKUNG: Im folgenden Beispiel stehen die fiir den Benutzer méglichen Optionen in eckigen
Klammern [ ]. Der Standardwert ist gegebenenfalls in geschweiften Klammern {} angegeben. Wenn Sie
die <Eingabetaste> driicken, ohne eine Option gewahlt zu haben, akzeptieren Sie damit den
Standardwert. Hilfetexte sind in Klammern gesetzt.

Das folgende Beispiel enthilt eine Abfolge von Eingabeaufforderungen und Reaktionen im
Rahmen einer beispiclhaften Sitzung mit dem Dell Easy-Setup-Assistenten, wobel die oben
genannten Eingabewerte verwendet werden.

Nachdem der Switch den Einschaltselbsttest durchlaufen und den Startvorgang abgeschlossen hat,
wird der folgende Dialog angezeigt:

Unit 1 - Waiting to select management unit)>
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y
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Schritt 1:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation).

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User’s Guide.

To add a management station:
Please enter the SNMP community string to be used [public]:public

Q ANMERKUNG: Falls konfiguriert, ist die Standard-Zugriffsebene fiir die SNMP-Verwaltungs-
schnittstelle auf den héchstmoglichen Wert gesetzt. Anfénglich ist nur SNMPv1/2c aktiviert. SNMPv3 ist
deaktiviert, bis Sie zuriickkehren und den Sicherheitszugriff flir SNMPv3 konfigurieren
(z. B. engine ID, view etc.).

Please enter the IP address of the Management System (A.B.C.D) or
wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

Schritt 2:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin]:admin
Please enter the user password: *****tk*
Please reenter the user password: *****kk*
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Schritt 3:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

Schritt 4:

Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100

User Account setup = admin

Password = K K kkkkKkk*k

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0

Operation Mode = Normal

Schritt 5:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.
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Fortgeschrittene Konfiguration

Dieser Abschnitt enthilt zusammenfassende Informationen tiber hiufige Aufgaben, wie zum
Beispiel:
e Abrufen einer IP-Adresse von einem DHCP-Server

*  Sicherheitsverwaltung und Kennwortkonfiguration

Q ANMERKUNG: Detaillierte Informationen {iber alle CLI-Befehle, die fiir Switches der Reihen 8024 und
8024F M6348 zur Verfiigung stehen, finden Sie im CL/-Referenzhandbuch.

Abrufen einer IP-Adresse von einem DHCP-Server

Wenn eine IP-Adresse iiber das DHCP-Protokoll abgerufen wird, fungiert der Switch als DHCP-
Client.

Gehen Sie wie folgt vor, um eine IP-Adresse von einem DHCP-Server abzurufen:

1 Waihlen Sie einen beliebigen Port, und verbinden Sie diesen mit einem DHCP-Server oder
einem Subnetz, das tiber einen DHCP-Server verfiigt, um die IP-Adresse abzurufen.

E4 ANMERKUNG: Die Switch-Konfiguration muss nicht geldscht werden, um eine IP-Adresse fiir den
DHCP-Server abrufen zu kénnen.

2  Geben Sie die nachfolgenden Befehle ein, um den gewihlten Port fiir den Empfang der IP-
Adressen zu nutzen.

console#config
console (config) #ip address dhcp
Die IP-Adresse wird tiber die Schnittstelle automatisch empfangen.

3 Geben Sie an der Systemeingabeaufforderung den Befehl show ip interface wie im
nachfolgenden Beispiel gezeigt ein, um die IP-Adresse zu tiberpriifen.

consolef#show ip interface

Management Interface:

I S L ol Y = 10.240.4.125
Subnet MasK. .. vttt ittt i e i e 255.255.255.0
Default GateWay . v oottt teeeeeeeeeeeeeneeeeeennnns 10.240.4.1
Burned In MAC AddresSS. ... eeieeienneeeennns 00:10:18:82:04:35
Network Configuration Protocol Current..........eeeeee... DHCP
Management VILAN TD. .t it i ittt etneeeeeeeeeeeeeeenesaeeoeeenns 1

Handbuch zum Einstieg

97



www.dell.com | support.dell.com

98

Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

Sicherheitsverwaltung und Kennwortkonfiguration

Die Systemsicherheit wird iiber den so genannten AAA-Mechanismus (Authentifizierung,
Autorisierung und Accounting) realisiert, der eine Verwaltung der benutzerspezifischen
Zugriffsrechte, Privilegien und Management-Verfahren erméglicht. AAA greift hierbei auf lokale
und dezentral installierte Benutzerdatenbanken zuriick. Die Datenverschliisselung erfolgt iiber den
SSH-Mechanismus.

Das System wird ohne vorkonfiguriertes Standardkennwort ausgeliefert; simtliche Kennworter
werden benutzerseitig definiert. Falls ein benutzerdefiniertes Kennwort verloren geht, kann tiber
das Menti Boot (Systemstart) eine Prozedur zur Kennwortwiederherstellung aufgerufen werden.
Diese Prozedur, die am lokalen Terminal verfiigbar ist, bietet die Méglichkeit, von diesem Terminal
aus einmalig ohne Kennworteingabe auf den Switch zuzugreifen.

Konfigurieren von Sicherheitskennwartern

Fir folgende Dienste konnen Sicherheitskennwérter konfiguriert werden:

e Konsole
e Telnet

« SSH

e HTTP
e HTTPS

Q ANMERKUNG: Bei der Einrichtung eines Benutzernamens wird standardméRig die Prioritét 1 gesetzt
(d. h. einfacher Zugang ohne Konfigurationsrechte). Um Switch-Zugriffe mit Konfigurationsrechten zu
ermoglichen, muss ausdriicklich die Prioritat 15 festgelegt werden.
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Konfigurieren eines ersten Konsolenkennworts
Zum Konfigurieren eines ersten Konsolenkennworts geben Sie die folgenden Befehle ein:

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password secretl23

*  Wenn Sie sich erstmalig tiber eine Konsolensitzung bei einem Switch anmelden, geben Sie an
der Kennwort-Eingabeautforderung secret123 cin.

*  Wenn Sie einen Switch-Modus erstmalig von deaktiviert in aktiviert dndern, geben Sie an der
Kennwort-Fingabeaufforderung secret123 cin.

Konfigurieren eines ersten Telnet-Kennworts

Zum Konfigurieren eines ersten Telnet-Kennworts geben Sie die folgenden Befehle ein:
console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet
console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passl234

*  Wenn Sie sich erstmalig tiber eine Telnet-Sitzung bei einem Switch anmelden, geben Sie an
der Kennwort-Eingabeaufforderung pass1234 cin.

*  Wenn Sie einen Switch-Modus erstmalig von deaktiviert in aktiviert dndern, geben Sie
passl234 cin.

Konfigurieren eines ersten HTTP-Kennworts
Geben Sie die folgenden Befehle ein, um ein erstes HT'TP-Kennwort zu konfigurieren:

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15
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Konfigurieren eines ersten HTTPS-Kennworts
Zum Konfigurieren eines ersten H'TTPS-Kennworts geben Sie die folgenden Befehle ein:
console (config) #ip https authentication local

Q ANMERKUNG: Sie sollten bei jedem Upgrade (Installieren einer neuen Version) der Steuersoftware-
Anwendung auf dem Switch ein neues ,,crypto certificate” (Schliisselzertifikat) erzeugen.

Geben Sie die folgenden Befehle einmal ein, wenn Sie die Verwendung einer ITTTPS-Sitzung iiber
eine Konsolen-, Telnet- oder SSH-Sitzung konfigurieren.

E4 ANMERKUNG: Aktivieren Sie im Webbrowser SSL 2.0 (oder haher) fiir den anzuzeigenden Seiteninhalt.

console (config) #crypto certificate 1 generate

console (config) #ip https server

Q ANMERKUNG: Eine Nutzung der Dienste HTTP und HTTPS ist nur auf Zugriffsebene 15 sowie bei
direkter Anbindung an den Konfigurationszugang méglich.
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Switch-Verwaltung

Der Switch kann tiber die webbasierte Schnittstelle, die Befehlszeilenschnittstelle (CLI) oder per
SNMP verwaltet werden. Fiir die Verwaltung tiber einen Web-Browser oder per SNMP muss der
Switch eine [P-Adresse besitzen und von der Verwaltungsstation aus zuginglich sein. Die
Verwaltung des Switches iiber die Befehlszeilenschnittstelle (CLI) kann tiber eine direkte
Konsolenverbindung oder eine Fernverbindung per Telnet/SSH erfolgen.

Eine Anleitung zum Einrichten einer direkten Konsolenverbindung zur Befehlszeilenschnittstelle
finden Sic unter ,Verbinden des Terminals mit dem Switch* auf Seite 90. Uber den Easy-Setup-
Assistenten kénnen Sie die Erstkonfiguration durchfihren und den Fernverwaltungs-Zugriff
erlauben (siche ,,Durchfithren der Erstkonfiguration® auf Seite 93). Eine Anleitung zur
Konfiguration der Fernverwaltung tiber die Befehlszeilenschnittstelle finden Sie im
Benutzerhandbuch.

Verwalten des Switches iiber einen Webh-Browser

Starten der Anwendung
1 Offnen Sie einen Webbrowser.

2 Geben Sie die [P-Adresse des Switches (gemif Definition in der CLI) in der Adresszeile ein,
und driicken Sie die <Eingabetaste>.

Informationen tber die Zuweisung einer IP-Adresse zu einem Switch finden Sie unter
»Lrstkonfiguration® auf Seite 92.

3 Wenn das Fenster Login (Anmeldung) erscheint, geben Sie einen Benutzernamen und das
Kennwort ein.

E4 ANMERKUNG: Der Switch ist nicht mit einem Standardkennwort konfiguriert. Sie kénnen den Switch
ohne Kennworteingabe konfigurieren, wenn Sie {iber die Konsolenschnittstelle auf die CLI zugreifen.
Kennwarter sind alphanumerisch, und es wird zwischen GroR- und Kleinschreibung unterschieden.
Informationen zur Wiederbeschaffung eines verlorenen Kennworts finden Sie im Benutzerhandbuch.

4 Klicken Sie auf OK.
5 Die Startseite von Dell OpenManage Switch Administrator wird angezeigt.

Aufbau der Benutzeroberflache
Die Startseite enthilt folgende Felder:

e Strukturansicht — Sie befindet sich links auf der Startseite und bietet eine erweiterbare
Ansicht der Merkmale und ihrer Komponenten.

*  Geriteansicht — Sie befindet sich rechts auf der Startseite und wird u. a. fiir die Anzeige einer
Geriteansicht, eines Informations- oder Tabellenbereichs und/oder von
Konfigurationsanleitungen verwendet.
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Catatan, Pemberitahuan, dan Perhatian

Q CATATAN: CATATAN menunjukkan informasi penting yang membantu Anda untuk menggunakan komputer dengan
lebih baik.

o PEMBERITAHUAN: PEMBERITAHUAN menunjukkan kemungkinan kerusakan perangkat keras atau kehilangan
data dan memberitahu Anda cara menghindari masalah tersebut.

A PERHATIAN: PERHATIAN menunjukkan kemungkinan kerusakan barang, cedera tubuh, atau kematian.

Informasi dalam dokumen ini dapat berubah tanpa pemberitahuan.
© 2009 Dell Inc. Hak cipta dilindungi undang-undang.

Dilarang keras memperbanyak dengan cara apa pun tanpa izin tertulis dari Dell Inc.

Merek dagang yang digunakan dalam dokumen ini: Dell, logo DELL, dan PowerConnect adalah merek dagang dari Dell Inc.;
Microsoft dan Windows adalah merek dagang terdaftar dari Microsoft Corporation.

Merek dagang dan nama dagang lain mungkin digunakan dalam dokumen ini untuk merujuk ke pihak lain yang memiliki hak kekayaan
intelektual atas merek dan nama produk mereka. Dell Inc. tidak menyatakan kepentingan kepemilikan apa pun atas merek dagang dan
nama dagang selain miliknya sendiri.

Model PC8024 dan PC8024F

November 2009 No. Komp. X472K Rev. A02
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Instalasi

Dokumen ini menguraikan informasi dasar untuk menginstal, mengkonfigurasikan, dan
mengoperasikan sistem Dell™ PowerConnect™ 8024 dan 8024F. Untuk informasi lebih lanjut,
lihat Panduan Pengguna, yang tersedia pada CD Dokumentasi Pengguna, atau kunjungi situs web
Dukungan Dell di support.dell.com untuk update terbaru mengenai dokumentasi dan firmware.

Penyiapan Tempat
Switch PowerConnect 8024 dan 8024F dapat dipasang pada rak standar 48,26-cm (19-inci)
atau berdiri sendiri (pada permukaan yang rata) dan berfungsi sebagai switch terpisah.

Sebelum menginstal satu atau beberapa switch, pastikan bahwa lokasi penginstalan yang dipilih
memenuhi persyaratan tempat berikut:

*  Daya — Switch diinstal di dekat stopkontak 100-250 VAC, 50-60 Hz yang mudah diakses.

* Jarak ruang — Tersedia jarak ruang di depan dan belakang yang memadai untuk akses
operator. Sediakan jarak ruang untuk pengkabelan, koncksi daya, dan ventilasi.

*  Pengkabelan — Jalur pengkabelan diatur untuk menghindari sumber derau listrik seperti
pemancar/penerima radio, penguat siaran, jalur listrik, dan alat penerangan neon.

*  Ambien — Kisaran suhu pengoperasian ambien switch adalah 0 s/d 45°C (32 s/d 113°F)
pada kelembapan relatif hingga 95 persen, tanpa pengembunan.

Membuka Kemasan Switch

Isi Kemasan

Ketika membuka kemasan setiap switch, pastikan bahwa item berikut disertakan:
*  Satu switch PowerConnect
*  Dua kabel daya AC
¢ Satu kabel soket R]-45 ke DB9

*  Satu kit pemasangan rak untuk instalasi di rak (dua braket pemasangan, baut, dan mur
rangka)

*  Satu set alas karet berperekat untuk switch yang berdiri sendiri (empat alas disertakan)
*  Dokumentasi Pengguna
*  Panduan Pengaktifan

*  Panduan Informasi Produk

Panduan Pengaktifan
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Langkah Membuka Kemasan

Q CATATAN: Sebelum membuka kemasan switch, periksa kontainer dan segera laporkan jika terlihat
ada kerusakan.

1 Letakkan kontainer di permukaan yang bersih, rata dan potong semua tali pengikatnya.
2 Buka kontainer atau lepaskan tutup atas kontainer.

3 Dengan hati-hati keluarkan switch dari kontainer dan letakkan di permukaan yang kokoh

dan bersih.
4 Lepaskan semua bahan kemasan.

5 Periksa produk dan aksesori apakah ada kerusakan.

Memasang Switch
A PERHATIAN: Bacalah informasi keselamatan dalam Panduan Informasi Produk serta informasi
keselamatan untuk switch lain yang terhubung atau mendukung switch tersebut.

Kedua konektor daya AC terdapat di panel belakang switch.

Menginstal di Rak

A PERHATIAN: Jangan gunakan kit pemasangan rak untuk menggantungkan switch di bawah meja,
atau memasangnya ke dinding.

A PERHATIAN: Lepaskan semua kabel dari switch sebelum melanjutkan. Lepaskan semua alas
berperekat dari bagian bawah switch, jika belum terpasang.

A PERHATIAN: Apabila memasang beberapa switch ke rak, pasang swith mulai dari bawah ke atas.

1 Pasang braket pemasangan rak yang disertakan ke salah satu sisi switch, pastikan bahwa
lubang pemasangan pada switch tepat lurus dengan lubang pemasangan di braket
pemasangan rak. Gambar 1 menggambarkan lokasi pemasangan braket.
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Gambar 1. Memasang Braket

2 Masukkan baut yang disertakan ke lubang pemasangan rak lalu kencangkan dengan obeng.
3 Ulangi proses ini untuk braket pemasangan rak di sisi switch lainnya.

4 Masukkan switch ke dalam rak 48,26 cm (19 inci), pastikan bahwa lubang pemasangan rak
pada switch tepat lurus dengan lubang pemasangan di rak.

5 Kencangkan switch ke rak dengan baut rak atau mur rangka dan baut rangka dengan ring
(tergantung jenis rak yang Anda gunakan). Kencangkan baut di bagian bawah sebelum
mengencangkan baut di bagian atas.

o PEMBERITAHUAN: Pastikan bahwa lubang ventilasi tidak terhalang.
A PERHATIAN: Pastikan bahwa baut rak yang disertakan sesuai dengan lubang berulir pada rak.

Menginstal sebagai Saklar yang Berdiri Sendiri
o PEMBERITAHUAN: Kami sangat menyarankan untuk memasang switch di rak.

Instal switch di permukaan yang rata jika Anda tidak menginstalnya di rak. Permukaan tesebut
harus dapat menopang berat switch dan kabel switch. Switch disertai dengan empat alas karet
berperekat.

1 Pasang alat karet berperekat di setiap lokasi yang ditandai di bagian bawah switch.

2 Tempatkan switch di permukaan yang rata, dan pastikan ventilasi yang memadai dengan
menyisakan 5 cm (2 inci) di setiap sisi dan 13 em (5 inci) di belakang.
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Menghubungkan Switch ke Terminal
1 IHubungkan konektor DB9 pada kabel serial RJ-45-ke-DB9 ke terminal VI'100 atau komputer
yang menggunakan perangkat lunak emulasi terminal VT'100.

2 Sambungkan koncktor RJ-45 di ujung yang lain ke port RJ-45 atas di panel belakang switch.
Untuk informasi lebih lanjut tentang lokasi port konsol, lihat Gambar 3.

Menghubungkan Switch ke Catu Daya

A PERHATIAN: Bacalah informasi keselamatan dalam Panduan Informasi Produk serta informasi
keselamatan untuk switch lain yang terhubung atau mendukung switch tersebut.

Switch PowerConnect 8024 dan 8024F dilengkapi dua catu daya sebagai cadangan atau untuk
operasi berbagi-beban. Setiap catu daya dapat mendukung 300W. Gambar 2 menggambarkan
lokasi dua soket daya di panel belakang.

1 Hubungkan salah satu kabel daya AC yang disertakan ke salah satu konektor daya AC yang
terdapat di panel belakang.

2 Untuk menyediakan cadangan daya, sambungkan kabel daya AC kedua yang disertakan
ke konektor daya AC lainnya yang terdapat di panel belakang.

Q CATATAN: Jangan sambungkan kabel daya ke stopkontak AC yang ditanahkan pada saat ini.
Hubungkan switch ke sumber daya seperti diuraikan padalangkah yang diuraikan dalam "Mengaktifkan
dan Mengkonfigurasi Switch".

Gambar 2. Menghubungkan Kabel Daya
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Mengaktifkan dan Mengkonfigurasi Switch

Setelah menyelesaian semua sambungan eksternal, hubungkan terminal ke switch untuk
mengkonfigurasikan switch. Fungsi lanjutan tambahan diurakan dalam Panduan Pengguna yang
terdapat pada CD Dokumentasi Pengguna Anda.

Q CATATAN: Bacalah catatan rilis untuk produk ini sebelum melanjutkan. Anda dapat mendownload
catatan rilis dari situs web Dukungan Dell di support.dell.com.

Q CATATAN: Kami menyarankan Anda untuk mendapatkan dokumentasi pengguna versi terbaru dari situs
web Dukungan Dell di support.dell.com.

Menghubungkan Terminal ke Switch

Untuk memantau dan mengkonfigurasikan switch melalui konsol serial, gunakan port konsol
di bagian belakang switch untuk menghubungkan ke terminal VT'100 atau komputer yang
menggunakan perangkat lunak emulasi VI'100. Port konsol akan diterapkan sebagai konektor
peralatan terminal data (DTE).

Diperlukan berikut ini untuk menggunakan port konsol:

*  Terminal yang kompatibel dengan VI'100 atau sistem desktop atau portabel dengan port
serial, yang menggunakan perangkat lunak emulasi VT'100.

* Kabel serial (disertakan) dengan konektor RJ-45 untuk port konsol dan konektor DB9 untuk
terminal.

Lakukan langkah berikut ini untuk menghubungkan terminal ke port konsol switch:

1 Sambungkan konektor DB9 pada kabel serial ke terminal yang menggunakan perangkat lunak
emulasi VI'100.

2 Konfigurasikan perangkat lunak emulasi terminal sebagai berikut:

a  Pilih port serial yang sesuai (port serial 1 atau port serial 2) untuk menghubungkan
konsol.

b Atur kecepatan data ke 9600 baud.
¢ Atur format data ke § data bit, 1 stop bit, dan tanpa paritas.
d  Atur kontrol aliran ke none (tidak ada).

e Atur mode emulasi terminal ke VT'100.

f  Pilih tombol Terminal untuk tombol Fungsi, Panah, dan Ctrl. Pastikan bahwa pengaturan
ini adalah untuk tombol Terminal (bukan tombol Microsoft® Windows®).

Q CATATAN: Apabila menggunakan HyperTerminal dengan Microsoft Windows 2000, pastikan bahwa
Windows 2000 Service Pack 2 atau yang lebih baru telah diinstal. Dengan Windows 2000 Service Pack 2,
tombol panah akan berfungsi dengan benar pada emulasi VT100 HyperTerminal. Kunjungi
www.microsoft.com untuk informasi lebih lanjut tentang service pack Windows 2000.

Panduan Pengaktifan
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3

Hubungkan konektor RJ-45 pada kabel langsung ke port konsol pada switch. Port konsol
PowerConnect 8024 dan 8024F terdapat di panel belakang, di atas port out-of-band RJ-45,
seperti ditunjukkan pada Gambar 3.

Gambar 3. Menghubungkan ke Port Konsol

Port Konsol

2 s ) § o) e

Port RJ-45 di bawah port Konsol adalah untuk pengelolaan out-of-band.

Menghidupkan Switch

1
2
3
4

5

Pastikan bahwa port konsol switch terhubung ke terminal VI'100 atau simulator terminal
V100 melalui kabel soket RJ-45 ke DB9.

Temukan dua dua stopkontak listrik AC.

Nonaktifkan stopkontak listrik AC.

Sambungkan kedua catu daya switch ke stopkontak listrik AC.
Aktifkan stopkontak listrik AC.

Apabila daya dihidupkan dengan terminal lokal telah terhubung, switch akan melakukan swa-uji
saat dihidupkan (POST). POST dijalankan setiap kali switch diinisialisasi dan memerika
komponen perangkat keras untuk menentukan apakah switch berfungsi sepenuhnya sebelum
menyelesaikan booting. Jika POST mendeteksi masalah kritis, aliran program akan dihentikan. Jika
POST berhasil dilakukan, firmware yang valid akan dimuat ke RAM. Pesan POST ditampilkan pada
terminal dan menunjukkan apakah pengujian berhasil atau gagal. Proses boot dijalankan selama

kurang lebih 60 detik.

Panduan Pengaktifan



Konfigurasi Awal

4 CATATAN: Prosedur konfigurasi awal sederhana didasarkan pada asumsi berikut:

e  Switch PowerConnect belum pernah dikonfigurasikan sebelumnya dan pada kondisi yang
sama dengan saat Anda menerimanya.
e Switch PowerConnect berhasil dihidupkan.
*  Koneksi konsol akan dibuat dan prompt Wizard Penataan Mudah Dell ditampilkan pada layar
terminal VT100 atau terminal yang serupa.
Konfigurasi awal switch ditentukan melalui port konsol. Setelah konfigurasi awal, Anda dapat
mengelola switch dari port konsol yang telah terhubung atau dari jarak jauh melalui antarmuka
yang ditetapkan selama konfigurasi awal.

Q CATATAN: Switch tidak dikonfigurasikan dengan nama pengguna dan kata sandi default.

Q CATATAN: Semua pengaturan di bawah ini diperlukan untuk memungkinkan pengelolaan switch
dari jarak jauh melalui Telnet (klien Telnet) atau HTTP (browser Web).

Sebelum menata konfigurasi awal switch, dapatkan informasi berikut dari administrator jaringan
Anda:

*  Alamat IP yang akan ditetapkan ke VLAN pengelolaan.
*  Mask subnet IP untuk jaringan tersebut.
e Alamat IP gateway default VLAN pengelolaan.

Antarmuka Pengelolaan dan Antarmuka Out-of-Band

Panel depan switch PowerConnect 8024 dan 8024F dilengkapi beberapa port Ethernet
10-Gigabit untuk lalu lintas data. Selain itu, Anda dapat menggunakan salah satu port di panel
depan sebagai antarmuka pengelolaan in-band. Panel belakang dilengkapi port Ethernet Gigabit
untuk pengelolaan out-of-band (OOB). Port OOB terdapat di bawah port konsol.

Wizard Penataan Mudah Dell mengkonfigurasikan informasi jaringan untuk antarmuka
pengelolaan in-band. Untuk menggunakan antarmuka OOB untuk pengelolaan, gunakan
Antarmuka Baris Perintah (CLI) untuk mengkonfigurasi informasi jaringan. Anda dapat
menetapkan alamat dan mask subnet IP statis atau mengaktitkan DCHP dan membolehkan
server DCHP untuk menetapkan informasi tersebut secara otomatis.

Q CATATAN: DCHP dapat diaktifkan pada antarmuka pengelolaan atau antarmuka 00B, tetapi tidak
keduanya. DCHP diaktifkan secara default pada antarmuka pengelolaan. Untuk menggunakan DHCP
pada antarmuka 00B, Anda harus menonaktifkannya terlebih dahulu pada antarmuka pengelolaan
kemudian mengaktifkannya pada antarmuka 00B.

Lihat Panduan Referensi CLI PowerConnect 8024 dan 8024F untuk informasi tentang perintah

yang digunakan untuk mengkonfigurasikan antarmuka OOB.

Panduan Pengaktifan
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Prosedur Konfigurasi Awal

Anda dapat menetapkan konfigurasi awal menggunakan Wizard Penataan Mudah Dell, atau
dengan menggunakan Antarmuka Baris Perintah (CLI). Wizard Penataan dijalankan secara
otomatis apabila file konfigurasi switch kosong. Anda dapat keluar dari wizard sewaktu-waktu
dengan menekan [ctrl+z], namun semua pengaturan yang ditetapkan akan dibuang (switch
akan menggunakan nilai default).

Q CATATAN: Jika Anda tidak menjalankan Wizard Penataan Mudah atau tidak menanggapi prompt Wizard

Penataan Mudah dalam 60 detik, switch akan beralih ke mode CLI. Jika switch terhubung ke jaringan
melalui antarmuka pengelolaan saat Anda menghidupkannya untuk pertama kali, switch akan berupaya
untuk mendapatkan alamat IP dari server DCHP. Jika tidak ada server DCHp yang menanggapi
permintaan tersebut dalam 50 detik, switch akan menggunakan 192.168.2.1 sebagai alamat IP default
pada VLAN pengelolaan. Untuk melihat alamat IP antarmuka pengelolaan, masukkan perintah enable
untuk masuk ke mode Privileged EXEC, kemudian masukkan show ip interface
management. Tidak ada alamat IP default untuk antarmuka 00B.

Untuk informasi lebih lanjut tentang konfigurasi awal CLI lihat Panduan Pengguna. Panduan
Pengaktifan ini menjelaskan cara menggunakan Wizard Penataan untuk konfigurasi awal switch.
Wizard akan menata konfigurasi berikut ini pada switch:

Menetapkan account awal pengguna khusus dengan kata sandi yang valid. Wizard akan
mengkonfigurasikan satu account pengguna khusus selama penataaan.

Mengaktifkan login CLI dan akses HT'TP untuk hanya menggunakan pengaturan autentikasi
lokal.

Menetapkan alamat IP untuk VLAN pengelolaan.

Menetapkan string komunitas SNMP yang akan digunakan oleh pengatur SNMP di alamat IP
tertentu. Anda dapat memilih untuk melompati langkah ini jika pengelolaan SNMP tidak
digunakan untuk switch ini.

Membolehkan Anda untuk menetapkan IP server pengelolaan atau mengizinkan akses
pengelolaan dari semua alamat [P

Mengkonfigurasikan alamat IP gateway default.

Sesi Contoh

Bagian ini menguraikan sesi Wizard Penataan Mudah. Nilai-nilai berikut digunakan dalam sesi
contoh ini:

String komunitas SNMP yang akan digunakan adalah public

Alamat IP sistem pengelolaan jaringan adalah 192.168.2.1.

Nama pengguna adalah admin, dengan kata sandi admin123.

Alamat IP untuk VLAN pengelolaan adalah 192.168.2.1:255.255.255.0.
Gateway default adalah 0.0.0.0.
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Wizard penataan mengkonfigurasi nilai-nilai awal seperti diuraikan di atas. Setelah Anda
menyelesaikan wizard, switch akan dikonfigurasikan sebagai berikut:

*  SNMPyl/2¢ diaktifkan dan string komunitas ditetapkan seperti diuraikan di atas. SNMPv3
dinonaktifkan secara default.
*  Account pengguna admin dibuat seperti diuraikan.

*  Sistem pengelolaan jaringan dikonfigurasikan. Dari stasiun pengelolaan ini, Anda dapat
mengakses antarmuka SNMP, HT'TP, dan CLI. Anda juga dapat memilih untuk
membolehkan semua alamat IP untuk mengakses antarmuka pengelolaan dengan memilih
alamat IP (0.0.0.0).

e Alamat IP dikonfigurasikan untuk VLAN pengelolaan default (1).
*  Alamat gateway default dikonfigurasikan.

g CATATAN: Dalam contoh di bawah ini, opsi pengguna yang mungkin ditunjukkan dalam []. Demikian
pula, bila memungkinkan, nilai default dinyatakan dalam { }. Jika Anda menekan <Enter> tanpa ada opsi
yang ditetapkan, nilai default akan diterima. Teks bantuan tersedia dalam tanda kurung.

Contoh berikut ini berisi urutan prompt dan tanggapan yang terkait dengan menjalankan sesi
contoh Wizard Penataan Mudah Dell, dengan menggunakan nilai input yang terdaftar di atas.

Setelah switch menyelesaitkan POST dan dihidupkan, dialog berikut ini ditampilkan:

Unit 1 - Waiting to select management unit)>
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y

Panduan Pengaktifan
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Langkah 1:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation).

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User’s Guide.

To add a management station:
Please enter the SNMP community string to be used [public]:public

Q CATATAN: Jika dikonfigurasikan, level akses default akan diatur ke akses yang tertinggi untuk
antarmuka pengelolaan SNMP. Pada awalnya hanya SNMPv1/2¢ yang akan diaktifkan. SNMPv3
dinonaktifkan sampai Anda kembali untuk mengkonfigurasikan akses keamanan untuk SNMPv3
(mis. ID mesin, tampilan, dll.).

Please enter the IP address of the Management System (A.B.C.D) or
wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

Langkah 2:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin]:admin
Please enter the user password: *****d*k*
Please reenter the user password: *****kk*
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Langkah 3:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

Langkah 4:

Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100

User Account setup = admin

Password = K Kk kKkkkKkKk*k

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0

Operation Mode = Normal

Langkah 5:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.

Panduan Pengaktifan
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Konfigurasi Lanjutan

Bagian ini berisi ringkasan informasi tentang tugas umum seperti:
*  Mengambil Alamat IP Dari Server DCIIP
*  Pengelolaan Keamanan dan Konfigurasi Kata Sandi

Q CATATAN: Untuk informasi terperinci mengenai semua perintah CLI yang tersedia untuk switch 8024
dan 8024F M6348, lihat Panduan Referensi CLI.

Mengambil Alamat IP Dari Server DCHP

Apabila menggunakan protokol DHCP untuk mengambil alamat IP, switch akan bertindak sebagai
klien DHCP,

Untuk mengambil alamat IP dari server DHCP, lakukan langkah-langkah berikut:

1 Pilih dan hubungkan salah satu port ke server DHCP atau ke subnet yang berisi server DHCP,
untuk mengambil alamat [P

Q CATATAN: Anda tidak perlu menghapus konfigurasi switch untuk mengambil alamat IP untuk server
DHCP.

2 Masukkan perintah berikut untuk menggunakan port yang dipilih untuk menerima alamat IP.

consoletf#config
console (config) #ip address dhcp
Antarmuka akan menerima alamat IP secara otomatis.

3 Untuk memverifikasi alamat IP, masukkan perintah show ip interface pada prompt sistem
seperti ditunjukkan dalam contoh berikut.

console#show ip interface

Management Interface:

I S L o Y I 10.240.4.125
Subnet MasK. ...ttt ittt i i e 255.255.255.0
Defaultl GateWay ... e oo ettt eeeeeeeeneeeeeeneeenennns 10.240.4.1
Burned In MAC AddresSS....uueetiiieennnneennnns 00:10:18:82:04:35
Network Configuration Protocol Current..........eeeeee.o.. DHCP
Management VILAN TD. i i it i it inteeeeeeeeeeeeeeeeeeesneesaeneens 1
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Pengelolaan Keamanan dan Konfigurasi Kata Sandi

Routing Interfaces:

Interface IP Address

Netdir Multi
Bcast CastFwd

vlanl 192.168.10.

vlan2 0.0.0.0
loopback2 0.0.0.0

255.255.255.0

Disable Disable
Enable Disable

Disable Disable

Keamanan sistem ditangani melalui mekanisme AAA (Autentikasi, Autorisasi, dan Akuntansi) yang
mengelola hak akses, level akses, dan metode pengelolaan pengguna. AAA menggunakan basis data
pengguna lokal dan jarak jauh. Enkripsi data ditangani melalui mekanisme SSH.

Sistem dikirimkan tanpa kata sandi default yang dikonfigurasikan, semua kata sandi ditetapkan
oleh pengguna. Jika kata sandi yang ditetapkan pengguna hilang, prosedur pemulihan kata sandi
dapat dijalankan dari menu Boot. Prosedur ini hanya berlaku untuk terminal lokal dan
memungkinkan akses satu kali ke switch dari terminal lokal tanpa memasukkan kata sandi.

Mengkonfigurasi Kata Sandi Keamanan

Kata sandi keamanan dapat dikonfigurasikan untuk layanan berikut:

Konsol
Telnet
SSH
HTTP
HTTPS

CATATAN: Apabila membuat nama pengugna, prioritas default adalah "1", yang memungkinkan akses
tetapi tanpa hak konfigurasi. Priritas "15" harus ditetapkan untuk memungkinkan akses dan hak

konfigurasi ke switch.

Panduan Pengaktifan
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Mengkonfigurasikan Kata Sandi Awal Konsol

Untuk mengkonfigurasikan kata sandi awal konsol, masukkan perintah berikut:

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password secretl23

*  Pada saat login ke switch untuk pertama kalinya melalui sesi konsol, masukkan secret123
pada prompt kata sandi.

*  Ketika mengalihkan mode switch ke enable, masukkan secret123 pada prompt kata sandi.

Mengkonfigurasikan Kata Sandi Awal Telnet
Untuk mengkonfigurasikan kata sandi awal Telnet, masukkan perintah berikut:

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password passl234

*  Pada saat login ke switch untuk pertama kalinya melalui sesi Telnet, masukkan pass1234
pada prompt kata sandi.

*  Ketika mengalihkan mode switch ke enable, masukkan pass1234.

Mengkonfigurasikan Kata Sandi Awal HTTP
Untuk mengkonfigurasikan kata sandi awal HT'TP, masukkan perintah berikut:

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15
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Mengkonfigurasikan Kata Sandi Awal HTTPS
Untuk mengkonfigurasikan kata sandi awal HT'TPS, masukkan perintah berikut:
console (config) #ip https authentication local

Q CATATAN: Anda harus membuat sertifikat crypto baru setiap kali melakukan upgrade (menginstal versi
baru) aplikasi perangkat lunak kontrol pada switch.

Masukkan perintah berikut satu kali ketika mengkonfigurasikan untuk menggunakan sesi HT'TPS
melalui konsol, Telnet, atau sesi SSH.

Q CATATAN: Pada browser Web aktifkan SSL 2.0 atau yang lebih tinggi untuk menampilkan konten
halaman.

console (confiqg) #crypto certificate 1 generate
console (confiqg) #ip https server

% CATATAN: Layanan Http dan Https memerlukan akses level 15 dan menghubungkan langsung ke akses
level konfigurasi.

Panduan Pengaktifan
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Mengelola Switch

Anda dapat mengelola switch dengan menggunakan antarmuka berbasis Web, antarmuka baris
perintah (CLI), atau SNMP. Untuk mengelola switch dengan menggunakan browser Web atau
SNMP, switch harus memiliki alamat IP, dan harus dapat diakses dari stasiun pengelolaan. Untuk
mengelola switch dengan menggunakan CLI, Anda dapat menggunakan koneksi langsung konsol
atau koneksi jarak jauh Telnet/SSH.

Untuk membuat koneksi langsung konsol ke CLI, lihat "Menghubungkan Terminal ke Switch" di
halaman 111. Anda dapat Menggunakan Wizard Penataan Mudah untuk menetapkan konfigurasi
awal yang memungkinkan akses pengelolaan jarak jauh (lihat "Prosedur Konfigurasi Awal" di
halaman 114). Untuk petunjuk tentang cara mengkonfigurasi pengelolaan jarak jauh menggunakan
CLI, rujuk ke Panduan Pengguna.

Menggunakan Browser Web untuk Mengelola Switch

Memulai Aplikasi
1 Membuka browser web

2 Masukkan alamat IP Switch (seperti ditetapkan dalam CLI) di bilah alamat lalu tekan
<Enter>.

Untuk informasi tentang cara menetapkan alamat IP ke switch, lihat "Konfigurasi Awal" di
halaman 113.

3 Ketika jendela Login ditampilkan, masukkan nama pengguna dan kata sandi.

Q CATATAN: Switch tidak dikonfigurasikan dengan kata sandi default, dan Anda dapat
mengkonfigurasikan switch tanpa kata sandi bila Anda menghubungkan ke CLI dengan menggunakan
port konsol. Kata sandi dapat terdiri dari huruf dan angka dan huruf kecil/besar harus tepat sama. Untuk
informasi tentang cara memulihkan kata sandi yang hilang, lihat Panduan Pengguna.

4 Klik OK.
5 IHomepage Dell OpenManage Switch Administrator ditampilkan.

Memahami Antarmuka
Homepage terdiri dari tampilan berikut:

*  Tampilan struktur — Terletak di sebelah kiri homepage, tampilan struktur berisi daftar fitur
dan komponennya yang dapat diperluas.

*  Tampilan perangkat — Terletak di sebelah kanan homepage, tampilan perangkat digunakan
untuk menampilkan misalnya tampilan perangkat, area informasi atau tabel, dan/atau
petunjuk konfigurasi.

Panduan Pengaktifan



Dell™ PowerConnect™
8024/8024F R A v F

(XU

E£5°)L PC8024/PC8024F

www.dell.com | support.dell.com



II %\\ |=| n

Q AE I OAVELI—SEFERTTRLHODEERIEREHBLTNET,

Oii%:/\—FvIT@ia ST —FDERDAEEEERL. TORKRERB T S/-HDAHEEHAL
"C(,\iﬁ'

/N B% : ymEE. 35, ELERCORAELIAEENSE-EERLTOET,

AEDABIFEBRSEETESINDICEDLHDET,
©2009 GNTOHDEVEHE Dell Inc. ICHDFET

Dell Inc. DEHEICKDHFIDRNERIT, NORDFEREICENTEREICELSNTNET,

AZ(CEBEINTUNBBIZ © Dell, DELL O3, KU PowerConnect & Dell Inc. DEFZETY, Microsoft i) Windows [
Microsoft Corporation DEFEIE T,

BIEEZIIROIENETRIT DBEARERICHICZOMOBERIVHAZMEBSINTNBTENBDET, ZNS5DE
BOEMEIE. —8) Dell Inc. [CIRBIBDEDTEIHDFE A,
E5°)L PC8024/PC8024F

200911 A P/N X472K Rev. A02



=P

BB
BREBIBFRD®EEM . . . . 127
RAFORME . ... 127
I T = D D . ot 127
BTN, . .o 128
RAYFDERE . . . . 128
T T AN R .« e e et e 128
MM EIDRA v TFELTDERE .. 129
—SFIADIES . . 129
EBIEADIES:. . . . 130
AA y FDICENEERTE
—SFIERAYTFOES . . . . 131
RAYFORE) . . . ... 132
VIHBERTE . . . . . . 133
EBA VY TI—REBENA Y T—R 133
R EDFIR. . . 134
B Iy S T 134
SEMIERTE . . . . . . 138
DHCP H—N—DSDIP7 RV ADHAHEL oo 138
TF AT ABEBENSRT—ROBE oo 139
Ay FOER
Web 7S5 UYEERALERSMIYFOER . . . . ... ... ... .. 142
T TUT = a ORBE) .o 142
AT T T —RADEEE 142

| 125



126



S

AZTIE. Dell™ PowerConnect™ 8024/8024F 3 25 ADEBE. HBE. BIEOEKICDL)
TEBBLTUVE T, SEBICDUVTIE. [User Documentation CDJ [CIEESNTWND 21—
HP—TH1 R ZB8RUTLIESN, Y227 ETP—ADTTPOP Y TT— LRI
FIVH N — A | support.dell.com TAFTEHT,

REBFRDElE

PowerConnect 8024/8024F X+ v FIE. 1ZEMD 19 1 F (48.26 cm) S DICERDY
(TN, FEEFESBTAICZOTFIEREL TCRYY ROV vFELUTER
TEFET,

A wFERBEIDEIC, REBBANMUTNOBHEZRBZL TCNDCEEZERLET,
e BE — XM YFOERT—TILHBLEENRNIC AC100~ 250V, 50/60 Hz DIVt
DANVAN TR

* VTSR —BIRICIHFRCHDBZEEN DD, 7—TIVER. ERER. SIURE
SADZEBEZERL TIIES0,

o =7 )VEER — TR, BIERDEIESS. ENIR. HITIRDYOBEESENERH
A ADREFRERITT, T—=TIDEHESNTND.

o RIREH — }FSORBEREOEHEIL 0 ~ 45 C BXHEE 95 /\—Y MR THEE
O2ANAN

A1y F DR

Ny T—DAR
214y FOMSZEHRE. UTOBRBHIHI > TNDCEZ®ERLE T,
e PowerConnect 21 vF 18
c ACERT—-JIL2K
* RJ-45-t0-DBI9 XRXT—T)L 1K
. 51%)9%2@19‘(7:\:& == (DRI TSTy bl MILE BREKOT—IF vy RO
2
s MDA yvFELTBEIOBEDHEITL/Ny F—H (4 @)
* [User Documentation CDJ
+ [REC®IC]
¢ [REBERAA R
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FHE D FIE

E4 AT BRI IHICHEERANT. BENHBBAEF. TICTHE LS,

1 BEZEINLCESRBAICESE. BEMDODTNDINTDR S Y TEPDFT,
2 FBEREITDIND. BOLEEERDALET,

3 Ay FEBNOEEICROEL, RETREINLBAICBEZEI.

4 INTCOWSBMZRDIFEET,

5 HREPTEYUICEBENRNDRIBELET,

A1y FDHRE
/\ B&: IRRESHS K] ORSBE. BLURS v FICEETS. FLERSyFEY
K= FTBZDMDRS v FICAT IR BRESBFA XL,

2 DD ACERIRDPEIER/INRIVICHNZFET,

Sy I ADHRE
EE Sy sMURITFy FEFERALTRA v FET—TIPONDOTFTICARDS FIF2RETHR
BLEY., BICRYMIFEYLENTSEZL,
Z4& D ROFIBEICEDHIC. TRTOT—TIVERAyFHORUALET, A1 vy FOE
EICHEE /Ny REMYFIFShTVSIESE. TRTHHSLET.
L SYyIICEBDRM yFERBTSIBE13. THOLOMEICRYFIFET.

1 21 Y FORDEFNRES Yy VRDIFTTST v FORDGIFREEHE. [FBD
Sy ORDITIITST Y b ERAC yFORBICERDSITET, T35 v FOERDYT
&ld. 1-1 ZsRUTLIEE0),

B1 737y bOBmYFF
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2 WEOMILEZES Yy IOBRDMIFRICIHEALT RS /N THONITET,

3 COFIRZEORUT, SYIRDNITISTY &Ly FOESI—FHSDORABICE
BROPITET,

4 21 YFOSYIRDETNRES v ODBRDNITIOUEZRAZAT. X1 vF& 19
1YF (4826 cm) DSV DICHALIT,

5 SyIOMILEDN BT —I Ty bEDY Y —REDT—-ITF v FRILE (S
DDEFEICKD) ZFEARLT A1 yFaSvIICEELET. ML EIRASEIC
fHHEI

Q HE: BRASIEHSN TN LERBLET,
EE  HBDOSYIRIIDS Y IDRIRICAES L £HBLET.

WMITBDRA vy FELTORHRE
Q@ B RAVFESVICRUNITEIEER BEDLET.
Sy OZEFERAULZNESIE. ES5BIBICHEBELTLEEN, R4 vyFET—TILOE
EEXZBCENTERENTHICENRIUTY, A1 v FICIFHESTL/ Y R 4
BEMESNTNET,

1 21 yFEABONMINTNBZNZNOBAAIC. &Ny REBEDHITET,

2 AAYFEESTAICESE. £Ta@AIC 5cm EBAIC 13 cn DIREEZRIT OES =
ERLUET,

— I FILADIESE

1 RJ-45-t0-DB9 ¥/ J )L =)L DB9 IR ZE VTI00 §—ZF)UIC. FEIE
VT1I00 9 —FI)IIZalb—ya VI oz PEEGFTLTNDBIVE 2 —YICER:
LEI,

2 ES5—FOiHO RI-45 ARDIIERA v FOBEBE/\RIVICHD—F LD RI-45 IK—
CEHFLET. DIV —IUIR—FDRIBOFMIC DT, B 1-3Z8RLTLES
Uy,
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TR DEL:

/\ 2% IRRESHS K] ORSBE. BLURS v FICEETS. LR yFEY
K= FFBEDMDRS v FICHT 2RSBRESHH X1,

PowerConnect 8024/8024F 2 v FIC(d. MERUESRFDMDIEHICERI Y FH' 2
EBRHESINTNED, HHEEBSDEEIZ Y +E 300W T, 5@/ \RIVICHD 2D
DERVT v FDONIEIL. B 1-2 Z3RBRUL TS,
1 HBDOACERT—TILD 1 REEBE/\RILD ACERIRDIID 1 DICEHFRLUET,
2 MEEREHHBIDICIE. MEDACERT—TILD 2 ABESE/\RILOES—T5
DACERIRDYICEHELET,
Ei AE:COBKTER. BRI—TJIVE7—RENLACEEI Y MCELBHELRNT
KEEW, TRAYFORMEBRE] ICHBENTNBFIBECHL, R4 v FEERICELS
LETY.

B2 BRI —TIOEE
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=JL ==
AM1 Yy FDEHHERTE
INTONEEHEDFT T YI—IFIERA v FICEHELU TR vy FOREZTET,
EHAB/SHEBEIC DUV T, [User Documentation CDJ [CIRERSNTWD [A—Y'—ZHv
R CERBBD DD ET,

Q AE I LUTOFIEERTTBRICABBOY -/ —hEBHEHALEZIWN, U=/ —
Md. FILHR— YA b supportdel.com H 54U O—RTEET,

B4 A& :1—F—<Za7E FILYR— RS A b supportdel.com i SBFF/N— 3> & A
FENBELO5BEDLET,

~—y
—ZFIVERASL Y FDIES:
JUPILIVVI=IUEBATRA v FOEREREZTDOICIE. 1 yFEBOIVY =)L
N—FZEFEALT, VT1I00 9 —IF)UIC, FEREVTI009—IFI)IVIZIal—y3avvD
FOTPERGTLUTCNBIVE AP RS v FEEHLET, JVY—ILIR—FKE. T—
NimAEE (DTE) DIRIFELTERESNTNZET,

IV —)UiN— FEEARIBEOICUERTEDIUTOERNTY,

e VT100 B ADSY—ZF ). FEEVTI00 59— IZab—Yy3aVVI DI P%E
RIFLUTNDB. YUPIUIR=EDERBSNET RO by TEREE/ —T v o3y
Ea1—4~

o DIVVY—I)UIR—FB®RIA5 IRDY, BXROY—IF)VABOD DB IRDVIZERBAIE
HBOYUPIVT—=TIL 1A

A VFOIVI=)UIN=FICH—IFIVEEFKITDICIE. UTOFIEZRITUET.

1 YUPIT—=TI)LD DBY DRI ZEVTIO0 N —IF)IIZab—y3avyvIyJ+oxz P
EERTUTNBRY—IFI)VICEHELUET,

2 H—IF)NIZIal—Y3aVIILIDTPEMUROLDITHELET,

a JIYV—)UICEHIDBURYIPIUN=FEBRUET (YUPIUIR—F1F

IR ILIR— 2),

F—AREZ% 9600 h—ICHBELFET,

F=AERE, T—HEV L8 AbvTEY 1, NUFTARUICERELET,

JO0—#EHZERUICERELET,

e N—SIFI)IIZIaL—Y3IVE—REVTI00I(CEELZET,

f  Function, Arrow, and Ctrl keys (D 723>, KEH, &KU Ctrl ) [C

Terminal keys (9 —3I7F)ILF—) BRELET, RED Microsoft® Windows®
keys TI372< Terminal keys [C72 > CWBDC E&ZERLE T,

o=

a O
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E4 +E : Microsoft Windows 2000 T/\ A /X—% — 2 F)L & {EMA T HHE($. Windows 2000 Service

Pack2 £/ EFNLUEDN—2 3 0 WA VA P=ILENTWSZ EEZHERL TS EZ,
Windows 2000 Service Pack2 Z{EFfA 45 &, NA/N—F—ZFI)ILOVTI0ZZa2L— 3T
KENF—AE U< #EEL £ 9, Windows 2000 DY —E X/Sy 2 DFEMBIZ DTl
www.microsoft.com ZSB L T 20,

T—=TIVD RI-A5 IRDIERA vFD IV —)UIN—~TEHELUET,
PowerConnect 8024/8024F O\ —)UIN— (&, B@®/\RILD RI-45 FiFHNR— ~D
FEHODFET (M 1-3 238,

3 AYY—IR— bADEE

1

2
3
4
5

D_

aYy—JbiR—hk

i s] |f 's] §f @ S5 '
IV —)UIN— DO RICH D RI-45 Th— . BIENEIETT,

A1y FDICE)

24y FDIVY—)UIR— D RI-45-t0-DB9 X T —TJ)L T VT100 ¥ —F)LFEZ
[FVT100 9 —IF I IIaU—FICEHSINTNDCEZERLET,

2 DD ACERVT Y FOMBZERLUET,

ACERVT v FaFDICLET,

A1V FOERI_Y bEEB5E ACYT v MMTERUET,

ACERVT v FDEBRZANET,

AE =TIV EERUICIRETERZANDE. X1 v FIERRAKBODBESZ]

(POST) ZXfTUE T, POST [FR A1 v FDHMEHMEDIEVICRITSN. TEICHKENT DAIIC
N=BEDITPIVR—RYETALLT, Ay FHOERBCAMFIDCCERRBLIT,
SATEEMRESINDE, TOTSADIO—NEFDFT, POSTAERICTTID

C\

BT 7 —AD T PN RAM [CRAMAFNE T, TRADERICT T UEDKBUEE

NZEFSED POST Xy 2—I N —IF)VICKRTSNE T, EIRILK) 60 TR T L
ig—o
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Ed AE:BasusnEo/OtRE. UTEFHRICRTENET,
e PowerConnect A4 v FMINETHRESNALZENEL, TIHEHFBOKEDEELETH
52 &,
e PowerConnect A v FWIEE(CEEIL TS &,
o AV —IADQEHHSHEILTNT, VTI005 —I )L (FEEAZEDTF/NAR) OEE
[Z Dell Easy Setup Wizard D 70O > 7 b BSRRENBZ &,
21y FONERER>IDI VY —IUIR—FZENLUTHINET, DERENT T INE. I TIC
BFSNTNRIVY—IUIR= D5, FERDERERICERLZT VYT T —REN
LTUE—FT, RAVFEBEIDICENTEET,
B A€ XA vFEF 74N DA—Y—RENRRT— REFERLTRESNTOE A
E4d #E :Telnet (Telnet# >4 7> 1) £/EHTTP (Web 75 94) BB TR vF &) E—
FEETHICIE. UTOTRTOERENVHETT,
21y FONEEREZTORIIC,. Ry FDO—DBEBENSMUTDBHREAFLTIZSN,
o BEVLAN [CEIDHTDIP PRLUXZA,
* RYED=DDIPYIRY RV,
e BIEVIANT IR T—=FDTADIPPERUZA,

EBA S -REFEAN 9712

PowerConnect 8024/8024F 2+ v FORIB/\RIVICIEZ. T—=F +S5T v v IRBICEHD
10 FAEY b1 =Ry FIR=EDBHDET ., 2. 518/ \RILDEDR— ~EFER
BB VAT —REUVUTHEATEIT ., @/ \RIVICIE. FiEH (00B) BEIERDF
HEY b —PRy bIR— OBV FE T, 00B R— ~IIVYV—JUIN— FDRICHD
x9.

Dell Easy Setup Wizard [CK D, TIHABERES VAT T —RADRY ~D—DEHRNER
ESNFET, O0B 1 VAT T —REEEABICHEAIDICIE. IVIESA AU
Jr—2X (CL) ZFEALTRY RO —DBEREZRELEI. #0IP PRUREYTRY
FVYRDZRET DN, X/2lE DHCP ZBRIC LT DHCP H—/N\—1H'BENICIEREE!
NHTRDCENTEDRDICITDIENDDZET,

E4 A€ :DHCPIIEBAL S 71— RLEEAF 0B AV H 71— REDELSTHHEMICTE
£IM. MATRAKICEMNICT S LETEERA DHCP L. T 74V M TIIEEBS S
TJ1—RLETEMHRESNTNWET, 00BA 4712 —RXRETDHCP 2EAT 512X, £
EEBA YT —ALETEMLTHS, 0BA Y7 —RETHEMILET.
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OOB 1 VA 1 —AMHBREICEAITDIVY RICDU\TIE. [PowerConnect 8024 and
8024F CLI Reference Guide)] (PowerConnect 8024/8024F CLI UD » L Y21 R) &
SBRLUTIEE0,

HNHAER E D FIE

#DHAEREIE. Dell Easy Setup Wizard E/213 CLI (OAVY RSA Y1 YF T —R) =EA
LTEALET, RAYFDRET 7 1IVHZEDRE., Ly P v TD 5 —REEFNIC
EBLET, D= RE Cri+Z ZIBEENDTERTTEEIN, RELLBRIEIIN
THREINZT (T I2/LMENMERSNZT),

E4 #E : Easy Setup Wizard £ 217 L2 L \MBA. F /(3 Easy Setup Wizard D#EAZ 0> 7 I 60
BLURIZIEELRWMEE. R4 v F(ECLUE—RICAVET., MIOTEREANIZEEICRA v
FINEBA VH T —ABHATRY M= [EHFEINTWIEE, XA v F (L DHCP ¥ —
N=DSIP7RLVRZEZEREBLELSELET, S0MLIAICERIZSET S DHCP Y —/N\—»/
WMEE. RS v FIFEBVIANOT 74V MIP7 RLRELT1921682.1 Z#ERLET., EE
AT 1—ADIPT7 RV RERRT BIZIE enable A7 RE AN L THIE EXEC E—
RICAY, &XIZCshow ip interface management EANILET.00BA 97 1—X
ZTF7AIBIPT7 RLREHYEHA,

CLl Z{EAT DMHREDFEMCDNTIE, [A—Y -~ Rl Z28RLTIIZE0, &

ETIE. R v FOMRECEY P YT« T —REBAIDFEICDONTHRIBLT

NWET, D= RICKD. R0 YFICUTRDEREMTONET,

o BN RD—RHARESNCADHEL - - PN Y RHRESNZ T, Ly
PwTIPIC 1 DOBEI—T PNV FHERESNET,

s CLUOJAYEHTIP PO ELRICK > TO—NILSREEEDREDHNMEATEDLDICE
NI,

¢« BIEVLAN D IP 7 RURDBRESNFK T,

* SNMP VR—IpDPIRED IP P FURATEAI S SNMP I =5 1+ U VITNEER
ESNFET, CORAA vFIC SNMP EEZEALRNEEE. COFIBZBIBLTHE
NFEE A,

o INTDIP PRUZNSEEBY—/\— IP DIBEDEEP DV CADHFIHNTEDLD
CIZRDFT,

o TIAIKT—EDIADIP P RUANBRESNZT,

gty ary
AIBTIZL, Easy Setup Wizard Dt2v Y3 VICDNWTHIBELEI, VY TILEvY3 VT
[F. UTDEMERSNTNET,

o BASNDSNMP X1 ="« X UYL public

e Ry RD—DEBYIFTADIPPRLURIF 192.168.2.1 TT,

o IA—t—2(dadmin., /X210 — R(J admin123 TY,

e TIEBVLANDIP PRURIZE, 192.168.2.1:255.255.255.0 CJ,
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e FIOAIKT—FDxAlE0.0.0.0TY,

MEABII LEEDKDICHRESNT T, D P—FREaRTITDE. X1 Y FRUTFTDOLDICHE
ESNnZd,

* SNMPVIR2c HERMICIZD, IZa =71 AFJVITBFLEEDKDICERESINTET,
SNMPv3 (35D 7 )L R TERTY,

e BEIA-Y-7NIOYVRIEEDOERDICERESINET,

e RYNI=DEBEBYZATANERESINET, COBRBRT—Y3 VN5, SNMP,
HTTP, R&KU CLI D& VAT T —RICPOERATEZT, &2, (0.0.0.0)IP PRL
RAEBIRTDBCET, INTDIP PRURICTNSDEBA YA I T —ANDP O
REHIITDIREEIEETI,

e FTIOAILEEBEVLAN (1) [CIP P RURAHDRESINZET,

e FTIOAIRT—bFDTA4 P RURADEBESINZT,

E AT ROBITIE. 1—F—mRIRTEZEFI TESNTOET., £, ATHEABAR
TN MEZ{JICRLTHYET, A 3 Z2IEETET (T <Enter> T E. T T4 B
BEZFANBZEICHBYET, ANTTFRAMNINSOIHITRLTHY ET,

ROBICIE, EERDANDEEEAL T Dell Easy Setup Wizard DY Y Ty Y3 VER
39 BRICRIRSIND—ENDTAV T FOMBNEFNTNET,
POST AR T U CRA wFNNRETDE. RDY 1 POTINY D ZANRIRSINZT,

Unit 1 - Waiting to select management unit) >
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration. Note: You can exit the setup wizard any time by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y

FIE1:
The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.
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Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation) .

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User’s Guide.

To add a management station:

Please enter the SNMP community string to be used [public] :public

B A& cnpmsEsnds, T740 T EALANILIG SNMP E8B A >4 7 £ —XTHA
TEAREDT IV EAUNIICEREENET ., &L SNMPVI/2c DADBT T 4 TITIEUE
T.SNMPBDEFa VT4 ToER (TP 21D TR TOM) ERETHHICIOHK
FTHEEICRSET. SNMPV3 (FEH T,

Please enter the IP address of the Management System (A.B.C.D) or

wildcard (0.0.0.0) to manage from any Management Station

{0.0.0.0}: 192.168.2.100

FlE2:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin] :admin
Please enter the user password:********
Please reenter the user password:*****x**#*

FIE3:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the

FL®IC



system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

FIga:
Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100
User Account setup = admin
Password = *****%%%

Management IP = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0
Operation Mode = Normal

FlIFs5:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.
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MG E

AIETIE. UTDO—RZY X DBEEIC DN TERBELE T,
e DHCP H—/\—D5DIP P FURADFEHEL
e LFAUFTABEE/NRD—FOHRE

B4 AT : 8024/8024F M6348 X A v F THERATAE/R T ATAD CLI 37 > ROFEMICDLNTIE, Teu
Reference Guidel (CLI U7 7L > RHA R) 25BLTI/ZIL),

DHCP Y —N—D5DIP7 RVRADFHEHH L

DHCP 7O+ JJILEBABLUTIP PRUREFABEIBE. X1 vFIIDHCP DS54 7PV ~
EUTEMELET,

DHCP U —/N\=D'5 IP P FURZHHAETICIE. ROFIRZEERITLET.

1 IPPRURERAFEIZHIC. EFREON—FEEIRL., DHCP B —/\—Z/2(3 DHCP
H—N—ZF DY TRy ~MTEHLET,

B4 AT :DHCPY—N—RADIP7 RLRAERHHT DI, X1 v FRELHRTILERD
UEth.

2 UROIVYRZEADLT, BRULCKR—FZIP P RUADREICERLET,

consoleficonfig
console (config) #ip address dhcp

V5D —RFIP P FURZEINICZITERDET,

3 IPPRUREERIDICIE. ROBICHRITELDIC, YRFTATOYT T show ip
interface VY FEADLFET,

console#show ip interface

Management Interface:

Ve o ol = 10.240.4.125
Subnet Mask. ...... ... e e e 255.255.255.0
Default Gateway . ... ...ttt i et i ieieen 10.240.4.1
Burned In MAC AdAresSS. .. ...t iiiiettneeeeenn. 00:10:18:82:04:35
Network Configuration Protocol Current................... DHCP
Management VLAN ID. ... ..ttt ittt ittt i 1
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Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

EFAVTAEEENRT - FDRE

VAT AEF2UT oI AAA GREE. &R PADYT 1 VD) BRICK > TUEEN
FI. AMABRICK DT, - -POERHE. ER. BEDENEESNET. AAAT
[F. O—ADNVEUE-FOBAEOI—Y =T —IR=AMERAINFT, T - DIESIE
(& SSH BRICK > THIBESNET,

YRFTNIEEEFICT I A IV ED/INRD—REERELTNEE A, /XD —REIANT
A—Y-—HEELIET, AT —FED/\XT—REHEXUICESIE. Boot (&) X
Za-—NHDSNRD=RUANJFIBEBEHVOEI CENTEET, COFIESIO-NILY—=
FTIVTOMMEATEFET, /N\RD—FEZADLUTVNZNO=RILY—F)ILHS 1 RO
DPOELINTRETT,

LFaVTFANRT—RDERTE
CF21UFTANRAD=REUTOY—ERICDNTERETCEFT,

¢ Console

¢ Telnet

e SSH

« HTTP

« HTTPS

i A& 21—V —-2&ERTHEC. T4 MOBEER M) TT., ZOBE. F7I€R
IR ENETH. FEDHERIDY FHA. 7O BRIEERM v TFERTET DEREZFY
CTBICF. BEE N5l ERETIVEDPDYET,
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VI O Y — VISR T — EDERE
HEADI VY —I)UINRD = FREHREIDICIE. MFOIVY FEANDLUET,

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-1line) #login authentication default
console (config-1line) #fenable authentication default

console (config-1line) #password secretl23

o OV EYYIVENULTCRAMYFICOHTOT AV ITBEIE. /INRDO—R70
YV JbFT secret123 EAHUFET,
e 24 VFDE—REBWICERIDHESIF. /N\RT—RTJOYTFT secret123
EABDLET,
¥14P Telnet /SR 7 — RDH/E
#EA Telnet /NRD — RZERFEITDICIE. UMTFROIVY FEADLZET,

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet

console (config-line)#login authentication default
console (config-line) #enable authentication default

console (config-line) #password passl234

e Telnet By Y3aVENUTCRA VFICHHTOI A VI BHESIE. /NAD—RTOYV
T T pass1234 EAHDUET,

o AAMYFDE—REBVMCEETDHSIL. pass1i234 EAHDUFET,

VIR HTTP XR T — RDRTE
HMEAHTTP N D — REHREI DICIE. MTFOIVY READLUET,

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15
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#1HA HTTPS /SR 7 — R DREE

REA HTTPS NRD— RZERET DICIE. MTFOIVY FEANDLFET,
console (config) #ip https authentication local

A A€ RAvFOHBY 7RI 27T IV —2 a2 ET v TIL— R EIN-D 3 EA
A=) $BHREOIC. HLWESHBREEERT 2V ENHYET,

IV —)UICKD HTTPS 2w ¥ 3, Telnet, F/ZIE SSH v Y3V EERTEIDRIC., MU
TOOIVY RE—QEIFALDLET,

B4 »E:R—2aVFUVERTTBICE. Web 75 IHTSSL20 LI EEBHICLET,

console (config) #icrypto certificate 1 generate
console (config) #ip https server

Ed #E :Hip BEUHttps D —ERIELAJL NM5] DT L RELEEL. BELAILDT
UERICEEERTAVENHYET.,
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A1 YFDER

214 YvFOBEIE. Web R—=2Z2DAYAFIT1T—R, IVIYRSA V11T T—2R (CLD.
FIZIEZ SNMP ZFERLTITNEY, Web TS OTFFKEIE SNMP ZEAL TR 1 v FEEIE
FBICIE RAYFICIP PREURDUEBT, BEBAT—Y3UNBPIOLIATEIMUEN
HOFT, CLI ZFERAL TR vFEEEIDICIE. BEIVY-IVEGRIZEFIIVE—F
Telnet/SSH iR ZHERALE I,

CLINDEBEIVY—IVEREEIITDICIE. 131 RX=ID F—IFI)IVERA v FDE

il asRUTLESN, UE—FEEBPO R ZETREIC T DIEREZTDICIE. Easy
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Unit 1 - Waiting to select management unit) >

=

l

Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as poss

ible.

You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will

continue with normal operation using the default system

configuration.Note: You can exit the setup wizard at any point by

entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y
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1 &4 :

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation) .

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systemsg, see the User’s Guide.

To add a management station:
Please enter the SNMP community string to be used [public] :public

Q Z=: Ifitis configured, the default access level is set to the highest available access for the SNMP management
interface (O] 2=0| M E A2 7|2 WM £ 2|'2 0| SNMP 2t2| QIE{ 1| O] A0 AL S 4= U= Tt
T =2 UM A2 MY E L L) Initially only SNMPv1/2¢ will be activated (= 7]0f| = SNMPv1/2¢ T+ 2HY
St LI CF) SNMPv3 is disabled until you return to configure security access for SNMPv3 (e.g. engine ID, view,
etc.). (SNMPv3=2 SNMPv3E EQt MM A FH 2 2 S0t MY 7HX| ALESHA| e = A= L T
(Od|: AL 1D, view S).

Please enter the IP address of the Management System (A.B.C.D)

or wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

Al E QY A
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Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin]:admin
Please enter the user password: *#*******
Please reenter the user password: ********

3QGA

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

4G4 .
Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100

User Account setup = admin

Password = *%*k*k*kkk*k*%

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0

Operation Mode = Normal
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If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.

g 7y
o] oA tha 3} 22 3% Frel tist Qof
e DHCP A oA IP F4 M
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SELANEES

o

H

il
2
ol
i
e
o

DHCP A{H{O{[A] IP =4 2444

DHCP Z2E 22 AFg-ato] IP T8 A8 49 29127 DHCP S el E A2

FEEU

DHCP AWl A IP 425 A steid v @715 3k Al 2.

1 XEZ A9 st DHCP AW 3= DHCP A H 7} §li= M B U Ee] A st [P F45
Ay

B4 ZF:DHCP Mol IP FAE HA 37| 9J8 2917 7
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console#config

console (config) #ip address dhcp
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£ sty H oS oflof] A E AAH A AE ZFEE o show ip interface ™3
Eie s

consolef#fshow ip interface

3 IPF&
=4

Management Interface:

I AV L el = = = 10.240.4.125
Subnet Mask. ......... i e 255.255.255.0
Default Gateway . .. ...ttt ittt ettt e 10.240.4.1
Burned In MAC AdAreSS. ...ttt nennnneens 00:10:18:82:04:35
Network Configuration Protocol Current....................... DHCP
Management VLAN ID. .. ...ttt ittt ittt e ettt e e 1

Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable
of 2z U o5 7Y
228) QLS ARgA A2 [ WS W he) S BB AMA (1%, U Y AR)
AUSS T3l AUt AAAT 224 W 924 AFA} o] B Ho] A5 B ARG
) dolE 45 3= SSHWAYS S 53 '1\“4%‘43}
2R )R hE 4 glo] AeE ] BE QhEE AL A Pl gtk AL e ¢
& B3 49 Boot(9) lirel A & S B s S o o] A
Elvl Gt sl gshe] b 91 glo) = Elu) del A & o] 29K ol a3 5 9]
U,

Tyt b > © 2 > H
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o Telnet(2H)
* SSH

e HTTP

e HTTPS

7l ZE A E TS v R e dEsAI L
console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console
console (config-1line)#login authentication default
console (config-1line) #enable authentication default

console (config-line) #password secretl23

.« BEARL FH AN Ao 2a2HE BT 4B
HSEENE
294 RES AHEHES A

e}

X7| €yl ot s 1N
27 A GEE Pt e 3 Y YL

console (config) #aaa authentication login default line

[l

=3 E
=]

S
o,
ot
L
rlr
ol

console (config) #aaa authentication enable default line
console (config) #line telnet

console (config-1line)#login authentication default
console (config-1line) #enable authentication default

console (config-1line) #password passl234
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console (config) #crypto certificate 1 generate
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Notas, avisos y precauciones

Q NOTA: Una NOTA proporciona informacion importante que le ayudara a utilizar mejor el ordenador.

o AVISO: Un AVISO indica la posibilidad de dafios en el hardware o la pérdida de datos, e informa de como evitar el
problema.

A PRECAUCION: Un mensaje de PRECAUCION indica el riesgo de dafios materiales, lesiones o incluso la muerte.

La informacién contenida en este documento puede modificarse sin previo aviso.
© 2009 Dell Inc. Todos los derechos reservados.

Queda estrictamente prohibida la reproduccion de este documento en cualquier forma sin la autorizacion por escrito de Dell Inc.

Marcas comerciales utilizadas en este texto: Dell, el logotipo de DELL y PowerConnect son marcas comerciales de Dell Inc.; Microsoft y
Windows son marcas comerciales registradas de Microsoft Corporation.

Otras marcas y otros nombres comerciales pueden utilizarse en este documento para hacer referencia a las entidades que los poseen o a sus

productos. Dell Inc. renuncia a cualquier interés sobre la propiedad de marcas y nombres comerciales que no sean los suyos.

Modelos PC8024 y PC8024F

Noviembre de 2009 N/P X472K Rev. A02
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Instalacion

En este documento se proporciona informacién bésica para instalar, configurar y utilizar los
sistemas Dell™ PowerConnect™ 8024 y 8024F. Para obtener mds informacién, consulte el
documento Guia del usuario incluido en el CD User Documentation (Documentacion del usuario)
o visite la pagina web de asistencia de Dell (support.dell.com) para ver las dltimas actualizaciones
de la documentacion y del firmware.

Preparacion del sitio

Los conmutadores PowerConnect 8024 y 8024F se pueden montar en un rack estdndar de
48,26 cm o se pueden dejar independientes (sobre una superficie plana) y pueden funcionar
como conmutadores independientes.

Antes de instalar los conmutadores, asegurese de que la ubicacion elegida cumpla los requisitos
siguientes:

* Alimentacién: ¢l conmutador se instala cerca de una toma eléetrica de 100-250 VCA'y
50-60 Hz de fécil acceso.

*  ILspacio libre: debe haber espacio libre suficiente delante y detrds del equipo para que el
operador pueda trabajar con comodidad. Deje espacio libre para el cableado, las conexiones de
alimentacién y la ventilacién.

* Cableado: el cableado estd canalizado para evitar fuentes de ruido eléctrico, como
radiotransmisores, amplificadores de transmision, lineas de alimentacién e instalaciones fijas
de luz fluorescente.

* Requisitos del ambiente: el intervalo de temperatura ambiente de funcionamiento del
conmutador es de 0 a 45 °C a una humedad relativa de hasta el 95%, sin condensacion.

Desembalaje del conmutador

Contenido del paquete

Cuando desembale los conmutadores, compruebe que se incluyen los elementos siguientes:
*  Un conmutador PowerConnect
*  Dos cables de alimentacién de CA
¢ Un cable hembra de RJ-45 a DB9

*  Un kit de montaje para instalacién en rack (dos soportes de montaje, pernos y tuercas
prisioneras)

Guia de introduccion
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*  Un conjunto de almohadillas de goma autoadhesivas para instalar el conmutador sin motarlo
en un rack (se incluyen cuatro)

e FEl CD User Documentation
¢ Guia de introduccién

*  Guia de informacién del producto

Pasos del desembalaje

% NOTA: Antes de desembalar el conmutador, examine el contenedor e informe inmediatamente de
cualquier dafio.

1 Coloque el contenedor en una superficie plana y limpia, y corte todas las tiras que sujetan el
contenedor.

2 Abra el contenedor o extraiga la parte superior de éste.

3 Extraiga con cuidado el conmutador del contenedor y coléquelo en una superficie estable y
limpia.
Retire todo el material de embalaje.

Compruebe que el conmutador y los accesorios no estén danados.

Montaje del conmutador

A PRECAUCION: Lea la informacion de seguridad incluida en la Guia de informacidn del productoyy |a
informacion de seguridad de los otros conmutadores que estan conectados o asociados al conmutador.

Los dos conectores de alimentaciéon de CA se encuentran en el panel posterior del conmutador.

Instalacion en un rack

A PRECAUCION: No utilice los kits de montaje en rack para instalar el conmutador suspendido bajo una
mesa o escritorio, ni para fijarlo a la pared.

A PRECAUCION: Antes de continuar, desconecte todos los cables del conmutador. Si se han fijado las
almohadillas autoadhesivas en la parte inferior del conmutador, retirelas.

A PRECAUCION: Cuando monte varios conmutadores en un rack, empiece desde abajo.

Guia de introduccion
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Coloque el soporte de montaje en rack suministrado en un lateral del conmutador de modo
que los orificios de montaje del conmutador coincidan con los del soporte de montaje en rack.
En la ilustracion 1 se muestra déonde deben montarse los soportes.

llustracion 1.  Fijacion de los soportes

=)
AN\

Inserte los pernos suministrados en los orificios de montaje en rack y apriételos con un
destornillador.

Repita el proceso para el soporte de montaje en rack del otro lado del conmutador.

Inserte el conmutador en el rack de 48,26 cm de modo que los orificios de montaje en rack del
conmutador coincidan con los orificios de montaje del rack.

Fije el conmutador en el rack con los pernos o bien con las tuercas prisioneras, sus pernos y
arandelas (segun el tipo de rack del que disponga). Apriete primero los pernos de la parte
inferior y después los de la parte superior.

AVISO: Asegurese de que los orificios de ventilacién no estan obstruidos.

PRECAUCION: Asegiirese de que los pernos del rack suministrados son los adecuados para los
orificios de rosca del rack.

Instalacion como conmutador independiente

=)

AVISO: Se recomienda montar el conmutador en un rack.

Sino instala el conmutador en un rack, instdlelo en una superficie plana. La superficie debe
poder soportar el peso del conmutador y de los cables. El conmutador se suministra con cuatro
almohadillas de goma autoadhesivas.

1

Fije las almohadillas de goma autoadhesivas en cada una de las zonas marcadas de la parte
inferior del conmutador.

Coloque ¢l conmutador sobre una superficie plana y asegtrese de que tenga una ventilaciéon
adecuada; para ello, deje 5 cm a cada lado y 13 cm en la parte posterior.

Guia de introduccion
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Conexion de un conmutador a un terminal

1 Conecte el conector DB9 del cable serie de RJ-45 a DB9 a un terminal VI'100 0 a un
ordenador que cjecute software de emulacion de terminal VI'100.

2 Conecte el conector RJ-45 al otro extremo del puerto RJ-45 superior situado en el panel
trasero del conmutador. Para obtener mds informacion sobre la ubicacién del puerto de
consola, vea la ilustracion 3.

Conexion de un conmutador a una fuente de alimentacion

A PRECAUCION: Lea la informacion de seguridad incluida en la Guia de informacidn del productoyy |a
informacion de seguridad de los otros conmutadores que estan conectados o asociados al conmutador.

Los conmutadores PowerConnect 8024 y 8024F cuentan con dos fuentes de alimentacién para
un funcionamiento redundante o con distribucién de carga. Cada fuente de alimentacién puede
admitir 300 W. En la ilustracién 2 se muestra la ubicacion de los dos enchufes de alimentacion del
panel trasero.

1 Conecte uno de los cables de alimentacién de CA suministrados a uno de los conectores de
alimentacion de CA del panel trasero.

2 Para obtener una fuente de alimentacién redundante, conecte el segundo cable de
alimentacién de CA suministrado al otro conector de alimentacién de CA del panel trasero.

Q NOTA: No conecte el cable de alimentacion a una toma eléctrica de CA con conexion a tierra en este
momento. Conecte el conmutador a una fuente de energia como se describe en el paso que se detalla en
“Inicio y configuracion del conmutador”.
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llustracion 2. Conexion de los cables de alimentacion
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Inicio y configuracion del conmutador

Una vez realizadas todas las conexiones externas, conecte un terminal a un conmutador para
configurar el conmutador. Las funciones avanzadas adicionales se describen en la Guia del usuario
que se encuentra en el CD User Documentation.

Q NOTA: Antes de continuar, lea |as notas de la version de este producto. Puede descargar las notas de la
version desde la pagina web de asistencia de Dell (support.dell.com).

Q NOTA: Se recomienda descargar la version mas reciente de la documentacion del usuario desde la
pagina web de asistencia de Dell (support.dell.com).

Conexion del terminal al conmutador

Para supervisar y configurar el conmutador mediante la consola serie, utilice el puerto de consola de
la parte posterior del conmutador para conectarlo a un terminal VI'100 o a un ordenador que
ejecute software de emulacién de terminal VI'100. El puerto de consola se implementa como un
conector de equipo terminal de datos (DTE).

Para utilizar el puerto de consola, se requiere lo siguiente:

*  Un terminal compatible con VI'100 o un sistema de escritorio o portétil con un puerto serie y
que ejecute software de emulacién de terminal VT'100

*  Un cable serie (suministrado) con un conector RJ-45 para el puerto de consola y un conector
DBO para ¢l terminal.

Para conectar un terminal al puerto de consola del conmutador, realice los pasos siguientes:

1 Conecte el conector DB9 del cable serie al terminal que ejecuta el software de emulacién de
terminal VI'100.

2 Contfigure el software de emulacién de terminal como se indica a continuacién:

a  Scleccione el puerto serie apropiado (puerto serie 1 o puerto serie 2) para conectar a la
consola.

b  Establezca la velocidad de datos en 9 600 baudios.
¢ Establezca el formato de datos en 8 bits de datos, 1 bit de paro y sin paridad.
d  Dstablezca el control de flujo en None (Ninguno).

e Establezca el modo de emulacién de terminal en VI'100.

f  Seleccione Terminal keys (Teclas de terminal) para las teclas de funcién, de flecha y Ctrl.
Asegtrese de que configura el valor para las teclas de terminal, y no para las teclas de
Microsoft® Windows®.

Q NOTA: Si utiliza HyperTerminal con Microsoft Windows 2000, debe tener instalado Windows 2000
Service Pack 2 o posterior. Con Windows 2000 Service Pack 2, las teclas de flecha funcionan
correctamente en la emulacion VT100 de HyperTerminal. Vaya a www.microsoft.com para obtener
informacién sobre los Service Pack de Windows 2000.
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Conecte el conector RJ-45 del cable directamente al puerto de consola del conmutador.
El puerto de consola PowerConnect 8024 y 8024F se encuentra en el panel trasero, debajo
del puerto RJ-45 fuera de banda, como se muestra en la ilustracion 3.

llustracion 3. Conexion al puerto de consola

Puerto de consola

Fl puerto RJ-45 de debajo del puerto de consola estd destinado a la administracién fuera
de banda.

Inicio del conmutador

1
2
3
4

5

Asegtirese de que el puerto de consola del conmutador estd conectado a un terminal VI'100 o
a un emulador de terminal VT'100 a través del cable hembra de RJ-45 a DB9.

Localice dos enchufes de CA.
Desactive los enchufes de CA.

Conecte las dos fuentes de alimentacién del conmutador a los enchufes de CA.
Active los enchufes de CA.

Cuando la alimentacion se enciende con el terminal local ya conectado, el conmutador realiza una
autoprueba de encendido (POST). La POST se ejecuta cada vez que se inicializa el conmutador y
comprucba los componentes de hardware para determinar si es totalmente funcional antes del
inicio completo. Sila POST detecta un problema critico, el flujo de programa se detiene. Sila
POST se ejecuta correctamente, se carga el firmware vélido en la RAM. Se muestran mensajes de la
POST en el terminal que indican si la prueba ha finalizado correctamente o no. El proceso de inicio
dura aproximadamente 60 segundos.
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Conflguracmn inicial
Q NOTA: Para el procedimiento de configuracion simple se da por sentado lo siguiente:

*  El conmutador PowerConnect no se habia configurado antes y se encuentra en el mismo estado
que cuando se recibid.

*  El conmutador PowerConnect se ha iniciado correctamente.

* Laconexion de la consola estaba establecida y se muestra el indicador de Easy Setup Wizard
(Asistente para instalacion facil) de Dell en la pantalla de un terminal VT100 o equivalente.

La configuracién inicial del conmutador se lleva a cabo a través del puerto de consola. Después de
la configuracién inicial, puede administrar el conmutador desde el puerto de consola ya conectado
o bien de forma remota a través de una interfaz definida durante la configuracion inicial.

Q NOTA: El conmutador no esté configurado con un nombre de usuario y contrasefia predeterminados.

Q NOTA: Todos los valores siguientes son necesarios para poder administrar de forma remota el
conmutador mediante Telnet (cliente Telnet) o HTTP (explorador web).

Antes de establecer la configuracién inicial del conmutador, solicite esta informacion al
administrador de la red:

* La direccién IP que se debe asignar a la VLAN de administracién
* Lamdscara de subred IP para la red

* Ladireccién IP de la puerta de enlace predeterminada de la VLAN de administracién

Interfaz de administracion e interfaz fuera de banda

Fl panel frontal de los conmutadores PowerConnect §024 y 8024F contiene varios puertos
Ethernet Gigabit 10 para el trafico de datos. Adicionalmente, puede utilizar cualquiera de los
puertos del panel frontal como interfaz de administracién en banda. El panel trasero contiene
un puerto Ethernet Gigabit para la administracion fuera de banda (OOB). El puerto OOB se
encuentra debajo del puerto de consola.

Easy Setup Wizard de Dell configura la informacién de la red para la interfaz de administracién
en banda. Para utilizar la interfaz OOB para la administracion, utilice la interfaz de linea de
comandos (CLI) para configurar la informacién de la red. Puede asignar una direccién IP y una
mascara de subred estdticas o bien habilitar DIICP y permitir que un servidor DIHCP asigne la
informacién automdticamente.

Q NOTA: Se puede habilitar DHCP en |a interfaz de administracion o en la interfaz 00B, pero no en ambas
ala vez. De forma predeterminada, DHCP esta habilitado en la interfaz de administracion. Para utilizar
DHCP en la interfaz 00B, primero debe deshabilitarlo en la interfaz de administracion y habilitarlo
después en la interfaz 00B.

Para obtener informacién sobre los comandos que deben utilizarse para configurar la interfaz
OOB, consulte el documento PowerConnect 8024 and 8024F CLI Reference Guide
(PowerConnect 8024 y 8024F — Guia de referencia de la CLI).
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Procedimiento de configuracion inicial

La configuracién inicial se puede realizar con Easy Setup Wizard de Dell o con la interfaz de linea
de comandos (CLI). El asistente para instalacion se inicia automdticamente cuando el archivo de
configuracién del conmutador estéd vacio. Puede cerrar el asistente en cualquier momento
tecleando [Ctrl+z], pero se descartardn todos los valores de configuraciéon que haya especificado
(el conmutador utilizard los valores predeterminados).

Q NOTA: Si no ejecuta Easy Setup Wizard o no responde al indicador inicial de Easy Setup Wizard antes

de 60 segundos, el conmutador entra en el modo de la CLI. Si el conmutador esta conectado alared a
través de la interfaz de administracion cuando se enciende por primera vez, intentara obtener una
direccion IP de un servidor DHCP. Si una vez transcurridos 50 segundos ningin servidor DHCP responde
a la peticion, el conmutador utilizara 192.168.2.1 como direccion IP predeterminada en la VLAN de
administracion. Para ver la direccion IP de la interfaz de administracion, introduzca el comando
enable para entrar en el modo Privileged EXEC y, a continuacién, introduzca show ip
interface management. No hay ninguna direccion IP predeterminada para la interfaz 00B.

Para obtener mds informacién sobre la configuracién inicial mediante la CLI, consulte la Guia del
usuario. En esta guia se muestra cémo utilizar el asistente para instalacién para la configuracién
inicial del conmutador. El asistente realiza la configuracién siguiente en el conmutador:

Establece la cuenta de usuario con privilegios inicial con una contrasefia vélida. El asistente
configura una cuenta de usuario con privilegios durante la configuracién.

Habilita el uso exclusivo de la autenticacion local en el inicio de sesion de la CLI y el acceso
HTTP.

Contigura la direccién IP para la VLAN de administracion.

Contigura la cadena de comunidad SNMP que va a utilizar el administrador SNMP en una
direccion IP determinada. Puede saltarse este paso si no utiliza la administraciéon SNMP en
este conmutador.

Le permite especificar la IP del servidor de administracién o permitir el acceso a la
administracion desde todas las direcciones IP.

Contigura la direccién IP de la puerta de enlace predeterminada.

Ejemplo de sesion

En esta seccion se describe una sesién de Easy Setup Wizard. En este ejemplo de sesién se utilizan
los valores siguientes:

La cadena de comunidad SNMP utilizada es public

La direccion IP del sistema de administracion de red es 192.168.2.1.

El nombre de usuario es admin y la contrasefia ¢s admin123.

La direccién IP para la VLAN de administracién es 192.168.2.1:255.255.255.0.

La puerta de enlace predeterminadaes 0.0.0.0.
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El asistente para instalacién define los valores iniciales como se ha indicado anteriormente.
Cuando haya completado el asistente, ¢l conmutador estard configurado del modo siguiente:

*  Sc ha habilitado SNMPv1/2c y se ha configurado la cadena de comunidad de la forma
indicada anteriormente. SNMPv3 estd deshabilitado de forma predeterminada.

*  Sc ha configurado la cuenta de usuario admin de la forma indicada.

*  Se ha configurado un sistema de administracién de red. Desde esta estacion de
administracién puede acceder a las interfaces SNMP, HT'TP y CLI También puede permitir
que todas las direcciones [P tengan acceso a estas interfaces de administracion especificando
la direccion IP (0.0.0.0).

*  Se ha configurado una direccién IP para la VLAN de administracion predeterminada (1).
*  Sc ha configurado una direccién de puerta de enlace predeterminada.

Q NOTA: En el ejemplo siguiente, las opciones de usuario posibles se incluyen entre corchetes [ ].
Ademas, cuando procede se incluye el valor predeterminado entre llaves { }. Si pulsa <Intro> sin definir
opciones, se aceptara el valor predeterminado. El texto de ayuda se muestra entre paréntesis.

En el ejemplo siguiente se muestra la secuencia de indicadores y respuestas asociados a la ejecucién
de un ejemplo de sesion de Fasy Setup Wizard de Dell con los valores de entrada indicados
anteriormente.

Cuando el conmutador finaliza la POST y se inicia, aparece el didlogo siguiente:

Unit 1 - Waiting to select management unit) >
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y
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Paso 1:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation) .

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systemsg, see the User’s Guide.

To add a management station:
Please enter the SNMP community string to be used [public] :public

Q NOTA: Si se configura, el nivel de acceso predeterminado se establece en el valor mas alto disponible
para la interfaz de administracion SNMP. Inicialmente sdlo se activara SNMPv1/2c. SNMPv3 se
desactiva hasta que vuelva a configurar el acceso de seguridad para SNMPv3 (por ejemplo ID de motor,
vista, etc.).

Please enter the IP address of the Management System (A.B.C.D) or

wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

Paso 2:

Now we need to setup your initial privilege (Level 15) user
account. This account ig used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin] :admin
Please enter the user password: *#******%*
Please reenter the user password: ********
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Paso 3:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

Paso 4:

Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100
User Account setup = admin
Password = *******%

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0
Operation Mode = Normal

Paso 5:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.

Guia de introduccion



Configuracion avanzada

En esta seccién se proporciona informacién de resumen sobre las tareas comunes siguientes:
*  Recuperacién de una direccion IP de un servidor DHCP
*  Gestion de la seguridad y configuracion de contrasenas

Q NOTA: Para obtener informacion detallada sobre todos los comandos de la CLI disponibles para los
conmutadores 8024 y 8024F, consulte la Guia de referencia de la CLI.

Recuperacion de una direccion IP de un servidor DHCP

Cuando se utiliza el protocolo DHCP para recuperar una direccién IP, el conmutador actia como
cliente DHCP.

Para recuperar una direccién IP de un servidor DHCP, realice los pasos siguientes:

1 Seleccione un puerto y conéctelo a un servidor DHCP o a una subred que contenga un
servidor DHCP para recuperar la direccién P

Q NOTA: No es necesario eliminar la configuracion del conmutador para recuperar una direccion IP
correspondiente al servidor DHCP.

2 Introduzca los comandos siguientes para utilizar el puerto seleccionado para recibir la
direccién IP

console#config
console (config) #ip address dhcp
La interfaz recibe la direccion IP automdticamente.

3 Paraverificar la direccién IP, introduzca el comando show ip interface en la linea de comandos
como se muestra en el ejemplo siguiente.

console#show ip interface

Management Interface:

IP AdQresS S . i it ittt it e e e e e e e e e e e e e e 10.240.4.125
Subnet Mask...... ... e e 255.255.255.0
Default Gateway. .. ...t e e e e e e ettt 10.240.4.1
Burned In MAC AddreSS. . ...ttt iniuneennnns 00:10:18:82:04:35
Network Configuration Protocol Current................... DHCP
Management VLAN ID. .. .. .. ittt ittt ittt et ee e 1
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Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

Gestion de la seguridad y configuracion de contraseiias

La seguridad del sistema se gestiona mediante el mecanismo AAA (autenticacion, autorizacién y
administracién de cuentas), que administra los derechos de acceso, los privilegios y los métodos
de administracién de los usuarios. AAA utiliza las bases de datos de usuarios locales y remotos.
El cifrado de datos se gestiona mediante el mecanismo SSH.

El sistema se entrega sin una contrasefia predeterminada configurada: todas las contrasenas las
definen los usuarios. Si se pierde una contrasefia definida por el usuario, puede ejecutarse un
procedimiento de recuperacién de contrasefia desde el ment Boot (Inicio). El procedimiento sélo
s¢ aplica al terminal local y permite un solo acceso al conmutador desde el terminal local sin
introducir una contrasefa.

Configuracion de contraseiias de seguridad
Las contrasefias de seguridad pueden configurarse para los servicios siguientes:

¢ Consola

e Telnet

« SSH

e HTTP
e HTTPS

Q NOTA: Al crear un nombre de usuario, la prioridad predeterminada es 1, que otorga acceso pero no
derechos de configuracion. Se debe establecer una prioridad 15 para permitir el acceso al conmutadory
otorgar derechos de configuracion.
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Configuracion de una contraseia inicial de consola
Para configurar una contrasefia inicial de consola, escriba los comandos siguientes:

console (config)#aaa authentication login default line
console (config)#aaa authentication enable default line
console (config)#line console

console (config-1line)#login authentication default
console (config-line) #enable authentication default
console (config-1line) #password secretl23

* Al iniciar sesién por primera vez en un conmutador a través de una sesién de consola,
introduzca secret123 en el indicador de contrasena.

¢ Cuando cambie el modo de un conmutador a habilitado, introduzca secret123 en el
indicador de contrasena.

Configuracion de una contraseia inicial de Telnet
Para configurar una contrasefia inicial de Telnet, escriba los comandos siguientes:

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config)#line telnet

console (config-line)#login authentication default
console (config-line) #enable authentication default
console (config-line) #password passl234

* Al iniciar sesién por primera vez en un conmutador a través de una sesién Telnet, introduzca
pass1234 en el indicador de contrasefia.

e Cuando cambie el modo de un conmutador a habilitado, introduzca pass1234.

Configuracion de una contraseia inicial de HTTP
Para configurar una contrasefia inicial de HI'TE, escriba los comandos siguientes:

console (config) #ip http authentication local

console (config) #username admin password userl234 level 15
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Configuracion de una contraseiia inicial de HTTPS
Para configurar una contrasefia inicial de HT'TPS, escriba los comandos siguientes:
console (config) #ip https authentication local

Q NOTA: Debe crear un certificado de cifrado nuevo cada vez que actualice la aplicacion del software de
control (o instale una nueva version) en el conmutador.

Escriba una vez los comandos siguientes durante la configuracién del uso de una sesién HTTPS a
través de una sesion SSH, Telnet o de consola.

Q NOTA: En el explorador web, habilite SSL 2.0 o superior para que aparezca el contenido de la pagina.

console (config) #icrypto certificate 1 generate
console (config) #ip https server

Q NOTA: Los servicios HTTP y HTTPS requieren el nivel de acceso 15y se conectan directamente con el
nivel de acceso a la configuracion.
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Administracion del conmutador

Puede administrar el conmutador mediante la interfaz basada en web, la interfaz de linea de
comandos (CLI) o SNMP. Para poder administrar el conmutador mediante un explorador web o
SNMP, el conmutador debe tener una direccién IP y debe ser accesible desde la estacion de
administracién. Para administrar el conmutador mediante la CLI, puede utilizar una conexién de
consola directa o una conexién Telnet/SSH remota.

Para establecer una conexién de consola directa con la CLI, consulte “Conexién del terminal al
conmutador” en la pagina 172. Puede utilizar Easy Setup Wizard para realizar la configuracion
inicial que permite el acceso remoto a la administracién (consulte “Procedimiento de
configuracién inicial” en la pagina 175). Para obtener instrucciones sobre cdmo configurar la
administraciéon remota mediante la CLI, consulte la Guia del usuario.

Uso de un explorador web para administrar el conmutador

Inicio de la aplicacion
1 Abra un explorador web.

2 Introduzca la direccion IP del conmutador (como se define en la CLI) en la barra de
direcciones y pulse <Intro>.

Para obtener informacién sobre c6mo asignar una direccién IP a un conmutador, consulte
“Configuracién inicial” en la pdgina 174.

3 Cuando se abra la ventana Login (Inicio de sesién), introduzca su nombre de usuario y
contrasena.

Q NOTA: El conmutador no esta configurado con una contrasefia predeterminada, asi que puede
configurarlo sin necesidad de introducir una contrasefia al conectarse a la CLI mediante el puerto de
consola. Las contrasefias distinguen entre mayisculas y mindsculas y son alfanuméricas. Para obtener
informacion sobre como recuperar una contrasefia olvidada, consulte la Guia de/ usuario.

4 aga clic en OK (Aceptar).
5 Se abre la pdgina de inicio de Dell OpenManage Switch Administrator.

Descripcion de la interfaz
La pagina de inicio contiene las vistas siguientes:

*  Vista de arbol: ubicada en la parte izquierda de la pagina de inicio, la vista de drbol ofrece una
vista ampliable de las funciones y sus componentes.

* Vista de dispositivo: ubicada en la parte derecha de la pagina de inicio, esta vista muestra
elementos como por ejemplo una vista del dispositivo, un drea para informacién o para una
tabla e instrucciones de configuracién.
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Montaj

Bu belgede bir Dell™ PowerConnect™ 8024 and 8024F sistemleri kurma, yapilandirma ve
calistirmaya iligskin temel bilgiler sunulmaktadir. Daha fazla bilgi igin, bkz. Kullanici Kilavuzu.

Bu kilavuzu Kullanici Belgeleri CD'sinde bulabilirsiniz ya da belgelerdeki ve tiriin bilgisindeki son
giincellemeleri support.dell.com adresindeki Dell Support web sitesinden kontrol edin.

Saha Hazirhgi

PowerConnect 8024 ve 8024F anahtarlar standart bir 48,26 cm rafa monte edilebilir veya monte
edilmeden birakilabilir ve bagimsiz anahtarlar olarak calisir.

Anahtar1 veya anahtarlar1 takmadan 6nce, se¢tiginiz montaj konumunun asagidaki saha
gerekliliklerini karsiladigindan emin olun:

*  Gii¢c — Anahtar kolayca erisilebilir bir 100-250 VAC, 50-60 Hz prizin yanina kurulur.

¢ Aciklik — Operatoriin erisimi i¢in 6nde ve arkada yeterli agiklik olmalidir. Kablolar, gii¢
baglantilar1 ve havalandirma i¢in agiklik birakin.

* Kablolar — Kablolar, radyo vericileri, yaym amplifikatorleri, gii¢ hatlari ve fliioresan
aydinlatma tesisatlar1 gibi elektriksel giiriiltii kaynaklarindan kaginilacak sekilde gecirilmelidir.

¢  Ortam — Ortam anahtarinin ¢aligma aralig1 yiizde 95'e kadar yogusmasiz nispi nemde
0 - 45°C'dir (32 to 113°F).

Anahtari Paketinden Cikarma

Paket igerigi
Her anahtar1 paketinden ¢ikardiginizda, asagidaki 6gelerin bulundugundan emin olun:
* Bir adet PowerConnect anahtar
ki adet AC gii¢ kablosu
* Biradet RJ-45 - DB9 disi kablo
* Rafa montaj i¢in bir adet rafa montaj kiti (iki montaj destegi, civatasi ve kafes somunlari)

* Monte edilmeyen anahtar i¢in bir takim kendiliginden yapisan lastik yastik (i¢inde dort yastik
bulunur)

*  Kullanici Belgeleri CD'si
*  Baslangi¢ Kilavuzu
*  Uriin Bilgisi Kilavuzu

Baslangi¢ Kilavuzu
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Paketten Cikarma Adimlari

% NOT: Anahtari paketinden ¢ikarmadan 6nce kabi kontrol edin ve herhangi bir hasar belirtisi
g6rirseniz derhal bildirin.

Kabi1 temiz, diiz bir yiizeye yerlestirin ve kabi sabitleyen tiim seritleri kesin.
Kabr a¢in ve stiinii ¢ikarim.
Anahtar dikkatlice kaptan ¢ikarin ve giivenli, temiz bir yiizeye yerlestirin.

Tiim paketleme malzemelerini ¢ikarin.

Ui A W N K

Urtinii ve aksesuarlarini hasar agisindan inceleyin.

Anahtarin Montaji
A UYARI: Uriin Bilgisi Kilavuzunda bulunan giivenlik bilgilerinin yani sira anahtarla
baglanan veya anahtari destekleyen giivenlik bilgilerini okuyun.

Iki AC gii¢c konnektorii anahtarin arka panelindedir.

Rafa Montaj

A UYARI: Anahtan bir masanin altina asmak veya duvara monte etmek igin rafa montaj
kitini kullanmayin.

A UYARI: Devam etmeden 6nce anahtardan tiim kablolan ¢ikarin. Takiliysa, tim
kendiliginden yapisan yastiklari anahtarin altindan sékiin.

A UYARI: Bir rafa birden fazla anahtar monte ederken, anahtarlari agsagidan yukariya
dogru monte edin.

1 Anahtarin {izerindeki montaj deliklerinin rafa montaj desteginde bulunan montaj delikleriyle
ayni1 hizada oldugundan emin olarak aygitla birlikte verilen rafa montaj destegini anahtarin bir
tarafina yerlestirin. Sekil 1 desteklerin nereye monte edilecegini gostermektedir.
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Sekil 1. Destekleri Takma

N

Ayzgitla birlikte verilen civatalar1 rafa montaj deliklerine takin ve bir tornavida ile sikin.

w

Islemi anahtarin 6biir tarafinda bulunan rafa montaj destegi i¢in tekrarlayin.

F =Y

Anahtarin {izerindeki rafa montaj deliklerinin rafin {izerindeki montaj delikleriyle ayn1 hizada
oldugundan emin olarak anahtar1 48,26 cm (19 ing) rafa takin.

5 Anahtari rafa raf somunlari veya kafes somunlariyla ve pullu kafes somunu civatalariyla
sabitleyin (sahip oldugunuz rafin tiiriine baglidir). Alttaki civatalari iisttekilerden 6nce takin.

O DIKKAT: Havalandirma deliklerinin engellenmediginden emin olun.

A UYARI: Aygitla birlikte verilen raf civatalarinin raftaki dnceden disli deliklere
uydugundan emin olun.

Monte Edilmemis Anahtar Olarak Takma
O DIKKAT: Anahtari rafa monte etmenizi siddetle dneririz.

Rafa monte etmiyorsaniz, anahtari diiz bir yiizeye monte edin. Yiizey anahtarin ve anahtar
kablolarmin agirligini destekleyebilmelidir. Anahtar dért adet kendiliginden-yapisan lastik yastikla
birlikte verilir.

1 Kendiliginden yapisan yastiklar1 anahtarin altinda isaretli her konuma takin.

2 Anahtan diiz bir yiizeye yerlestirin ve iki tarafta 5 cm (2 ing), arkada ise 13 ¢cm (5 ing) mesafe
birakarak diizgiin havalandigindan emin olun.

Baslangi¢ Kilavuzu | 191



www.dell.com | support.dell.com

192

Anahtari Bir Terminale Baglama

1 RIJ-45-DB9 seri kablonun DB9 konnektériinti bir VT100 terminale veya VT100 terminal
benzetim yazilimini ¢alistiran bir bilgisayara baglayn.

2 Diger uctaki RJ-45 konnektoriinii anahtarin arka panelinde bulunan RJ-45 baglant1 noktasina
baglayin. Konsol baglanti noktasinin konumu hakkinda daha fazla bilgi i¢gin, bkz. sekil 3.

Anahtar Bir Gii¢ Kaynagina Baglama

A UYARI: Uriin Bilgisi Kilavuzunda bulunan giivenlik bilgilerinin yani sira anahtarla
baglanan veya anahtari destekleyen giivenlik bilgilerini okuyun.

PowerConnect 8024 ve 8024F anahtarlarda yedekli ve yiik paylasimli ¢calisma icin iki adet gii¢
kaynag1 bulunur. Her gii¢ kaynag1 300 W't destekleyebilir. Sekil 2 iki gii¢ girisinin arka paneldeki
konumunu gostermektedir.

1 Anabhtarla birlikte verilen AC gii¢ kablolarindan birini arka panelde bulunan AC gii¢
konnektérlerinin birine takin.

2 Yedekli bir gii¢ kaynagi saglamak icin anahtarla birlikte verilen ikinci AC gii¢ kablosunu arka
panelde bulunan diger AC gii¢c konnektoriine baglayin.

% NOT: Bu noktada gii¢ kablosunu toprakli bir AC prizine baglamayin. Anahtari "Anahtari
Baslatma ve Yapilandirma" boliminde ayrintilari verilen adimda agiklandidi gibi bir glic
kaynagina baglayin.

Sekil 2. Gii¢ Kablolarini Baglama
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Anahtari Baglatma ve Yapilandirma

Tiim harici baglantilar tamamlandiktan sonra, anahtari yapilandirmak i¢in bir terminali bir anahtara .
Ek gelismis islevler Kullanici Belgeleri CD'sinde bulunan Kullanici Kilavuzunda agiklanmistir.

% NOT: Devam etmeden 6nce bu Uriine ait strlim notlarini okuyun. Strim notlarini,
support.dell.com adresindeki Dell Support web sitesinden yUkleyebilirsiniz.

% NOT: Kullanici belgelerinin en son siirimiini support.dell.com adresinde bulunan
Dell Support web sitesinden edinmenizi éneririz.

Terminali Anahtara Baglama

Anahtari seri konsol tizerinden izlemek ve yapilandirmak i¢in, bir VT100 terminale veya VT100
terminal benzetim yazilimini ¢alistiran bir bilgisayara baglamak tizere anahtarin arkasindaki konsol
baglant1 noktasini kullanin. Konsol baglanti noktasi bir veri terminal donanimi1 (DTE) konnektorii
olarak kullanilir.

Konsol baglanti noktasini kullanabilmek icin asagidakiler gereklidir:

*  VT100 uyumlu terminal ya da VT100 terminal benzetim yazilimini ¢alistiran seri baglanti
noktasina sahip bir masatistil veya tasinabilir sistem.

* Konsol baglanti noktasi i¢in RJ-45 konnekt6re sahip bir seri kablo (aygitla birlikte verilir) ve
terminal i¢in DB9 konnektor.

Bir terminali anahtar konsol baglant1 noktasina baglamak i¢in asagidaki gérevleri yerine getirin:
1 Seri kablonun iizerindeki DB9 konnektorii VT100 terminal benzetim yazilimimi ¢aligtiran terminale
baglayn.
2 Terminal benzetim yazilimini asagidaki gibi yapilandirin:

a Konsola baglamak iizere uygun seri baglanti noktasini (seri baglanti noktasi 1 veya seri
baglant1 noktasi 2) segin.

Veri hizin1 9600 baud'a ayarlayin.
Veri bi¢imini, 8 veri biti, 1 durus biti ve eslik yok olarak ayarlayin.
Akis kontroliinii yok olarak ayarlayin.

Terminal benzetim modunu VT100'e ayarlayin.

- 00 2 o0 =T

Islev, Ok ve Ctrl tuslarina ait terminal tuslarini segin. Ayarin Terminal tuslar1 igin
yapildigindan emin olun (Microsoft® Windows® tuslart icin degil).

% NOT: Microsoft Windows 2000'e sahip HyperTerminal kullanildiginda, Windows 2000 Service
Pack 2 veya lizerinin yiklendiginden emin olun. Windows 2000 Service Pack 2 ile, ok tuslari
HyperTerminal'in VT100 benzetiminde diizgiin ¢alisir. Windows 2000 servis paketleri hakkinda
daha fazla bilgi igin www.microsoft.com adresine gidin.

3 RJ-45 konnektorii (kablodaki) dogrudan anahtarin konsol baglanti noktasina takin.
PowerConnect 8024 ve 8024F konsol baglanti noktast Sekil 3'de gosterildigi gibi, RJ-45 bant
dis1 baglanti noktasinin iizerinde arka panelin bulunur.

Baslangi¢ Kilavuzu
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Sekil 3. Konsol Baglanti Noktasina Baglama

Konsol Baglanti Noktasi

Konsol baglanti noktasinin altindaki RJ-45 baglanti noktasi bant dis1 yonetim i¢in kullanilir.

Anahtari Baglatma

1

H W DN

5

Anahtarin konsol baglanti noktasinin bir VT100 terminaline veya RJ-45 - DB 9 disi kablosu
tizerinden VT100 terminal benzeticisine bagli oldugundan emin olun.

iki AC gii¢ girisini bulun.

AC giig girisini devre dig1 birakin.

Iki anahtar gii¢ kaynagini da AC girislere baglayin.
AC giig girislerini devreye alin.

Yerel terminal zaten bagliyken gii¢ agildiginda, anahtar bir agilis sirasinda kendi kendini sinamadan
(POST) geger. POST anahtarin her baslatilmasinda calisir ve anahtarin tamamen acilmadan 6nce
tamamen ¢alisir durumda olup olmadigini belirlemek i¢in donanim bilesenlerini kontrol eder. POST
kritik bir sorun algilarsa, programin akisi durur. POST basarili bir sekilde gecerse, gegerli {iriin bilgisi
RAM'e yiiklenir. POST mesajlar1 terminalde goriintiilenir ve testin basarili ya da basarisiz oldugunu
gosterir. Onyiikleme islemi yaklasik 60 saniye boyunca ¢alisir.
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On Yapilandirma

% NOT: On basit yapilandirma yordami asagidaki varsayimlari esas alir:
* PowerConnect daha 6nce hi¢ yapilandiriimamistir ve aldiginiz anla ayni durumdadir.
*  PowerConnect basarili sekilde baslatiimistir.

¢ Konsol baglantisi kurulmustur ve Dell Kolay Kurulum Sihirbazi bir VT100 terminalin veya
esdegder bir terminalin ekraninda gérundr.

On anahtar yapilandirmasi konsol baglant1 noktasi iizerinden yapilir. On yapilandirmadan sonra,
anahtar1 onceden baglanan konsol baglant1 noktasindan veya 6n yapilandirma sirasinda tanimlanan bir
arabirim tizerinden uzaktan yonetebilirsiniz.

% NOT: Anahtar varsayilan bir kullanici adi ve parola ile yapilandiriimaz.

% NOT: Anahtarin Telnet (Telnet istemcisi) veya HTTP (Web tarayicisi) ile uzaktan yénetiimesini
saglamak icin asagidaki ayarlarin tima gereklidir.

Anahtarin 6n yapilandirmasini ayarlamadan once, ag yoneticinizden asagidaki bilgileri alin:
*  Yonetim LAN'ina atanacak IP adresi.
*  Agm IP alt ag maskesi.

* Yonetim VLAN'min varsayilan ag gegidinin IP adresi.

Yoénetim Arabirimi ve Bant Digi Arabirimi

PowerConnect 8024 ve 8024 F anahtarlarin 6n paneli veri trafigi i¢in birden fazla 10 Gigabit
Ethernet baglanti noktasi igerir. Ek olarak, 6n paneldeki herhangi bir baglanti noktasini bant-igi
yOnetim arabirimi olarak kullanabilirsiniz. Arka panelde bant dis1 yonetim (OOB) i¢in bir Gigabit
Ethernet baglanti noktasi bulunur. OOB baglanti noktasi konsol baglanti noktasinin altinda bulunur.

Dell Kolay Kurulum Sihirbazi ag bilgilerini bant i¢in yonetim arabirimi i¢in yapilandirir.

OOB arabirimini yonetim amagli kullanmak i¢in, ag bilgilerini yapilandirmak tizere Komut Satirt
Arabirimini (CLI) kullanin. Bir statik IP adresi ve alt ag maskesi atayabilir veya DHCP'yi
etkinlestirip DHCP sunucusunun bilgileri otomatik olarak atamasini saglayabilirsiniz.

% NOT: DHCP yénetici arabiriminden veya OOB arabiriminden etkinlestirilebilir, ancak ikisinden
birden etkinlestirilemez. DHCP y&netim arabiriminde varsayilan olarak etkindir. DHCP'yi OOB
arabiriminde kullanmak i¢in, dncelikle bunu yénetim arabiriminde devre disi birakmali ve
ardindan OOB arabiriminde etkinlestirmelisiniz.

OOB arabirimini yapilandirmak i¢in kullanilan komutlar hakkinda bilgi i¢in bkz. PowerConnect
8024 ve 8024F CLI Referans Kilavuzu.
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On Yapilandirma Yordami

On yapilandirmay1 Dell Kolay Kurulum Sihirbazim veya Komut Satir1 Arabirimini (CLI) kullanarak
yapabilirsiniz. Anahtar yapilandirma dosyasi bosken Kurulum Sihirbazi otomatik olarak baslatilir.
Herhangi bir noktada [ctrl+z] girerek sihirbazdan g¢ikabilirsiniz, ancak belirtilen tim yapilandirma
ayarlari silinir (anahtar varsayilan degerleri kullanir).

% NOT: Kolay Kurulum Sihirbazini galistirmazsaniz veya én Kolay Kurulum Sihirbazi istemine

60 saniye igcinde yanit vermezseniz, anahtar CLI moduna geger. Anahtar, ilk kez gii¢
verdiginizde aginiza yénetim arabirimi Gzerinden bagliysa, DHCP sunucusundan bir IP adresi
almaya calisir. 50 saniye iginde higbir DHCP sunucusu istede yanit vermezse, anahtar yonetim
VLAN'Ininda varsayilan IP adresi olarak 192.168.2.1'i kullanir. Y6énetim arabiriminin IP adresini
gorintilemek igin, Ayricalikll EXEC moduna ge¢gmek lGizere enable komutunu, ardindan
show ip interface management (ip arabirimi ydnetimini géster) komutunu girin. OOB
arabirimi icin varsayilan |IP adresi yoktur.

CLI 6n yapilandirmasi hakkinda daha fazla bilgi i¢in bkz. Kullanici Kilavuzu. Bu Baslangi¢ Kilavuzu
Kurulum Sihirbazinin 6n anahtar yapilandirmasi igin kullanimini gosterir. Sihirbaz anahtarda
asagidaki yapilandirmay1 ayarlar:

On ayricalikli kullanici hesabini gegerli bir parola ile kurar. Sihirbaz kurulum sirasinda bir adet
ayricalikli kullanici hesabi yapilandirir.

Yalnizca yerel kimlik dogrulama ayarini kullanmak i¢in CLI oturum agmasini ve HTTP erigimini
etkinlestirir.

Yonetim VLAN'na ait IP adresini belirler.

Belirtilen bir [P adresinde SNMP yoneticisi tarafindan kullanilacak SNMP topluluk dizesini
ayarlar. Bu anahtar i¢in SNMP y&netimi kullanilmayacaksa bu adimi atlayabilirsiniz.

Yonetim sunucusu IP'si belirtmenizi veya tiim IP adreslerinden yonetim erisimine izin vermenizi
saglar.

Varsayilan ag gegidi IP adresini yapilandirir.

Ornek Oturum

Bu béliimde bir Kolay Kurulum Sihirbazi oturumu agiklanmaktadir. Asagidaki degerler 6rnek oturum
tarafindan kullanilmistir:

Kullanilacak SNMP topluluk dizesi public

Ag yonetim sisteminin IP adresi 192.168.2.1'dir.

Kullanici ad1 admin, parola ise admin123'tiir.

Yonetim VLAN'min IP adresi 192.168.2.1:255.255.255.0'drr.
Varsayilan ag gegidi 0.0.0.0'dir.
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Kurulum sihirbazi 6n degerleri yukarida tanimlandig1 gibi yapilandirir. Sihirbazi tamamladiktan sonra
anahtar asagidaki gibi yapilandirilir:

*  SNMPv1/2c etkindir ve topluluk dizesi yukarida tanimlandig: gibi ayarlanir. SNMPv3 varsayilan
olarak devre digidir.

*  Yonetici kullanict hesabi tanimlandigi gibi ayarlanir.

* Bir ag yonetim sistemi yapilandirilir. Bu yonetim istasyonundan, SNMP, HTTP ve CLI
arabirimlerine erigebilirsiniz. Ayrica (0.0.0.0) IP adresini se¢erek bu yonetim arabirimlerine
erismek {izere tiim IP adreslerine izin verebilirsiniz.

*  Varsayilan yonetim VLAN'"1 (1) i¢in bir [P adresi yapilandirilir.

* Bir varsayilan ag gecidi yapilandirilir.

% NOT: Asagidaki 6rnekte, olasi kullanici segenekleri késeli parantez [ ] icine alinmistir. Ayrica,
mimkin oldugunda, varsayilan deger {} icerisinde sunulmustur. Higbir segenek tanimlamadan
<Enter> tusuna basarsaniz varsayilan deger kabul edilir. Yardim metni parantez icindedir.

Asagidaki ornek, yukarida belirtilen giris degerleri kullanilarak 6rnek bir Dell Kolay Kurulum
Sihirbazi oturumu ¢alistirmakla ilgili istemlerin ve yanitlarin sirasini igermektedir.

Anahtar POST'u tamamlayip baslatildiginda, asagidaki iletisim kutusu goriiniir:

Unit 1 - Waiting to select management unit)>
Applying configuration, please wait
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch
configuration, and gets you up and running as quickly as possible.
You can skip the setup wizard, and enter CLI mode to manually
configure the switch. You must respond to the next question to run
the setup wizard within 60 seconds, otherwise the system will
continue with normal operation using the default system
configuration.Note: You can exit the setup wizard at any point by
entering [ctrl+z].

Would you like to run the setup wizard (you must answer this
question within 60 seconds)? [Y/N] y

1. Adim:

The system is not setup for SNMP management by default. To manage
the switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more
information on setting up an SNMP version 1 or 3 account, see
the user documentation) .

Baslangi¢ Kilavuzu
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Would you like to setup the SNMP management interface now? [Y/N] ¥

To setup the SNMP management account you must specify the
management system IP address and the "community string" or
password that the particular management system uses to access the
switch. The wizard automatically assigns the highest access level
[Privilege Level 15] to this account. You can use Dell Network
Manager or other management interfaces to change this setting and
to add additional management systems later. For more information
on adding management systems, see the User'’s Guide.

To add a management station:
Please enter the SNMP community string to be used [public]:public

% NOT: Yapilandirildiysa, varsayilan erigim diizeyi SNMP yénetim arabirimi igin mevcut en
yuksek erisim dizeyine ayarlanir. Basta yalnizca SNMPv1/2c etkinlestirilir. SNMPV3, siz
SNMPV3 igin glvenlik erisimini yapilandirmak Gzere geri dénene kadar devre disidir (6rn.
Motor kimligi, gérinim vs.).

Please enter the IP address of the Management System (A.B.C.D) or

wildcard (0.0.0.0) to manage from any Management Station

{0.0.0.0}: 192.168.2.100

2. Adim:

Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts and
changing privilege levels, see the user documentation.

To setup a user account:

Please enter the user name. [admin]:admin
Please enter the user password: ********
Please reenter the user password: ********

3. Adim:

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is the
IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .
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To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter "DHCP"
(without the quotes) to automatically request an IP address from
the network DHCP server. [192.168.2.1]1:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0

4. Adim:

Finally, setup the default gateway. Please enter the IP address of
the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100

User Account setup = admin

Password = *kkkkkk*k

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0

Operation Mode = Normal

5. Adim:

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If the
information is incorrect, select (N) to discard configuration and
restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter CLI
mode.

Baslangi¢ Kilavuzu
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Gelismis Yapilandirma

Bu bolum asagidaki ortak gérevler hakkinda 6zel bilgiler sunmaktadir:
* Bir DHCP Sunucusundan IP Adresi Alma
* Gii¢ Yonetimi ve Parola Yapilandirmasi

% NOT: 8024 ve 8024F M6348 anahtarlar igin mevcut tim CLI komutlari hakkinda ayrintili bilgi
icin, bkz. CL/ Referans Kilavuzu.

Bir DHCP Sunucusundan IP Adresi Alma
Bir IP adresi almak icin DHCP protokoliinii kullandiginizda, anahtar bir DHCP istemcisi gibi davranir.
Bir DHCP sunucusundan IP adresi almak i¢in agagidaki adimlar1 uygulayin:

1 [P adresini alabilmek i¢in herhangi bir baglanti noktasini se¢in ve bir DHCP sunucusuna veya
tizerinde DHCP sunucusu bulunan bir alt aga baglayimn.

% NOT: DHCP sunucusu igin IP adresi almak amaciyla anahtar yapilandirmasini silmenize
gerek yoktur.

2 |P adresini almak i¢in secilen baglant1 noktasini kullanmak tizere asagidaki komutlari girin.

consolet#tconfig
console(config) #ip address dhcp
Arabirim IP adresini otomatik olarak alir.

3 IP adresini dogrulamak igin, sistem penceresine asagidaki drnekte gosterildigi gibi "show ip
interface" komutunu girin.

console#show ip interface

Management Interface:

IP AddresSS. it v ittt ittt ittt i it i 10.240.4.125
Subnet Mask........i i, 255.255.255.0
Default Gateway ... ... ettt teeeennnn 10.240.4.1

Burned In MAC AdAreSS.....cviutnnneennn. 00:10:18:82:04:35
Network Configuration Protocol Current.... DHCP

Management VLAN ID. .. ...ttt eneeennnnn. 1
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Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

Gii¢ Yénetimi ve Parola Yapilandirmasi

Sistem giivenligi kullanic1 erisim haklarini, ayricaliklart ve yonetim yontemlerini yoneten AAA
(Kimlik Dogrulama, Yetkilendirme ve Hesaplama) mekanizmasi araciligiyla ele alinir. AAA hem
yerel hem de uzak kullanici veri tabanlarini kullanir. Veri sifreleme SSH mekanizmast ile yapilir.

Sistem varsayilan sifre ayarlanmadan sunulur; tiim parolalar kullanict tanimlidir. Kullanict tanimli bir
parola kaybolursa, Onyiikleme meniisiinden bir parola kurtarma islemi baslatilabilir. Islem yalnizca
yerel terminal i¢in gegerlidir ve anahtara yerel terminalden parola girilmeksizin bir seferlik erisime
izin verir.

Givenlik Parolalarini Ayarlama

Giivenlik parolalari asagidaki hizmetler i¢in ayarlanabilir:

¢ Konsol
*  Telnet
e SSH

e HTTP
e HTTPS

% NOT: Kullanici adi olusturulurken, varsayilan éncelik "1"dir. Bu erigime izin verir ancak
yapilandirma haklarina vermez. Anahtar icin erisim ve yapilandirma haklarini etkinlestirmek
icin 6ncelik olarak "15" ayarlanmalidir.

Baslangi¢ Kilavuzu
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ilk Konsol Parolasini Ayarlama
Bir ilk konsol parolasi ayarlamak i¢in asagidaki komutlari girin:

console(config) #aaa authentication login default line
console(config) #aaa authentication enable default line
console(config) #line console
console(config-line)#login authentication default
console(config-line) #enable authentication default
console(config-line) #password secretl23

* Baslangicta bir konsol oturumu ile bir anahtarda oturum agarken parola penceresine
secret123 girin.

* Anahtarin modunu etkin olarak degistirirken, parola penceresine secret123 girin.

ilk Telnet Parolasini Ayarlama
Bir ilk Telnet parolasi ayarlamak i¢cin asagidaki komutlar1 girin:

console(config)#aaa authentication login default line
console(config) #aaa authentication enable default line
console(config)#line telnet

console(config-line)#login authentication default
console(config-line) #enable authentication default
console(config-line) #password passl234

* Baglangigta bir Telnet oturumu ile bir anahtarda oturum agarken parola penceresine pass1234
girin.

*  Anahtarin modunu etkin olarak degistirirken, pass1234 girin.

ilk HTTP Parolasini Ayarlama
Bir ilk HTTP parolasi ayarlamak i¢in asagidaki komutlart girin:

console(config) #ip http authentication local

console(config) #username admin password userl234 level 15
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ilk HTTPS Parolasini Ayarlama
Bir ilk HTTPS parolasi ayarlamak i¢in asagidaki komutlart girin:
console(config) #ip https authentication local

% NOT: Anahtardaki kontrol yazilimi uygulamasini her yiikseltmenizde (yeni bir strimant
kurmanizda) yeni bir sifreleme sertifikasi olusturmalisiniz.

Bir HTTPS oturumunu bir konsol, Telnet veya bir SSH oturumu tizerinde kullanmak tizere
yapilandirirken agagidaki komutlari bir kez girin.

% NOT: Web tarayicisinda sayfa igeriginin gériinmesi igin SSL 2.0 veya Uzerini etkinlestirin.

console (config) #crypto certificate 1 generate
console(config) #ip https server

% NOT: Http ve Https hizmetleri 15. diizey erisimi gerektirir ve dogrudan yapilandirma diizeyi
erisime baglanir.

Anahtari Yonetme

Anahtar1 Web tabanli arabirimi, komut satir1 arabirimini (CLI) veya SNMP'yi kullanarak
yonetebilirsiniz. Anahtar1 Web tarayicist veya SNMP kullanarak yonetmek i¢in, anahtarin bir [P adresi
olmali ve yonetim istasyonundan erisilebilir durumda olmalidir. Anahtar1 CLI'y1 kullanarak yonetmek
i¢in, dogrudan konsol baglantisi veya uzaktan Telnet/SSH baglantist kullanabilirsiniz.

CLI'ya dogrudan baglanti kurmak i¢in, bkz. "Terminali Anahtara Baglama", sayfa: 193. Uzaktan
yonetim erisimine izin veren 6n yapilandirmay1 yapmak i¢in Kolay Kurulum Sihirbazini
kullanabilirsiniz (bkz. "On Yapilandirma Yordami", sayfa: 196). CLI'y1 kullanarak uzaktan yonetimi
yapilandirma hakkinda yonergeler i¢in, bkz. Kullanici Kilavuzu.
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Anahtari Yénetmek icin Web Tarayicisi Kullanma

Uygulamayi Baglatma
1 Bir web tarayicisi agin.
2 Anahtarin [P adresini (CLI'da tanimlandig1 gibi) adres ¢ubuguna girin ve <Enter>'a basin.

Bir anahtara IP adresi atama hakkinda bilgi icin, bkz. "On Yapilandirma", sayfa: 195.
3 Oturum Ag¢gma penceresi goriintiilendiginde, bir kullanici ad1 ve parola girin.

% NOT: Anahtar bir varsayilan parola ile yapilandiriimamistir ve CLI'ya konsol baglanti noktasini
kullanarak baglandiginizda anahtari parola girmeden yapilandirabilirsiniz. Parolalar hem
buyuk-kiguk harf duyarli hem de alfa sayisaldir. Kayip bir parolayi yeniden alma hakkinda bilgi
icin, bkz. Kullanicr Kilavuzu.

Tamam'1 tiklatin.

Dell OpenManage Anahtar Yoneticisi ana sayfas1 goriintiilenir.

Arabirimi Anlama
Ana sayfa, agagidaki goriintimleri igerir:

*  Agac goriiniimii — Ana sayfanin sol tarafinda bulunan aga¢ goriiniimii 6zellikler ve onlarin
bilesenlerinin genisletilebilir bir gériniimiinii sunar.

*  Aygit goriiniimii — Ana sayfanin sag tarafinda bulunan aygit goriintimii, bir aygitin goriiniimii,
bir bilgi veya tablo alani ve/veya yapilandirma yonergeleri gibi 6geleri goriintiilemek igin
kullanilir.
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console (config) #ip http authentication local

console (config) #username admin password userl234 level 15

n'n7nnn HTTPS nno'o 7w nhT1an
NIXAN NITIRON DX [T ,nn7nnin HTTPS nno'o vrman'? 'm
console (config) #ip https authentication local
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console (config) #crypto certificate 1 generate
console (config) #ip https server
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console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password secretl23

['TN7 N'NINN AXINWD secret123 |Th ,N710117 N7Y9N 0T aNN7 NIWXY N0'dA
.NN0'0

|'TN7 N'NINN AXINWD secretl23 |Tn-Enable ,7 Annn 2x¥n NX n1wn ANX YWUKRD
.NN0'0

nn7nnn Telnet nno'o "w nnTan

NINAN NITIRON DX [Th ,Am7nnn Telnet nno'o yman% '

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #enable authentication default

console (config-line) #password passl234
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IP-n mam> nx n'onivix 7Apt punnn

7¢ nTIpon Nwa show ip interface nTipon nx |tn-IP ,n nam> nx nnx? ' 3
:NIN2N NNAITA 1N ,NdvNn

consolef#show ip interface

Management Interface:

0 2 ¥ L oy = 10.240.4.125
Subnet Mask. ..ottt it 255.255.255.0
Default GateWay . v e oo ettt ittt ittt ettt teeenennnans 10.240.4.1
Burned IN MAC AddreSS . v v v v vttt it it nnineeenns 00:10:18:82:04:35
Network Configuration Protocol Current.................. DHCP
Management VLAN TD. ...ttt i ote s eseeeeeeeeeennenaeeeeeenns 1

Routing Interfaces:

Netdir Multi

Interface IP Address IP Mask Bcast CastFwd
vlanl 192.168.10.10 255.255.255.0 Disable Disable
vlan2 0.0.0.0 0.0.0.0 Enable Disable
loopback2 0.0.0.0 0.0.0.0 Disable Disable

NINNO'0 7¥ MIIXNA NV NNVAX 71NN

- DIYNIEIYR DMK AAA-D (12210 NIYYNRA N7010A N>IYAN NNVAN

NIV'Y NXI NYAN NIKWAN DX 7nann (Authentication ,Authorization and Accounting)
D'2IN1N NI9¥N .0'YNNYN 7 D'PRNNAI DI 02N 'Tond wnnwn AAA 11210 7innan
.SSH-n 1m1n niyxnxa nyxann

NN .D'WANYAN T 2V NNTAM NIXAO0'0N 72 ;77NN N1 NNo'o X772 Npdion Ndvnn
D'Y' 1700 7INNKD 09N T ITAY 170N 7'WON7 N1 ,WUNNYUN-NNTAIN NNO'o [TaIN 1Y
.NN0'0 NITN X77 ,!MIMN lonnn ANN7 N'MY9-TN NW'A TWONNI TA71 MIpnn 9lona
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Finally, setup the default gateway. Please enter the IP address
of the gateway from which this network is reachable. [0.0.0.0]:

This is the configuration information that has been collected:

SNMP Interface = "public"@192.168.2.100
User Account setup = admin
Password = ***x*kxkx

Management IP address = 192.168.2.1 255.255.255.0
Default Gateway = 0.0.0.0
Operation Mode = Normal

If the information is correct, please select (Y) to save the
configuration, and copy to the start-up configuration file. If
the information is incorrect, select (N) to discard
configuration and restart the wizard: [Y/N] y

Thank you for using Dell Easy Set up Wizard. You will now enter
CLI mode.

41w

51w

nnTEnNN MIXN

N2 NINIDI NIn'wn 7y XM yTn ot qQ'vo

DHCP nawn IP nam> itnxk - ©

NIXNO'0 7 NI¥NN ny"pi NNVaX 2N e

1"v8024F ,-1 8024 a1on M6348 'ann? niamrn-CLI n nimipe 75 7y 0'0197 :nyvn %
.CLI Reference Guide-a

DHCP nmawn IP namod Witnx

.DHCP nij'> Tj7onn annn IP ,nambd aitnk'? DHCP Zi710n92 win'win nya

:NINAN Ni7ivon nX yxa DHCP ,mwn IP namd atnxY '

NN TNXY? 12 DHCP ,nw na w'w mawn nwn7 Ix DHCP mwY 'nw'D Ay 1anina 1
JAP-n maim>

.DHCP-n maw 112y IP namd 1tNK7 "1 annn MI¥N DX 7INN7 11X 21K :NIYN

AP-n naimd n7ap ix? DNnav R Wnnwn? c NIKAN DITIRON IR TN 2

console#config

console (config) #ip address dhcp
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7YUnn 112y NI NN AN 7T 11N NNTAND AY'AN DN L,NNTAM IT NTNNA DX :DIYN %
MIxnn X yapnw v nawin .SNMPv3 7yorr SNMPv1/2¢ 1 'n'7nnin [9ixa SNMP 7w 71inan
(121 narxn ,vim nnm ,nnart? SNMPv3) hiay nnvaxn nua

Please enter the IP address of the Management System (A.B.C.D)
or wildcard (0.0.0.0) to manage from any Management Station
{0.0.0.0}: 192.168.2.100

1212%
Now we need to setup your initial privilege (Level 15) user
account. This account is used to login to the CLI and Web
interface. You may setup other accounts and change privilege
levels later. For more information on setting up user accounts
and changing privilege levels, see the user documentation.
To setup a user account:
Please enter the user name. [admin]:admin
Please enter the user password:*****x*x*%
Please reenter the user password:****k*x¥xk*

:31%w

Next, an IP address is setup. The IP address is defined on the
default VLAN (VLAN #1), of which all ports are members. This is
the IP address you use to access the CLI, Web interface, or SNMP
interface for the switch. Optionally you may request that the
system automatically retrieve an IP address from the network via
DHCP (this requires that you have a DHCP server running on the
network) .

To setup an IP address:

Please enter the IP address of the device (A.B.C.D) or enter
"DHCP" (without the quotes) to automatically request an IP
address from the network DHCP server. [192.168.2.1]:192.168.2.1

Please enter the IP subnet mask (A.B.C.D or /nn).
[255.255.255.0] :255.255.255.0
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:NNAN N'YAITA NN oI annn 2innxi POST np'1a nn'7win ANy

Unit 1 - Waiting to select management unit)>
Applying configuration, please wait...
Welcome to Dell Easy Setup Wizard

The Setup Wizard guides you through the initial switch configuration,
and gets you up and running as quickly as possible. You can skip the
setup wizard, and enter CLI mode to manually configure the switch. You
must respond to the next question to run the setup wizard within 60
seconds, otherwise the systemwill continue with normal operation using
the default system configuration.Note: You can exit the setup wizard
at any point by entering [ctrl+z].

Would you like to run the setup wizard (you must answer this question
within 60 seconds)? [Y/N] y

11w

The system is not setup for SNMP management by default. To manage the
switch using SNMP (required for Dell Network Manager) you can

Set up the initial SNMP version 2 account now.

Return later and setup other SNMP accounts. (For more information
on setting up an SNMP version 1 or 3 account, see the user
documentation) .

Would you like to setup the SNMP management interface now? [Y/N] y

To setup the SNMP management account you must specify the management
system IP address and the "community string" or password that the
particular management system uses to access the switch. The wizard
automatically assigns the highest access level [Privilege Level 15]
to this account. You can use Dell Network Manager or other management
interfaces to change this setting and to add additional management
systems later. For more information on adding management systems, see
the User’s Guide

To add a management station

Please enter the SNMP community string to be used [public]:public
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7Y NNIXN YAIRP QUKD .N97PN NNO'0 DY NIMYNNN NINYAN 7Y2 wnnwn [awn Ixe e
.MIPNNN 17002 NIKYAN 752 TNX Wnnwn [laun

.T272 nrmignn NN NNTN wnnwin? ' 1 HTTP nwta-CLI 7 nod 7'von ¢
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nnarT? avon

vIn'ya 0'R¥Nnl 0'8an 0own Dell Yw n%pn mpnnn qux 7w nyon AIkNn AT 9'wo
:NNAIT? nwona

public x'n N2 wnnwn? w'w SNMP 7w n7'ngn ntnnn »

.192.168.2.1 x'n nwan 711 ndwn 7w-IP nmam> .

.adminl123 x'n nno'onl admin XIin wnnunn ow ¢
.192.168.2.1:255.255.255.0 x'n 71n1n 9w VLAN Cay-IP A nam> -
.0.0.0.0 XID7TANA MM WY »

QUKRN N7IYOY INKY7 .7'W'7 DTamn 0" N7NNNN 0IYN 7Y NIIXNN DX YA NINnn QUR
NAN [9IX2 NI 2NN ANAN NIXN ,07YIN

N2 nawin SNMPv3 77 axkimnd nTam n7apn nrnnni 7vom SNMPv1/2c «
Tnn

W9 AaNimnd ATam admin wnanwnn awn e

Unnt NUA NNNYONA LIT 7101 NINN JINN .NYagl 1Y 72101 Nowwn 7w mixnn ¢
NN 7101 pwnn'? nwa-IP o niamod 75% Awont 2ina% oa 7oin .CLI-1 ,HTTP ,SNMP
.(0.0.0.0) IP-n mam> n'na -7y

S7Tnn N2 717 wnwnn (1) VLAN Yy namam IP namo - ¢
77NN 1NN NYNWNN WY NAIMD Mm@

LN AWUKRD ,90ma [ ] .M NIY'oIM N1'NA7 NN WNNWNN NIFNYONR ,NXAN NNAITA :NYn %
NN W 2PNt NIYOR 1Tan? *7an <Enter> %y wpn ox {} .qma v'om 7Tnnn namaw
.0'2102 VY'9IN NITY VOV .7 TNAN

NIPNNN QUK 7Y NNAITA N7Y507 NIdYYNN NIRNNENIFNINN ¥ NIX 1791 AXAN NN

L% 0'ononn vYpn DA win'y N L Dell Y n7n
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(v1vaX |919T) HTTP Ix (Telnet

:NYIN 701N D'XAN D'0I9N NIX AWN ,ANNN 7U 'M7NNNN NIIXNN NIX YApny 199
A1 2w-VLAN 9 nxpimw-IP n nam -
Jean iy IP %Y mwnn nwnnoon
L1 N YT 721n7-VEAN nww 2w-IP anams e

nwNA YNya punni 72Innan punn
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.O0B-n pwnna 17'von? |pn INRYT1 710N pwnna

-CLI Reference 1 |"y-OOB ,n pwnn 7¥ nIXNN NP7 NIK IWAY'Y NITIPoN 7V 0ro1oy
.8024F-1 PowerConnect 8024 7w Guide

n'M7nna AIxn nyRap? 1'a

IX Dell 9w 0770 npnnn QUR NIYYNXA NMM7NNNN NNIXNN YRR DX Y¥A7 JNINYOXA
NIIXNN Y2l UKD '0NIVIX 91X 7w9In Mpnnn qux .(CLI) nTizon niv pwnn niyynxa
nNTAN 73 X [ctrl+z] 2y nwpn -9V Y 701 QuURNN NIRYT TNNYOXA .70 Annn Y
.(7TNNN NN DY WNnwt annn) 1NN 1YY AN

annn N 60 JIN2 qURN NUNIN 7V 21N K7W IR N7P0 NIENnN QUK DX YN K7 DX GNYD %
INIX 7'V9N NNKX AWK 71010 Pwnn Niv¥nxa 17w nwa? 1ainn annn ox CLI .axn% o1dn
50 M2 nwipan v 2 X7 DHCP nw qr ok DHCP .mawn IP namd 727 nox Xin ,niiwx1Y
ax¥n7 1 72100 w-VLAN 2 77hnn N0 namdd 192.168.2.1 namba wnnw' annn NIy
Privileged EXEC ax¥n%7 012'n7 '1> enable nTipon DX |T0 71010 pwnn 7w-IP 2 naimd nx
n1a namd '’k OOB pwnn? .show ip interface management T7n pn DK
LTnn

NTAYN N7'nn )T .wnnwn? 3722 |y CLL 9w nrm7nninn nixnn 7y qon yTn n'7ap
TIX ' TAN QURN .ANNN 7Y I'M7NNN NIXD NYRAET7 NgNnn QURL UNnwng TxD an
ANNN 7Y AKaN MIXNN
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